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1. llesu u 3212494 AU CIUILIHHBI

enb nucuuIuinHbl: GOPMUPOBAHUE Y CTYAEHTOB CUCTEMHOIO IOHUMAaHUs yTpo3 U
ysa3BuMocTel coBpemenHoi U T-undpactpykTypsl, a Takke pa3BUTHE MPAKTHIECKUX
HABBIKOB 110 00€CeYeHNI0 €€ 0€30MaCHOCTH Ha 3Tarax NPOECKTUPOBAHUs, Pa3BEPTHIBAHUS
U SKCIUTyaTallii B COOTBETCTBUH C HOPMAaTUBHO-IIPABOBBIMU U OTPACIIEBBIMU
TpeOOBaHUSAMHU UH(DOPMAIIMOHHON 0€30MaCHOCTH. 3a/1a4u JUCIUIUIAHGL: 1.
DopMUPOBAHKE Y CTYICHTOB TEOPETUUECKUX 3HAHUI: - O TUIIaX, UICTOYHUKAX U
nocnencTusix yrpo3z UT-undpactpykrype; - 0 IpuHLKIIAX 0€30MacHOTO MPOEKTUPOBAHMS
u skcrutyataiuu UT-cucrem; - 0 HOpMaTuBHO-NIPaBOBOM 0a3e M cTaHaapTax B o0sacTu
uH(OPMAIIMOHHOM 6e30macHOCTH. 2. Pa3BUTHE y CTYIEHTOB YMEHHI 1 HABBIKOB B 00JIaCTH
uH(OPMAIIMOHHON 6e30macHOCTH, HeoOoxoauMbIix U T-uHxeHepy: - IpOBOAUTH AyIHT U
IPOBEPKY COOTBETCTBUS KOH(UTYpaIMil CEpBEPHOIO U CETEBOr0 000PYIOBaHUS
TpeboBanusim Ub; - HacTpanBarh Oe30macHbIe mapaMeTphl OMEPAITMOHHBIX CUCTEM, BEO-
cepBepoB, CYB/I 1 ceTeBbIX KOMIIOHEHTOB; - HCIOJIb30BaTh HHCTPYMEHTHI
aBTOMAaTHU3MPOBAHHOTO CKaHUPOBaHU U MOHUTOpHHTa O6e3omacHocTH (Lynis, OpenSCAP,
SIEM u np.). 3. OGecnieuenre npuoOpeTeHns NPaKTUYECKUX KOMIETEHIUH: - 110
BBISIBJICHUIO U YCTPAHEHUIO TUMOBBIX ysa3BUMocTell B UT-undpactpykrype; - 1o
JOKYMEHTHUPOBAHUIO PE3YJbTAaTOB aHAJIN3a U MOJITOTOBKE PEKOMEHAAINI MO MOBBIILICHUIO
YPOBHSI 3alIMIIEHHOCTH; - IO MPUMEHEHUIO MPUHIIMIIOB HAUMEHbBIINX TPUBUIIETUH,
CEerMeHTalluH, YIIpaBiIeHUs aTyaMu U 0e3011aCHOTr0 OOHOBIIEHUSI CUCTEM.

Kparkoe cogepkaHue TUCHMIITIMHBI

Jucuuminaa « AHanu3 yrpo3 u ysa3Bumoctedt UT-undpacTpykrypbh» HarpapiieHa Ha
dbopMHUpPOBaHUE Y CTYJICHTOB MHKCHEPHBIX KOMIIETEHIIUM B 001aCTH 00ecrieueHust
nH(popManMoHHON Ge30macHOCTH coBpeMeHHbIX U T-cuctem. B pamkax qucHUIUIUHBI
M3YyYaroTCs TUIIbI YTPO3 U YSI3BUMOCTEN CEPBEPHOT0, CETEBOTO U MPUKJIIATHOTO YPOBHEN
NT-undpactpykTypbl, paccMaTpuBatOTCS HOPMATUBHO-TIPABOBBIE U OTPACIIEBHIE
TpeboBaHus K 3anute nHpopmannu. Ocoboe BHUMAHUE YIENeTCS MPAKTUYECKUM
acmiekTaM: 0e30IacHON HACTPOWKE ONEPAIIMOHHBIX chcTeM, BeO-cepBepoB, CYB/[ u
CETEBOTO 00OPYIOBAHUS; TPUMEHEHUIO HHCTPYMEHTOB ayJInTa 1 MOHUTOPUHTA; MIPOBEPKE
coOTBeTCTBHsI KOH(purypamnmii TpedoBanusm Nb; 1okyMeHTUPOBaHHIO M YCTPAHEHUIO
BBISIBIICHHBIX yTpo3. {ucuuminia opueHTrpoBana Ha noArotoBky U T-uHxxeHepos,
CHIOCOOHBIX MPOEKTUPOBATH, PA3BEPTHIBATH U AKCILIIYaTUPOBATH 3AIUIIEHHYIO,
OTKa30yCTOWYHMBYIO U COOTBETCTBYIOIIYI0 HOPMaTUBHBIM TpeboBaHusimM UT-

HH(PACTPYKTYPY.

2. Komnerenuun odyuyawuerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS
AUCIHUANIMHBI

[Tnanupyemble pe3yabTaThl OCBOCHUS [Inanupyemblie pe3yabTaThl
OII BO (xomnieTeH1umn) OOy4eHWSI 110 TUCIUTUTHHE

3HaeT: 0CHOBBI MHPOPMAITMOHHONW 0€301acCHOCTH
web-pecypcoB
[TK-10 Crioco6eH BBIMONMHITH pabOTHI IO CO3AAHUIO [YMEET: MPOBEPSTH COOTBETCTBUE CEPBEPHOTO
(MomuGUKaIMKN) U CONTPOBOXKICHHUIO obopynoBanus TpedoBanusim VP
MH(OPMAITMOHHBIX PECYPCOB MeeT MpaKTUYCCKHUI OTBIT: MPOBEPKH
COOTBETCTBUSI Web-pecypcoB TpeOOBaHHSIM
UH(OPMAITMOHHON 0€30aCHOCTH




3. Mecto aucuumiaibl B cTtpykrype Ol BO

[Tepeuens npenmecTBYOMUX AUCIHUILINH,
BUJIOB pabOT y4eOHOro IjiaHa

[TepeyeHs MOCICTYIONIMX AUCIATLINH,
BUJIOB paboT

TenexkoMMyHHMKalMOHHBIE CUCTEMBI U TEXHOJIOTUH,
Pazpaborka Web-npunoxenuit Ha Python,
Pazpaborka Web-npunoxeHuit

He npenycmorpensl

Tpe6OBaHI/I$[ K «BXOJHBLIM)» 3HAHUAM, YMCHHWAM, HABbIKaM CTYJCHTA, HCO6XOI[I/IMBIM
IIpu OCBOCHUU ,HaHHOfI JAUCTUITIINHBI 1 HpI/IO6peT€HHBIM B PC3YJILTATC OCBOCHUA

MPEAMIECTBYONTUX JUCITUTIIIAH:

Hucuunimza

TpeboBanus

Pa3pabotka Web-npunoxenuii Ha Python

3HaeT: 0COOEHHOCTH BEIOpAHHOU Cpebl web-
MPOrpaMMHUPOBAHUS U CUCTEMBI YIIpaBlIeHUs 6a3aMu
TAaHHBIX; KOMIIOHEHTHI IPOTPAMMHO-TEXHUYECKUX
apxurtekTyp WP, cymecTByronme npuiioxxeHus u
UHTEpQEChl B3aNMOIECHCTBHS C HUIMU YMEET:
MPUMEHATH BEIOpAHHBIE S3BIKU Web-
MPOrpaMMHUPOBAHUS JIJI HAITMCAHUS TIPOTPAMMHOTO
kona MP; pazMerark nmporpaMMHbINA KOJI B
KJINEHTCKOM U cepBepHOU yactu HP;
ONTUMM3UPOBATH MporpamMmHubIi ko P ¢
MCIIOJIb30BAaHUEM CIIEIIUATU3UPOBAHHBIX
[IPOrpaMMHBIX CpeACTB. MIMeeT npakTuieckui
OTIBIT: Pa3pabOTKH Web-TTPHUIIOKEHHUH ¢
MCITOJIb30BAaHUEM CIIELUATIN3HUPOBAHHBIX
MPOrpaMMHBIX CPEACTB

TGHCKOMMYHI/IKB.LII/IOHHBIC CHUCTEMBbI U TCXHOJIOTHH

3HaeT: ceTeBble MPOTOKOJIBI U OCHOBBI Web-
TEXHOJIOTUI YMEET: yCTaHaBIMBATh MPOIPAMMHOE
oOecriedyeHre 1 JOTOTHUTEIbHbIE MOTYIIH,
HEOOXOAUMBIE J1JIs1 KOPPEKTHOTO
¢yukuuonupoBanus VP ; mpoBepsaTs COOTBETCTBHE
cepBepHOTO 00opynoBaHus TpedboBanusm 1P Mmeer
[IPAKTUYECKUH OIBIT: YCTAHOBKU U HACTPOUKHU
MPOrpaMMHOT0 00eCTIeYeHHsI U MOIYJIEH, TPOBEPKU
COOTBETCTBUS CEPBEPHOTO 00OPYIOBAHUS
TpeOOBaHUSIM HH()OPMAITMOHHBIX PECYPCOB

Pa3pabotka Web-npunoxxeHuit

3HaeT: MPUHLMUIIBI QYHKIIHOHUPOBaHUS web-
texHojoruii (HTTP/HTTPS, REST, SOAP,
'WebSocket); apxuTekTypy KIUEHT-CEPBEPHBIX Web-
NPUIOKEHUH U X KOMIIOHEHTOB; COBPEMEHHBIE
cranaaptel HTML, CSS, JavaScript u npyuHIMITBI
aJIanTUBHOM U KpoccOpay3epHOi BEpCTKH; OCHOBBI
backend-pa3pabotku (06paboTtka 3ampocos, API,
6a3bl 1anHbIX, ORM, aBTOpH3anUs U
ayTeHTH(UKAIM ); COBPEMEHHbIE PPENMBOPKH U
1aTGOPMBI I pa3pabOTKH Web-TIpHII0KEHU I
(narmpumep, React u 11ip.), CHHTaKcHC BBIOPaHHOTO
s13bIKa Web-TporpaMMupoBaHusi, 0COOEHHOCTH
MPOTPaMMHUPOBAHHS HA 3TOM SI3bIKE, CTAHAPTHBIC
OUOIMOTEKH SI3bIKAa IPOTPAMMHUPOBAHMUS;
0COOCHHOCTH BHIOPAHHOU Ccpebl web-

MNPpOrpaMMHUPOBAHNA U CUCTCMBbI YIIPABJICHUA Oazamu




TAaHHBIX; KOMIIOHEHTBI IPOTPAMMHO-TEXHUYECKUX
apxutektyp NP, cymecTByromme npuioxeHus 1
UHTEpQeichl B3aNMOICHCTBHS C HUMU YMEeT:
MPOEKTUPOBATH APXUTEKTYPY Web-IIpui1oKeH i ¢
yaéTOM (PyHKIIMOHABHBIX M HE(PYHKIIMOHATBHBIX
TpeOoBaHMil; pazpabarbiBaTh GPOHTEH - U OIKEHI-
qacTu web-CHCTEM ¢ UCTIONIb30BaHHEM
COBPEMEHHBIX HHCTPYMEHTOB; HHTETPUPOBATh wWeb-
MIPUIIOKESHIS C BHEITHUMHE CepBUCaMU U Oazamu
TaHHBIX; UCTIOJIb30BAaTh CUCTEMbI KOHTPOJISI BEpCUT
(Git); TecTUpOBaTh M OTIAKHUBATH WEb-TIPHIIOKEHHUS;
MPUMEHSATH OT€YECTBEHHBIEC U OTKPHITHIE
MpOrpaMMHBIE CPEJCTBA MIPU peain3alii MPOEKTOB,
MPUMEHSTH BEHIOPAHHBIC SI3BIKH Web-
MPOrpaMMUPOBAHUS JJI HAITMUCAHUS IPOTPAMMHOTO
kona MP; pazMemiars nporpaMMHbBINA KO/ B
KJIINEHTCKOM U cepBepHOU yactu HP;
ONTUMH3UPOBATH MporpamMmusbIi ko P ¢
MCIIOJIb30BAaHUEM CIIEIIUATU3UPOBAHHBIX
IPOrpaMMHBIX CpeACTB VIMeeT mpakTHUeCKHil OMBIT:
HaBBIKAMH KOMaHIHOW pa3paboTku web-
MPUJIOKEHHI; TPAKTUKOW MPUMEHEHHUS
COBPEMEHHBIX TEXHOJIOTUH U HHCTPYMEHTOB web-
pa3pabOTKH OTEYECTBEHHOTO U 3apy0eKHOTO
MPOU3BOJICTBA; YMEHUEM JTOKYMEHTHUPOBAThH
APXUTEKTYPY U KoA wWeb-TpuiokeHui

4. O0bém 1 BUABI YUeOHOI PadOTHI

OO6mmas Tpya10eMKOCTh JUCHHUILUIMHBI cocTaBiseT 3 3.¢., 108 4., 70,5 4. KOHTaKTHOM

paboTHI
Pacnpenenenue
Bcero |0 ceMecTpaM B yacax
Bun yae6HO# paboTh
yacoB | Homep cemecrtpa
7

OO61mas Tpyao€MKOCTh AUCIUTIITMHBI 108 108
AyoumopHvie 3auamusi: 64 64

Jlexumu (JI) 32 32

[IpakTrueckue 3aHsITHS, CEMUHAPHI U (WIH) IPYTHE BUIBI AyTUTOPHBIX 37 3
sanstuii (I13)

JIabopatopubie padoTsI (JIP) 0 0
Camocmosmenvras paboma (CPC) 37,5 37,5

[ToaroroBka K MpakTUUYECKUM 3aHATUSM: U3yUE€HUE OCHOB
oOecriedeHrss HTHPOPMAITMOHHON 0€30aCHOCTH - TEPMUHOB, IPUHIIHUIIOB, 3 3
0a30BBIX MOJIEJIEH 3aIAThI

[ToaroToBka K MpakTUYECKUM 3aHATUSAM: U3yUYEHHE TIOAXOJ0B K
obecredeHuto 6ezonacHocTy mpukiagaeix M T-cuctem u BeG-pecypcos. 7,5 7.5
[lonroToBka yek-11McTa COOTBETCTBUS AJIsi wWeb-pecypca

[ToaroToBka K MpakTU4YECKUM 3aHATUSAM: U3yUYE€HUE OCHOBHBIX YIpo3 U 4 4
puckoB UT-uHppacTpyKTyphl

IToaroToBka HTOrOBOro OTYETA MO pe3yjibTaraM MPaKTHYECKUX 9,5 9.5




3aHATHI: aynuT 6e3onacHoct UT-uHpacTpyKTyphl, BEIOOp CpEnCTB
3aIUTBI

[ToaroroBka K NpakTUYECKUM 3aHATUSAM: U3YUYEHUE CUCTEM
yIpaBiieHUs] 0€3011aCHOCTHIO

IToaroroBka K MPaKTUYECKUM 3aHATUSAM: U3yUEHUE CPEJICTB 3aILUTHI
H(OPMAIIMU U CUCTEM YIIpaBJI€HUs O€30M1aCHOCTHIO

[ToaroToBka K MpakTUYECKUM 3aHATUSAM: U3yUYE€HUE HOPMATUBHO-
[MPaBOBBIX OCHOB U TpeboBaHmii k 6e3omacHocTH [10, MmeTon0B 7,5 7.5
oOecrieueHrs 0€30MaCHOCTH Ha dTane pa3padboTku U 3kcmuryaranuu 110

KoHcynpranyuy u npoMexyTo4Hast aTTeCTalus 6,5 6,5

By koHTpos (3a4eT, aud.3a4et, IK3aMeH) - nud.3auer

5. ConeprkaHue TUCHMILIMHBI

O0beM ayTUTOPHBIX 3aHATHH 110
pa;;gena HanmenoBanue pa3aenoB IUCHUIUIMHBI BHJIaM B 4acax
Bcero J| 113 | JIP
1 OcHoBbI HHpOpMaLIMOHHOM Oe3omacHocTy UT- 16 3 ] 0
MHOPACTPYKTYPbI
) I/IH)KE:HCpHaSI 6e3onacHocTh cepBepoB, CYB/I, Be6-mmardopm u 16 2 ] 0
ceTei
3 HHCTpYMEHTBI M METOJIbI 00€CTIEYeHHS] COOTBETCTBHUS 16 3 ] 0
TpeOoBaHUSIM UHPOPMAITMOHHON 0€30ITaCHOCTH
4 CoBpeMEHHBIE BBI30BBI M MHTErpaLUsl IPAKTUK 16 3 3 0
nHpopmarmonHon 6ezonacHoctu B UT-undpactpykrypy
5.1. Jlekuum
Ne Ne Kon-
nexuumlpasziena HaumeHoBaHMe MM KpaTKO€e COAEPKaHUE JIEKIIMOHHOTO 3aHATUS BO
4acoB
1 1 WNudopmanmonnas 6ezonmacHocts B koutekcre UT-undpactpykrypst. Pons UT- )
WH)XeHepa B o0ecrieueHu 0e30MacHOCTH HH(GOPMAIUH.
) 1 OcHoBHBIE yrpo3sl U ys3BuMoct UT-undpacTpykTypsl: Kiaccudukanus, )
VMCTOYHMKH, ITOCJIEJICTBUSI.
3 1  |[HopmaTtuBHO-TIpaBoBbIe U oTpacieBble TpeboBanus Kk UT-undpactpykrype. 2
4 1 Apxutektypa coBpemenHoil UT-undpactpykrypsl: cepBepsl, ceti, CYB/], BeO- 7
1aTopMbl, 00Ja4HbIE KOMITOHEHTHI.
5 > [TpuHIMITBEI 6€301TacHOTO MPOSKTUPOBAHUS U pa3BepThiBaHus UT- )
UHOPACTPYKTYPHI.
6 5 bezonacHocTh onepannonHbIX cucteM Linux u Windows Server. OcHOBHBIE 5
MEXaHU3MBbI 3aIIMTHI.
7 5 be3zonacHas koH¢urypamus Bed-cepepoB (Apache, Nginx, IIS) u mpukiaaHbix )
CEpBEPOB.
3 ) 'YiipaBieHue ceTeBOi 0€30MacHOCThIO: MeXCeTeBbIe dKkpaHbl, VLAN, )
cerMeHTanus, 0e30nacHble MPOTOKOJIBI.
9 3 |be3omacHOCTh 0a3 MaHHBIX: HACTPOWKA, YIIPABICHHE JIOCTYIIOM, IITU(GPOBAHUE. 2
10 3 VYipaBieHHe YUETHBIMU 3aMUCSAMH, TPUBUJIETHAMU U ayTeHTUuKareit B UT- )
UHPPACTPYKTYpE.
1 3 CucTeMbl IEHTpaJIM30BaHHOTO MOHUTOPHHTa U Joruposanus (SIEM, ELK, )
kypHasbl OC u cepBHCOB).
12 3 |MucTpymeHTHl ayauTa U ckaHupoBaHusi koHduryparwmii (Lynis, CIS-CAT, 2




OpenSCAP).
13 4 Obecrieuenne 6e30MacHOro OOHOBIEHUS U yrpaBieHus naryamu B UT- )
UHPACTPYKTYpE.
14 4 BBGZ[GHI/I‘G ‘}3.6630HaCHOCTL ob6naunbix UT-undpactpykryp (IaaS, PaaS): Shared )
Responsibility Model.
15 4 [Tonxoap! k mpoBepke cooTBeTcTBUS U T-uHbpacTpykTypsl TpeboBanusm NUb (dek- )
JINCTBI, ayIUT, JOKYMEHTHPOBAHHUE).
16 4 HToroBoe 0000IIeHHE: OT MPOSKTHPOBAHMS IO dKCILTyaTaruu 6ezonacuoi UT- )
WH(DPACTPYKTYPHI.
5.2. lIlpakTyeckue 3aHATHS, CEMHUHAPbI
Ne Ne Koa-
sansuspasena HaunmeHoBaHue WITH KpaTKoe co/iepKaHue MPaKTHYeCKOro 3aHATHs, CEMUHapa BO
4acoB
1 1 PasBepreiBanue nadoparopHoit UT-uadpactpykrypsr: Beo6-cepsep, CYB/, )
KJIMCHT (BUPTYyaJIU3aIlisa/KOHTCHHEPH3AIINs).
Aymut 6e3onacHoctu OC: mpoBepka koHpurypamuu Linux/Windows ¢
2 1  |ucmonmp3oBaHueM MHCTpyMeHTa Lynis u crannapros 6ezomacHoctu CIS 2
Benchmarks.
3 1  |HacTpoiika ceTeBoii cerMeHTanuy U 6a30BbIX MMPaBUII MEKCETEBOIO SKPaHa. 2
4 1 YrpaBieHne Y9eTHBIMU TaHHBIMU M TPUBHJICTUSIME: TTPHHITATT HAUMEHBIITNX )
[PUBUJIETHI, HACTpoOIiKa KoMaH bl Sudo, rpyNIoBOI MOJTUTHKH.
5 ) Hacrtpoiika 6e3onacHoit koHpuryparuu Beo-ceppepa (Nginx/Apache): 5
OTKJIFOUEHHME HEHYKHBIX MOJYJIEH, HACTPOIiKa 3arojoBkoB, TLS.
6 ) besomacnas nactpoiika CYBJ] (PostgreSQL/MySQL): nons3oBareny, )
[PUBWIIETHH, IIN(PPOBAHUE, TOTHUPOBAHUE.
7 2 |Hactpoiika u npoBepka TLS-kondurypanuu. 2
8 2 [HacTpolika lIEHTpaJIu30BaHHOTO COOpa U aHaIu3a JIOTOB. 2
9 3 Pabota ¢ OpenSCAP: ckanupoBaHue CUCTEMBI Ha COOTBETCTBHUE MPODHUITIO )
0€30MacHOCTH.
10 3 ABTOMAaTH3aIMs TPOBEPKU KOHPUTYpaIruii ¢ moMorsio Ansible nnu Bash- 5
CKPHIITOB.
1 3 Aynut oOHOBJICHUI M YIPABJICHUE MTaTYaMU: POBEPKA YSI3BUMBIX MTAKETOB, )
MJIAHUPOBAHME OOHOBIICHHI.
12 3 |Co3maHue ¥ MPUMEHEHHE YEK-JIUCTOB COOTBETCTBUS ISl TUTIOBOTO BeO-pecypca. 2
13 4 [IpoBepka cooTBeTcTBUS cepBepa TpeboBaHUsAM b 10 KOHTPOIBHOMY CIIUCKY )
(4eK-nucTy).
14 4 bazoBas Hactpoiika obnaunoit UT-undpactpykrypsl (AWS EC2 / Yandex.Cloud) 5
¢ yuérom TpedoBanuit Ub.
15 4 [ToaroroBka otuéra no pesynsraram aynuta UT-undpactpykrypsl (B T.4. ’
pEKOMEHJAIMH 110 YCTPAHEHUIO HECOOTBETCTBUM).
16 4  |PasBeprbiBanue U ayauT Oe3onacHo UT-MHPPacTpyKTyphl «IIOJ KITHOU. 2

5.3. JlaboparopHbie padoThI
He npenycmotpensl

5.4. CamocrosiTesibHasA padoTa CTyAeHTA

Brimonuenune CPC

[Tonsug CPC | CHucok IuTeparypsl (C yKazaHUEM |CeMeCTp| Kos-




pa3ernos, riaB, CTPaHUIl) / CChUIKA Ha
pecypc

BO
JaCcoB

[lonroToBKa K MPaKTUUYECKUM 3aHSATHUSIM:
M3y4eHUE OCHOB 00ECTIeUeHUs
nH(pOpMAITMOHHOM O€30MTaCHOCTH -
TEPMHUHOB, IPUHIUIIOB, 0a30BBIX MOAEIEH
3aIUTHI

[Ipoxopoga, O. B. UudpopmarnmonHas
0€301acHOCTb U 3aIuTa HHPOPMAIHH :
yueOHuK /1 By30B / O. B. IIpoxopoBa. — 6-
e u3n., crep. — Cankr-IlerepOypr : Jlans,
2025. — 124 ¢. — ISBN 978-5-507-52899-
8. — Tekcr : 2neKTpoHHBbIH // JIaHb :
DIIEKTPOHHO-OMOIMOTEYHAs! CUCTEMA. —
URL: https://e.lanbook.com/book/462293
(mara obpamenust: 11.12.2025). — Pexum
mocTyma: JJisi aBTOPHU3. TOJIb30BaTENEH.
Paznensl: 1. 1-2 («OCHOBHBIE TOHATHS
Wb», «Mozaenu HapyInTENsl U yTpo3»).

[ToaroToBKa K MPaKTUYECKUM 3aHATHUSIM:
M3yueHHE MOJX0I0B K 00EeCIIEUeHUIO
Oe3onacHocTH npuKIaaHbIx UT-cuctem u
BeO-pecypcoB. [loaroroBka yek-nucra
COOTBETCTBUS 11 web-pecypca

Hedenos, B. C. bezomacHocTs npukiiagHbIX
WH(OPMAITMOHHBIX TEXHOJIIOTUN U CHCTEM :
yuebHoe nocodue / B. C. Hedenos. — 2-¢
n3a. — Mocksa : PTY MUPOA, 2025. —
113 ¢c. — ISBN 978-5-7339-2570-7. —
Texct : anekTpoHHbIi // JIaHb : 371€KTpOHHO-
oubmuoreuynas cuctema. — URL:
https://e.lanbook.com/book/504831 (nara
oOpamenus: 11.12.2025). — Pexum
TOCTYTIA: Il aBTOPHU3. MOJIH30BATEIICH.
Paznensl: . 2, 3, 6 («Monenu yrpo3 ans
MIPUKJIATHBIX CUCTEM», « METOIBI 3aIIUThHI
BeO-npuiiokeHuity, «IlogrBepxaenue
COOTBETCTBUS». ).

7,5

[ToaroroBka K IMpakTUYECKUM 3aHATUAM:
M3y4eHUE OCHOBHBIX yrpo3 U puckos UT-

MHPPACTPYKTYPbI

Cysopos, C. A. CoBpeMeHHbIE YIpO3bl U
PUCKHU ITU(PPOBBIX KOMMYHHUKAIUH : yueOHO-
MeTtoamueckoe mocoodue / C. A. CyBopoB. —
Tam6oB : TT'Y um. I'.P.JlepxaBuna, 2025. —
121 c. — ISBN 978-5-00078-919-3. —
TexcT : aneKkTpoHHbIH // JIaHb : 37EKTPOHHO-
oubnuoreuynas cucrema. — URL:
https://e.lanbook.com/book/504523 (nara
oOpatenus: 11.12.2025). — Pexum
TOCTyMa: A7l aBTOPU3. MOJIb30BaTENEH.
Pasnensl: BBeneHue, . 1-2 («Tumsl yrpos»,
«AHaIU3 PUCKOBY).

[ToaroToBKa HTOrOBOTO OTYETA TT0
PE3YJIbTaTaM MPAKTUICCKUX 3aHATHU: ayauT
6e3onacHoctu UT-uHbpacTpyKTyphl, BEIOOP
CPEACTB 3aLIHUTHI

[Ipoxopoga, O. B. UudopmarnmonHas
0€301acHOCTb U 3aIUTa HHPOPMAIHH :
yueOnuk a1 By30B / O. B. [IpoxopoBa. — 6-
e m31., crep. — Cankr-IlerepOypr : Jlaus,
2025. — 124 ¢c. — ISBN 978-5-507-52899-
8. — Tekcr : anekTpoHHbIH // JIaHb :
DIIEKTPOHHO-OMOIMOTEYHAs CUCTEMA. —
URL: https://e.lanbook.com/book/462293
(mara obpamenus: 11.12.2025). — Pexum
mocTyma: JJisl aBTOPHU3. TTOJIb30BaTENIEH.
[[Iunynun, [. ®. MOHUTOPUHT UHIIUICHTOB
nHpOpMalmoHHON 6e3omacHocTH. CpencTBa
3alUThl THHOPMAIINU: MEKCETEBBIC SKPaHBI,
CHUCTEMBI OOHAPYKEHHS U TIPEIOTBPAILICHUS
BTOpKEHUH : yaeOHoe mocodue / I. .

[Hunynua. — Mocksa : PTY MUPOA,
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2025. — 151 c. — ISBN 978-5-7339-2689-
6. — Texkcr : anexTpoHHbIH // JlaHb :
HIIEKTPOHHO-OMOIMOTEYHAs cCUCTEMA. —
URL: https://e.lanbook.com/book/508442
(mata obpamenus: 11.12.2025). — Pexum
MoCTyTma: JJisl aBTOPHU3. TTOJIb30BATEIICH.
unynun, I ®. Knaccudpukanus cpeacts
3anuThl HPopManuu. CpencTBa 3amuThl
WHGOPMAITUHU: CHCTEMBI YIIPABICHUS
nHpopMareit o 6e30MacHOCTH U
COOBITUSIMH 0€3011aCHOCTH, CUCTEMBI
MPEIOTBPANICHUS YTEUEK JAHHBIX | y9eOHOe
nocobue / I. ®@. [llumynuna. — Mockaa :
PTY MUPDA, 2025. — 111 c. — ISBN
978-5-7339-2690-2. — Texkcr :
DIIEKTPOHHBIH // JIaHb : 2IEKTPOHHO-
oubnuoreynas cucrema. — URL:
https://e.lanbook.com/book/508443 (nata
obpamenust: 11.12.2025). — Pexum
MOCTyTIa: JJIsi aBTOPHU3. TTOJIH30BATEIICH.

[ToaroToBKa K MPAKTHYECKUM 3aHATHSM:
V3yYCHHUE CUCTEM YIIPABICHUS
0€30I1aCHOCTBIO

[Humynus, I ©. Knaccudukanus cpencts
3aiuThl nHpopManuu. CpecTBa 3aluThl
WH(POPMAIIUH: CUCTEMBI YIIPaBICHHUS
uH(popMaIueil o 6e30MacHOCTH U
COOBITUSIMH O€30MTaCHOCTH, CHUCTEMBI
MPEIOTBPAICHUS YTEUEK JaHHBIX | yueOHOe
nocobue / I'. ®@. [llunynux. — Mockaa :
PTY MUPDA, 2025. — 111 c. — ISBN
978-5-7339-2690-2. — Texkcr :
HIEKTPOHHBIH // JIaHb : 2JEKTPOHHO-
oubnuoreynas cucrema. — URL:
https://e.lanbook.com/book/508443 (nara
obpamenust: 11.12.2025). — Pexxum
mocTyma: AJisi aBTOPHU3. T0JIb30BaTENEH.
Paznenst: [11. 2, 3 («Cuctemsl yrpaBieHus
coObITusiMu Oe3omacHocTH (SIEM)»,
«CpezcTBa MpeoTBpaeHHs yTeueK
naHHbIX (DLP)»).

[TonroroBka K MpakTUYECKUM 3aHATUAM:
M3y4EeHHE CPEJCTB 3alUThl HHPOPMALUU U
CHCTEM YIpaBIeHUs O€30MaCHOCTHIO

[unynun, I ®. MOHUTOPUHT UHLIUECHTOB
nH(popMaMoHHOH Oe3onacHocTH. CpescTBa
3alUThl HH(OPMALIUU: MEKCETEBbIE IKPaHBI,
CHUCTEMBI OOHAPYKEHHS U TIPETOTBPAIICHUS
BTOp>KeHMH : yueOHoe mocobue / I .
[[Iumynmun. — Mocksa : PTY MUPDA,
2025. — 151 c. — ISBN 978-5-7339-2689-
6. — Texkcr : anexTpoHHbIl // JlaHs :
HIIEKTPOHHO-OMOIMOTEYHAs cUcTeMa. —
URL: https://e.lanbook.com/book/508442
(mara oOpamenus: 11.12.2025). — Pexum
TOCTyNa: JIsl aBTOPU3. M0JIb30BaTENIEH.
Paznensl: [11. 1, 2 («ApxuTekTypa CpeacTs
3aluThD», «PaboTa ¢ MexxceTeBBIMU
pkpaHamu u IDSy).

[ToaroroBKa K MPaKTUYECKUM 3aHSATHSIM:
M3y4eHUE HOPMATUBHO-TIPABOBBIX OCHOB U
TpeboBaHmil K 6e3onacHocT 110, meTom0B

Kazapun, O. B. HanexxHocTs u
0€30MacHOCTh IPOrPAMMHOTO 00ECIICUECHHUS :

yueOnuk 11 By30B / O. B. Kazapun, U. b.
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oOecrieueHrst 0€30IMaCHOCTH HA dTare
pa3paboTKu U dKcIuryaTaruu [10

[yonnckuil. — 2-e u3g. — Mocksa :
W3narensctBo FOpaitt, 2025. — 352 ¢. —
(Bricmiee o6pazoBanue). — ISBN 978-5-
534-19386-2. — TeKCT : AMEeKTPOHHBIH //
O6pazoBarenpHas miardopma KOpaiit

[caitT]. — URL.:
https://urait.ru/bcode/580669 (nata

obpamenus: 11.12.2025). Paznensr: . 3, 4,
5, 6 («kMeToabl 0OecTIeUCHHS HaIE)KHOCTI,
«3amuta [10 ot anHanmu3a 1 MoAUpUKAIIII,
«HopMaTuBHO-TIpaBOBOE PETYITHPOBAHKE,

«IToaTBEpKI€HNE COOTBETCTBUS).

6. @OoH/1 OLIEHOYHBIX CPEICTB /ISl IPOBeIeHNsI TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH,
NMPOMEKYTOYHOM aTTeCTallMu

KonTpons kauecTBa 0CBOCHUS 00pa30BaTEILHOMN MPOrpaMMbl OCYIIECTBIISCTCS B
cootBercTBHH ¢ [Tonokenrnem o 6aTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTATOB
y4eOHOU IeSITENLHOCTH 00yYarOIIUXCHl.

6.1. KouTpoabubie meponpusitusa (KM)

Ne | Ce-
KM|mectp

Bung
KOHTPOJIS

HazBauwue
KOHTPOJIBHOTO
MEPONPUATHUS

Makc.

Bec Oamt

ITopsaok HaunceHus
OaJoB

Yuu-
THIBA-
ercd B [TA

Texymuin
KOHTPOJIb

TectupoBanue 1o
TeMaTHKe pazzena |

Crynenry
[peJ1araeTcsi OTBETUTh
Ha 10 TecToBBIX
BOIPOCOB, BHIOPAHHBIX
CITydaifHBIM 00pa3oM.
3a KaXKIbIH
[IPaBUJIbHBIN OTBET
Hauucisiercs 1 Gam.

b depeHIIMPOBAHHBIT
3aueT

Texymui
KOHTPOJIb

Cpaya ot4yera 1o
MPaKTUYECKUM
3aHATUSAM pazziena 1

5 6amnoB
BBICTABIISICTCSI, €CITH:
Bce npaktuueckue
3a/laHus pasnena
BBITIOJTHEHBI
MTOJTHOCTHIO U
KOPPEKTHO.
[IponeMOHCTpUPOBAHO
1yOOKOE TOHUMAaHKe
WHKCHEPHBIX
npunnunoB Ub. Bee
KOMaH/TbI,
KOH(UTYpaInH,
CKPHUHIIIOTHI
PaboTOCIIOCOOHBI U
COOTBETCTBYIOT IICJIH.
Otuér
CTPYKTYpPUPOBaH,
COZIEPKUT BCE
00s13aTeTbHBIE
PIIEMEHTHI (IIeJTb, X0/

pabOTHI, BBIBOJIBI).

nudpepeHIpoBaHHbII
3a4eT




Mcnonp3oBaHa
[PEKOMEHTI0BaHHAS
nmuTepatypa (Ipu
HeoOxoaumocTH). Her
(haKkTUYEeCKUX,
TEXHUYECKUX WU
JIOTMYECKHUX OIIHOOK.
4 Oajia BLICTABIISETCA,
eciii: BBITTOJIHEHBI BCe
3aJJaHHsA, HO C
HE3HAYUTEIbHBIMH
HeTo0uETaMU
(Hanpumep, ogHa
omuoOKa B
KOH(UTYpaLuH, HET
OJTHOTO CKPUHIIIOTA).
IloHnManue TEMBI
TOCTATOYHOE, HO HE
rryookoe. OT4éT B
11€7I0M COOTBETCTBYET
TpeOOBaHUAM, HO
BO3MOYKHBI MEJIKHE
HAPYIICHUS CTPYKTYPhI
i opopMIICHUSI.
Nmerorcs
HE3HAYUTEIbHBIE
HETOYHOCTH B
TEPMUHOJIOTHH HITH
PEKOMEHIAIIHSIX.

3 Gaja BRICTABIIAETCS,
ecnu: Brimmonaena
OCHOBHAs 4acTh
3aJaHNM, HO
MPOITYIIEHBI HJTH
OIMO0YHEI 12
nyHkTa. [lonnmanue
OTPAaHUYEHO: OTBETHI
ma0J0HHEBIE, O€3
aHanuza. OTuéT He
[MOJTHOCTEIO
CTPYKTYpUpPOBaH
(Hanmpumep,
OTCYTCTBYIOT BBIBOJIBI
WJTH METOJIOJIOTHSA).
EcTh TeXHHUECKHE
OIIMOKH, HO HE
KPUTUYHEIE.

M cnonp3oBanue
TUTepaTyphI
MMOBEPXHOCTHOE WUJTH
OTCYTCTBYET.

2 0ajlia BHICTABIISETCA,
ecnii: BeItosiHEHO
MeHee 50% 3agaHuii.
Cepbé3Hbie
TEXHUYECKHE ONTNOKHU




(HEKOppEKTHBIE

KOMaH 1bl, Hepaboune
koH(purypauuu). OTuér
(hakTHIEeCKH
OTCYTCTBYET HITU
chopmupoBaH
(dhopManbHO (KOMTUMACT,
0€3 JTMYHOTO BKJIA/Ia).
Het coorBeTcTBUSA
L[eJISIM TIPAKTUYECKOTO
3aHATHA. OTCYTCTBYIOT
7T0Ka3aTeNbCTBA
BBITIOJIHEHUSI (HET
CKPHUHILIOTOB, JIOTOB,
BBIBOJIOB).

1 Gajna BeICTABISETCA,
ecnu: OTUET He
[pE/ICTaBJICH.
[Ipencrasnen ¢aiin-
3anTymika (IycToi, He
o Teme, uyxas padoTa
0e3 cchuiok). [TomHoe
HEMOHUMAaHUE 33]1a9U U
METO0JIOTHH.
Kon¢urypauum uiau
KOMaH/Ibl
MIPOTUBOpEYAT
npunnunam b
(Hanpumep,
pEKOMEHAyeTCs
OCTaBHUTh roOt-TOCTyII
OTKPBITHIM).

Texymni
KOHTPOJIb

TectupoBanue 1o
TEMaTuKe pazzena 2

10

Crynenty
[pEJIaraeTcsi OTBETUTh
Ha 10 TecTOBEIX
BOIIPOCOB, BHIOPAHHBIX
CIIy4aifHBIM 00pa3oM.
3a KaXKIbIH
[PaBWIbHBIN OTBET
Hauucasercs 1 Oam.

G hepeHIIMPOBAHHBIT
3aueT

Texymni
KOHTPOJIb

Cpaua ot4yera 110
MPaKTUYECKUM
3aHATHAM pazzena 2

5 6annoB
BBICTABIISICTCSI, €CITH:
Bce npaktuueckue
3aaHus pasJenna
BBHITIOJTHEHBI
MMOJTHOCTHIO U
KOPPEKTHO.
[IponeMoHCTpUPOBAHO
[TyOOKOE TOHUMAaHHe
WHKCHEPHBIX
npuHuunoB Ub. Bee
KOMaH/TbI,
KOH(UTypaLuy,
CKPHUHIIIOTHI
PaboTOCTIOCOOHBI U

COOTBCTCTBYIOT LICJIN.

nudepeHIpoBaHHbIN
3a4eT




OTtuéTt
CTPYKTYPHPOBaH,
COJICP>KHUT BCE
00s13aTeILHbBIE
PJIEMEHTHI (11e7Tb, XO7
[PabOThI, BBIBOIBI).
Mcnonp3oBaHa
[PEKOMEH/I0BaHHAS
nmuTepatypa (Ipu
HeoOxoaumocTH). Her
(haKkTUYEeCKUX,
TEXHUYECKUX WU
JTIOrMYEeCKUX OIIHOOK.
4 Gajia BLICTABIISETCA,
eciii: BBITIOJIHEHBI BCe
3aJJaHHsA, HO C
HE3HAYUTEIbHBIMH
HeToUYETaMU
(Hanpumep, ogHa
omuoOKa B
KOH(UTYpaLUH, HET
OJTHOTO CKPHUHIIIOTA).
IloHnManue TEMBI
TOCTATOYHOE, HO HE
rryookoe. OT4éT B
11€7I0M COOTBETCTBYET
TpeOOBaHUAM, HO
BO3MOYKHBI MEJIKHE
HAPYIICHUS CTPYKTYPhI
iy opopMIICHUSI.
MmeroTcs
HE3HAYUTEIbHbIE
HETOYHOCTH B
TEPMUHOJIOTHH WIIN
PEKOMEHIAIHSIX.

3 Gaja BRICTABIIAETCS,
eciu: BeimoaHeHa
OCHOBHAs 4acTh
3aJaHNM, HO
MPOITYIIEHBI HJTN
OIMO0YHEI 12
nyHkTa. [Tonnmanue
OTPAaHUYEHO: OTBETHI
ma0J0HHEBIE, O€3
aHanuza. OTuéT He
[MOJTHOCTEIO
CTPYKTYpUPOBaH
(Hanmpumep,
OTCYTCTBYIOT BBIBOJIBI
WJTH METOJIOJIOTHSA).
EcTh TeXHHUECKHE
OIIMOKH, HO HE
KPUTUYHEIE.

M cnonp3oBanue
TUTepaTyphI
MMOBEPXHOCTHOE MJTH




OTCYTCTBYET.
2 0ajlia BHICTABIISETCA,
ecyii: BeirmonHeHo
MeHee 50% 3agaHuii.
Cepbé3Hbie
TEXHUYECKHE OIHNOKU
(HEKOppEKTHBIE
KOMaH]1bl, Hepabouune
koH(purypauuu). OTuér
(hakTHIEeCKH
OTCYTCTBYET WITU
chopmupoBaH
(dhopManbHO (KOMTUMACT,
0€3 JTMYHOTO BKJIA/1a).
Het coorBeTcTBUSA
L[eJISIM TPAKTUYECKOTO
3aHATHA. OTCYTCTBYIOT
7T0Ka3aTeNnbCTBA
BBITIOJIHEHUSI (HET
CKPHUHILIOTOB, JIOTOB,
BBIBOJIOB).

1 Gajna BeICTABISAETCA,
ecrnu: OTYET HE
[pEJICTaBJICH.
[Ipencrasnen ¢aiin-
3anmymika (IycToi, He
o Teme, uyxas padoTa
0e3 cchuiok). [TomHoe
HEMOHUMAaHUE 3a]1a9U U
METO0JOTHH.
Kondurypauum uiu
KOMaH/IbI
MIPOTUBOpEYAT
npunnunam b
(Hanpumep,
pEKOMEHyeTCs
OCTaBHUThH rOOt-TOCTyII
OTKPBITHIM).

Texymui
KOHTpPOJIb

TectupoBanue no
TeMaTuke pasnena 3

10

Crynenty
[pEJIaraeTcsi OTBETUTh
Ha 10 TecTOBBIX
BOIPOCOB, BIOPAHHBIX
CIIy4aifHBIM 00pa3oM.
3a KaXKIbIN
[PaBWIbHBIN OTBET
Hauucasercs 1 Oam.

Qg pepeHIIMPOBaHHBIN
3ager

Texymuin
KOHTpPOJIb

Crmaya ordyeTa 1o
MPAKTHYECKUM
3aHATUSAM pazjena 3

5 GamioB
BBICTABJISICTCS, €CIIU:
Bce npaktuueckue
3a7aHus pasaeia
BBIIIOJIHEHBI
[MOJTHOCTBIO U
KOPPEKTHO.
[IponeMoHCTpUPOBAHO
[TyOOKOE TOHUMAaHHe

MHKCHCPHBIX

i pepeHIIMPOBaHHBIN
3ager




npuHiunos 1b. Bee
KOMaH/IbI,
KOH(UTYpaLuy,
CKPUHIIIOTHI
PaboTOCTIOCOOHBI U
COOTBETCTBYIOT LICTIH.
Otuér
CTPYKTYPHPOBaH,
COZICPXKUT BCE
00s13aTeIbHEBIC
PJIEMEHTHI (11e7Tb, XO7
[PabOThI, BBIBOIBI).
lcnonp3oBaHa
[PEKOMEHI0BaHHAS
nmuTepatypa (Ipu
HeoOxoaumocTH). Her
(haKkTUYEeCKUX,
TEXHHYECKHUX HIIH
JTIOrMYEeCKUX OIIHOOK.
4 Oaja BLICTABIISETCA,
eciu: BeIloJIHEHEI BCce
3a7aHus, HO C
HE3HAYUTEIbHBIMH
HeTo0uYETaMU
(Hanpumep, ogHa
omunoKa B
KOH(UTYpaLuH, HET
OJTHOTO CKPHUHIIIOTA).
[lonnMaHue TEMBI
JTOCTaTOYHOE, HO HE
rryookoe. OT4éT B
11€7I0M COOTBETCTBYET
TpeOOBaHUAM, HO
BO3MOKHBI MEJIKHE
HAPYIICHUS CTPYKTYPhI
i opopMIICHUSI.
MmeroTcs
HEe3HAYUTEIbHBIC
HETOYHOCTH B
TEPMUHOJIOTHH WITH
PEKOMEHIAIIHSIX.

3 Oaja BRICTABIIAETCH,
eciu: BeimoaHeHa
OCHOBHAs 9acTh
3aJaHNM, HO
MPOITYIIEHBI HJTH
OIIMOOYHEI 1-2
nyHkTa. [Tonnmanue
OTPAaHUYEHO: OTBETHI
ma0J0HHEBIE, O€3
aHanuza. OTuéT He
[MOJTHOCTBHIO
CTPYKTYpUPOBaH
(Hanmpumep,
OTCYTCTBYIOT BBIBOJIBI
WU METOJIOJIOTHS).




EcTh TeXHUYECKHE
OIIMOKH, HO HE
KPUTUYHEIE.
Vcnonbs3oBaHue
TUTepaTyphI
MOBEPXHOCTHOE WU
OTCYTCTBYET.

2 0ajlia BHICTABIISETCA,
ecyii: BeirmonHeHo
MeHee 50% 3agaHuii.
Cepbé3Hbie
TEXHUYECKHE OINOKU
(HEKOppEKTHBIE

KOMaH Ibl, Hepaboune
koH(purypauuu). OTuér
(hakTHIeCKH
OTCYTCTBYET HITU
chopmupoBaH
(dhopManbHO (KOMTUMACT,
0€3 JTMYHOTO BKJIA/1a).
Het coorBeTcTBUSA
L[eJISIM TIPAKTUYECKOTO
3aHATHA. OTCYTCTBYIOT
7T0Ka3aTeNbCTBa
BBITIOJIHEHUSI (HET
CKPHUHILIOTOB, JIOTOB,
BBIBOJIOB).

1 Gajna BeICTABIISAETCA,
ecrnu: OTYET HE
[pE/ICTaBJICH.
[Ipencrasnen ¢aiin-
3anTymika (IycToi, He
o Teme, uyxas padoTa
0e3 cchuiok). [TomHoe
HEMOHUMAaHUE 3a]1a9U U
METO0JIOTHH.
Kon¢urypauum uiau
KOMaH/Ibl
MIPOTUBOpEYAT
npunnunam b
(Hanpumep,
pEKOMEHAyeTCs
OCTaBHUThH rOOt-TOCTyII
OTKPBITHIM).

Crynenty
[pEJIaraeTcsi OTBETUTh
Ha 10 TeCcTOBEIX

Texymmii | TectupoBanue 1o 10 [BOTPOCOB, BBIOpaHHBIX (MU (epeHITUPOBAHHBIN
KOHTpPOJIb | TeMaTuke pasaena 4 CIly4aifHbIM 00pa3oM. [3aueT
3a KaXKIbIN
[IPaBUJILHBIN OTBET
Hauucinsiercs 1 Gam.
5 6annoB
o Cpmada otdera 1o o
Texymmii BBICTABIIIETCA, €CIM:  |[AU(PPEepEeHIINPOBAHHBIN
IIPaKTUYECKUM 5
KOHTPOJIb Bce npaktuueckue 3a4eT

3aHATHAM paznena 4

3adaHus pa3aciia




BBITTOJTHCHBI
MMOJTHOCTHIO U
KOPPEKTHO.
[IponeMoHCTpUpPOBAHO
rTyOOKO€ TOHUMaHue
WHXEHEPHBIX
npuHiunos 1b. Bee
KOMaH/IbI,
KOH(UTYpaLuy,
CKPUHIIIOTHI
paboTOCTIOCOOHBI 1
COOTBETCTBYIOT 1IETIH.
Otuér
CTPYKTYPHPOBaH,
COJICP>KUT BCE
00s13aTeIbHbBIC
PJIEMEHTHI (11e7Tb, XOJT
[PabOThI, BHIBOIBI).
Mcrnons3oBaHa
[PEKOMEH/I0BaHHAS
nmuTepatypa (Ipu
HeoOxoaumocTH). Her
(haKTUYEeCKUX,
TEXHUYECKHUX HIIH
JTIOrMYE€CKUX OIIHOOK.
4 Gajia BLICTABIISETCA,
eciau: BeIloJaHEHEI Bce
3a7aHus, HO C
HE3HAUNUTEIbHBIMU
HeTouETaMU
(Hanpumep, ogHa
omuoOKa B
KOH(UTYpaLUH, HET
OJTHOTO CKPUHIIIOTA).
[lonnMaHue TEMBI
JTOCTaTOYHOE, HO HE
rryookoe. OT4éT B
11€7I0M COOTBETCTBYET
TpeOOBaHUAM, HO
BO3MOYKHBI MEJIKHE
HAPYIICHUS CTPYKTYPhI
iy opopMIICHUSI.
MmeroTcs
HEe3HAYUTEIbHEBIC
HETOYHOCTH B
TEPMUHOJIOTHH WIIN
PEKOMEHIAIHSIX.

3 Oaja BRICTABIIAETCH,
eciu: BeimoaHeHa
OCHOBHAs 9acTh
3aJaHNM, HO
MPOITYIIEHBI HITH
OIIMOOYHEI 1-2
nyHkTa. [Tonnmanue
OTPaHUYEHO: OTBETHI
ma0JoHHEBIE, 0€3




aHanu3a. OT4yeT He
[OJTHOCTHIO
CTPYKTYpUPOBaH
(Hanmpumep,
OTCYTCTBYIOT BBIBOJIBI
WA METOJIOJIOTHSA).
EcTh TeXxHUYECKHE
OIIMOKH, HO HE
KPUTUYHEIE.

M cnonb3oBaHue
TUTepaTyphI
MOBEPXHOCTHOE WU
OTCYTCTBYET.

2 0ajiia BHICTABIISETCA,
eciu: BeimomaHeHo
MeHee 50% 3agaHuii.
Cepbé3Hbie
TEXHUYECCKHE ONTUOKU
(HEKOppEKTHBIE

KOMaH Ibl, Hepaboune
koH(purypauuu). OTuéT
(hakTHIEeCKH
OTCYTCTBYET HITU
chopmupoBaH
(dhopManbHO (KOMTUMACT,
0€3 JTMYHOTO BKJIA/1a).
Het coorBeTcTBUSA
L[eJISIM TIPAKTUYECKOTO
3aHATHA. OTCYTCTBYIOT
7T0Ka3aTeNbCTBA
BBITIOJIHEHUSI (HET
CKPHUHILIOTOB, JIOTOB,
BBIBOJIOB).

1 Gajna BeICTABISAETCA,
ecrnu: OTYET He
[pEJICTaBJICH.
[Ipencrasnen ¢aiin-
3anmymika (IycToi, He
o Teme, uyxas padoTa
0e3 cchuiok). [TomHoe
HEMOHUMAaHUE 3a]1a9U U
METO0JOTHH.
Kon¢urypauum uiau
KOMaH/IbI
MIPOTUBOpEYAT
npunnunam b
(Hanpumep,
pEKOMEHAyeTCs
OCTaBHUThH rOOt-TOCTyII
OTKPBITHIM).

[Tpome-
KYTOUHAS
arTecTanus

Cnaua
Qg epeHITMPOBaHHOTO
3adera

CTyneHT no uroram
W3yUYCHUS] TUCIIATUTHHBI
ciaer

¢ hepeHIMPOBAHHBIT
3auer,

I1p €JIIIoJIararoII i

nudpepeHIMpOBaHHBIH]
3a4er




YCTHBII OTBET Ha 3
BOIPOCA U3 Pa3HBIX
pa3zesoB Kypca.

5 6amnoB
BBICTABIISICTCSI, €CITH:
[To BceM Tpém
BOTIPOCaM JaHbI
MMOJIHBIE, TITYOOKHE,
JIOTUYECKU CTPOMHBIE
OTBETHI. YETKO
HCIIOJTE30BAHBI
MpodeCcCruOHaATbHBIC
TEPMUHBI, TPUBEICHBI
[pUMEpHI U3 MPAKTUKU
N T-unxenepa.
JlemoHCTpUpYyETCS
CUCTEMHOE TTIOHUMaHUe
B3aUMOCBS3EUH MEXITY
yrpo3amu,
YSI3BUMOCTSIMH,
APXUTEKTYPOU U
CpeICTBaMH 3aIlIUTHI.
JlonmyckaeTcst He O6oee
OIHOU HE3HAYUTEILHOU
HETOYHOCTH.

4 Gajia BLICTABIISETCA,
ecnu: OTBETHI 110 BCEM
BOIPOCaM B IIEJIOM
MOJIHBIC, HO
HE0CTaTOYHO
rTyOOKHE HITH
JaCTHUYHO
0000MIEHHBIE.
Hcnonb3yercs
KOppEKTHAs
TEPMHUHOJIOTHSI, HO
[PUMEPBI OTCYTCTBYIOT
WU C1ab0 CBS3aHBI C
Temoi. EcThb
HeOoJIbIITHE TTPOOEITHI B
PACKPBITUH OTAEITBHBIX
aCIeKTOB (Hampumep,
HE YKa3aHBI
HOpMaTHBHbIE
TpeOOBaHUS WITH
MPOITYIIIEH ATaIl
ayJiuTa).

3 Oaja BRICTABIIAETCH,
ecnu: OTBETHI
(dbparmeHTapHbie: 1o 1—
2 BOMpPOCaM JIaHbI
HEIOJHbIE WIH
MMOBEPXHOCTHEIC
MOSICHEHU .
Habmomarorcest ommoku
B TEPMHUHAX,




HETOYHOCTH B
OTIpeIeTICHUSX
(Harpumep, mMyTaHuIA
MEXy YyIpO30i U
YSI3BUMOCTBIO).
OtcyTCcTBYET
ToruvecKas CBsI3b

MeX /1y KOMIOHEHTaMHU
N T-unppacTpyKTypsl 1
MepaMH 3alllUThI.
OTBETHI
JIEMOHCTPHUPYIOT
0a3oBoe, HO
HEJI0CTaTOYHOE
BIIa/ICHHC
koMmereHuamMu NT-
WHXXECHEpa.

2 0ajlia BHICTABIISETCA,
ecnu: OTBETHI
COJZIepKATENbHO
ciabble: 1o
OOJIBIITMHCTBY
BOIIPOCOB — 001IIHE
(dbpasbl 6e3 CyTH.
['pyOble oInOKM B
MOHSTHSIX.
OtcyTtcTByeT
rnonumanue posau UT-
WHXXECHEpa B
obecrnieuenuu Ub. He
packpbITa CyTh HU
OJTHOTO BOIIpOCa.

1 Gamn BBICTABIISICTCH,
eciu: CTyIeHT HE CMOT
OTBETUTH HU HA OJTUH
Borpoc. OTBETHI
MMOJTHOCTHIO HEBEPHBI
WJIH OTCYTCTBYIOT.
[IposiBIIEHO TTOJIHOE
HEMOHUMaHNe
MUCIUIUINHGBI U €€

[EJIEN.

6.2. Ilpouenypa nposeaeHusi, KpUTEPUH OLIEHUBAHUSA

Bua npoMexyTouHO Kpurepun
P Y [Ipouenypa nposeneHus pHaTep
aTTeCcTaluu OIICHUBAHUSA
[Ipu oneHMBaHUM PE3YABTATOB YUEOHOM NEATEIBHOCTH
00yJaromnerocs Mo AUCIHUILTUHE HCIIONIB3YEeTCs 0aThHO-
pPENTHHIOBas CUCTEMA OLIEHUBAHUS PE3yJIbTaTOB YUeOHOM
. esATeIbHOCTU o0ydaromuxcst. OLeHka 3a JUCIMIIIUH B cooTBercTBUM
mddepeHIpOBaHHBIN a yHaom H FHCH M
saueT dbopMHpyeTCst Ha OCHOBE MOJTYYEHHBIX OIIEHOK 3a c m. 2.5, 2.6
KOHTPOJIBHO-PEUTHUHTOBBIE MEPOTIPUATHS TEKYIIIETO KOHTPOIs. |[lonokeHust

Otmnmuuno: BenmnunHa pediTiHra 00yJaromnierocs mno
qucruminze 85...100 %. Xopouo: Bennunna peiitunra
o0ydJaronierocst Mo qucuuruinae 75...84




%.Y1oBIETBOPUTENHHO: Bennunna peldTiHra 00yyaromnerocs
no qucuuminae 60...74 %. HeynoBieTBOpUTENBHO:
Bennuuna peiitunra odydatonierocs no aucuuiuimge 0...59
%. Eciu CTyJIEeHT He COMIACEH ¢ OIEHKOM, MOJTY4YEHHOM 10
pe3ynbTraTaM TEKYILIEro KOHTPOJIS, CTYAEHT IPOXOAUT
MEPOIPUATHE TPOMEKYTOYHON aTTECTALIMN B BUJE CIAYN
i QepeHIMPOBaHHOTO 3a4eTa Mo OuIeTaM, BKIIOUAIOIIMM 3
BOIIPOCA U3 Pa3HBIX pa3lenoB Kypca. Ha moarorosky k oreery
cTyzneHTy naercs 45 munyT. Ilo pesynbraram
nudepeHIpOBaHHOTO 3a4eTa CTYJISHT TojTydaeT oT 1 710 5
6amioB. B ciaydae npoxoxxaenus auddepeHunpoBaHHOTO
3a4eTa OLCHKA 3a JUCLUIUIMHY PACCUUTHIBACTCS HA OCHOBE
MIOJIyYEHHBIX OLIEHOK 32 KOHTPOJIbHO-PEUTUHIOBBIE
MEPOIPHATHS TEKYIIETO0 KOHTPOJIS U IPOMEKYTOUHOU
arrectanu. Oukcaus pe3ynbsTaToB yueOHOH 1eATeIbHOCTH
0 JUCLUIUINHE TIPOBOJUTCS B IEHb IIPOBEACHHUS
TuQQepeHIIMPOBaHHOTO 3a4eTa P JIMYHOM PUCYTCTBUU

CTyAEHTA.
6.3. ITacnopTt oHIa OLIEHOYHBIX CPEACTB
K p 5 Ne KM
OMIIETCHIIUH e3yJIbTaThl 00y4YEeHUS
Y Y 112[3J4[36[7[8[o
[1K-10 3HaeT: 0CHOBBI HH(OPMAIIMOHHOM Oe30macHoCTH Web-pecypcoB HAHHHH +
'YMeeT: poBepATh COOTBETCTBUE CEPBEPHOr0 000PY0BaHUS TPpeOOBaHUAM
K-10 pOBEp pBEp PyA P |
1P
MK-10 MMeeT npakTUueCKui OMbIT: TPOBEPKU COOTBETCTBHUS Web-pecypcoB A,
TpeOoBaHUAM HH(OPMAIIMOHHON 0€30MacHOCTH

Tumnosslie KOHTPOJIBHBIC 3aaHUs 110 KAXKAOMY MCPOIIPHUATHIO HAXOAATCS B
ITPHUIIOKCHUAX.

7. YueOHO-MeToAMYEeCKOEe 1 HH(OPMAIIMOHHOE O0ecniedeHue TUCIUIITIMHBI

ITeyaTHas y4eOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUMepamypa:
He nipenycmorpena

6) OononHumenbHas IUmepamypa:
He npenycmotpena

8) omeuecmeenHvle U 3apyOedtCHbIe HCYPHANbL NO OUCYUNTUHE, UMelowuecs: 8 bubiuomexe:
He npenycmorpenst

2) MemoouuecKue yKasaHus 0 Cmyo0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
1. Meroanueckue yKa3aHus K MPAKTHICCKAM 3aHATHSAM T10 TUCIUILIAHE
«Ananus yrpo3 u ysazsumocteit UT-undppactpykryps» (mpoduiib noarorosku: UT-
UHKEHepUs )

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosmenbHol pabomsl CmyoeHma:

JJIEKTPOHHAs Y4eOHO-MeTOAMYECKAs JOKYMEeHTAIlUsA



Bun
JIUTEpaTyphbl

HaunmenoBanue

pecypca B
JJIEKTPOHHOU

dhopme

bubnuorpaguueckoe onucanue

OcHOBHAsA
TuTepaTypa

OO6pa3zoBarenbHast
matgopma FOpaiit

Kazapun, O. B. HagexxHocTs 1 6€30acHOCTh TPOrPaMMHOTO
obecniedeHus : yueOHUK /171 By30B / O. B. Kazapun,

. b. lllyounckmii. — 2-e u3a. — Mocksa : M3naTenscTBoO
FOpaiiT, 2025. — 352 c. — (Bricmiee oOpa3oBanue). —

ISBN 978-5-534-19386-2. — TeKcT : 21eKTPOHHBIH //
OopasoBatenpHas miardopma KOpaiir [caiit]. — URL:
https://urait.ru/bcode/580669 (nara oopamenus: 11.12.2025).

JlonmomHuTENBEHAS
muTeparypa

9BbC u3narenanpcTBa
Jlaun

Hedenos, B. C. be3onacHoCTh MpUKIIaIHBIX
MH(POPMALIMOHHBIX TEXHOJIOTHI U cHcTeM : yueOHoe nmocobue /
B. C. HedenoB. — 2-e uzn. — Mocksa : PTY MUPDA, 2025.
— 113 c. — ISBN 978-5-7339-2570-7. — TekcT :
PIIEKTPOHHBIN // JIaHb : 2IeKTpOHHO-OMOIMOTE Has CUCTEMA.
— URL.: https://e.lanbook.com/book/504831 (mara
oOpamenus: 11.12.2025). — PexxuMm goctyna: Ji1sl aBTOpHU3.
[10JIb30BATEIICH.

OcHoBHas
nmuTeparypa

9bC u3nareiabpcTBa
Jlann

[Tpoxopora, O. B. MapopMannmonHas 6€301acHOCTb U 3aIlUTa
uHpopManuy : yaeOHuk i By3oB / O. B. IIpoxopoBa. — 6-¢
u3n., crep. — Cankr-IlerepOypr : Jlans, 2025. — 124 ¢c. —
ISBN 978-5-507-52899-8. — Tekcr : aneKkTpoHHbIi // JlaHb :
HIIEKTPOHHO-OuONMMoTeyHas cucrema. — URL:
https://e.lanbook.com/book/462293 (nara oOpareHus:
11.12.2025). — Pexxum mocTyma: 1jisi aBTOPHU3. MOTh30BaTEIICH.

JlonmomauTENEHAS
muTeparypa

9BbC u3narenanpcTBa
Jlaun

[Murmynun, I. @. MOHUTOPUHT UHITUACHTOB HH()OPMAITMOHHON
6e3onacHocT. CpencTBa 3aThl HHYOPMAIUN: MEKCETEBBIE
HKpaHbl, CUCTEMbI OOHAPYKEHUS U MPEAOTBPALLICHUS
BTOp>KeHMH : yueOHoe nocooue / I. @. Ilumynun. — Mocksa :
PTY MUPDA, 2025. — 151 c. — ISBN 978-5-7339-2689-

6. — Texcr : 21eKTpoHHBIH // JIaHb : 21eKTPOHHO-
o6ubnuoreynas cucrema. — URL:
https://e.lanbook.com/book/508442 (nara oOparieHus:
11.12.2025). — Pexxum nocTyma: 1jisi aBTOPHU3. IMOTH30BaTEIICH.

JlononuuTenpHas
nmuTeparypa

9bC u3nareianpcTBa
Jlann

[umymun, I, @. Knaccuduxarus cpencTs 3aiuThl
uHpopMmaruu. CpeacTBa 3aUTh UHHOPMAIIUU: CUCTEMBI
yrpaBieHus HHGOpMaIHe 0 6€30MaCHOCTH M COOBITHSIMU
0€30MacCHOCTH, CUCTEMBI TIPEIOTBPAIICHHS YTeUEK JaHHBIX :
yueonoe nocooue / I'. @. [lumymun. — Mocksa : PTY
MUPOA, 2025. — 111 ¢. — ISBN 978-5-7339-2690-2. —
Texct : anekTpoHHbIi // JIaHb : 37€eKTpOHHO-OMOIOTeUHAs
cucrema. — URL: https://e.lanbook.com/book/508443 (nata
oOpamenus: 11.12.2025). — PexxuMm goctyna: sl aBTOPHU3.
[10JIb30BATEIICH.

OcHoOBHas
TUTEpaTypa

9bC u3nareiabpcTBa
JIaHb

Cysopos, C. A. CoBpeMeHHbI€ YIPO3bl U PUCKH LIU(DPOBBIX
KOMMYHHUKaIUi : yaeOHO-MeToauueckoe nocodue / C. A.
CyBopoB. — Tam60B : TT'Y um. I.P.Jlep>xaBuna, 2025. — 121
c. — ISBN 978-5-00078-919-3. — TekcT : 27eKTpOHHBIH //
Jlanb : >nekTpoHHO-0MbIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/504523 (nara oOpatienus:
11.12.2025). — Pexxum qoctyna: ajsi aBTOPH3. MOJIb30BATENECH.

[lepedeHpb UCTIONB3YEMOTO TPOTPAMMHOTO O0ECIICUEHMS:




1. The Wireshark developer community, http://www.wireshark.org-Wireshark
(6eccpouHo)
2. -Oracle VM VirtualBox(6eccpouno)

W

. Docker-Docker(6eccpouno)

[Tepedenp ucmonb3yeMbIx MpoheCCHOHATBHBIX 0a3 TaHHBIX U WH(POPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOE o0ecredeHne 1 CIUTITHHbI

OcHOBHOE 000py/IOBaHKE, CTEHIBI, MAKETHI, KOMITBIOTEPHAsI TEXHUKA,

Bun 3anaruit aj}\f; NpeAyCTaHOBJIEHHOE IPOTPaMMHOE 0OecIieueHIe, UCTIONIb3yeMOe TS pa3InYHbIX
BUJIOB 3aHATHH
KoMIuteKT KOMIBbIOTEpHOTO 000pynoBaHust; JIoKalbHAs! BHIYHCIUTEIbHAS CETh;
[IpakTuyeckue 626 KommyTatop, [Iporpammuoe obecnieuenue: OC Windows XP , MS Office 2007,
3aHATHUA U Matlab, WinRar, Mozila Firefox, Koncynerant+; Jlokansasie C3U: Secret Net
CEMMHAPBI (3) 6.5 (aBroHomHbIH BapuanT), Ctpax 3.0; MexcereBbie skpanbl: ViPNet Custom
3.1, User Gate 5.2
Kommnekt komnperotepHoro odopynosanusi, LCD IIpoextop, Dxpan
Texum 615 [MpOEKLMOHHBIN, HACTEHHbIE CTEHIBI 110 3alIIHTe uHpopmanuu (5 mr. ),
(3) |mporpammuoe obecneuenue: OC Windows XP , MS Oftice 2007, Matlab,

WinRar, Mozila Firefox, Koncynsrant+




