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1. llesu u 3212494 AU CIUILIHHBI

[enpro n3yueHus: AUCIUTUTHHBI « MOHUTOPUHT MH(HOPMAITMOHHOM 0€30MMaCHOCTH U
AKTUBHBIN MMOMCK KNOEPYTpo3» SABISAETCS TEOpPETUUYECKasi U MPaKTUYeCcKasi MOArOTOBKA
CHELHUATUCTOB B 00JIACTH pearupoBaHusl HA MHUMJAEHTH HHPOPMAMOHHOW O0€30MaCHOCTH.
B paMkax ocBOeHUSsI JUCUUIUIMHBI CTYACHTBI 3HAKOMSTCS C TAKTUKOM, TEXHUKAMH U
IpoLESypaMH aTak, a TakKe cnoco0aMu MPOTUBOCTOSTHUSA M. Ha mpakTU4YeCKUX 3aHITHIIX
CTYZEHTBI COPMUPYIOT HABBIKM OOHAPYKEHUS U PACCIIECIOBaHUS aTak. 3aaadu
JUCUUIUIMHBL: - TUTAHUPOBAHKE U OpraHU3allMsl MOHUTOPUHIa 0€301aCHOCTH B KOMITAHHH;
- HCTIOJIb30BAaHUE PA3TMYHBIX HCTOUHUKOB aHAJTUTUYECKUX JAHHBIX 00 yrpo3ax JiJis
oOHapy>KeHUsI HOBBIX MTPOJBUHYTHIX YTPO3; - OOHAPYKEHHE U PACCIIeIOBAaHUE
BPEIOHOCHOM aKTUBHOCTHU B HH(PpacTpykTypax Ha 6aze Windows u Linux ¢ yyetom
UCIIOJIb30BAHHBIX 3JI0YMBIITUICHHUKAMU METOJIOB; - CO3/IaHNe HHMPACTPYKTYPHI IS
AKTUBHOI'O ITIOMCKA YTPO3 HA OCHOBE PELIEHUS C OTKPBITBIM UCXOJAHBIM KOJIOM.

Kparkoe cogepkanue TUCHUIIIIMHBI

ApxuTekrtypa, npouecchl 1 HHCTpyMeHThl SOC. AHaIUTUKA yIpo3, AKTUBHBIN MOUCK
KUOepyrpo3. ApXUTeKTypa 6€30MacHOCTH CETH, IPOTpaMMHBIE U alllapaTHbIe CPEICTBA
oOecrieueHus: 6€30MacHOCTH ceTU. TUIOBbIE ceTeBble aTaku. MeTo1bl MOHUTOPHUHTA CETH.
ApxutexTypa u cpeacTa 6e3omacHoctr Windows. TakTuKH, HHCTPYMEHTHI U T1aTHOPMBI
I TOCTAKCIUTyatauu B Windows, METO/IbI IETEKTUPOBAHS U MPOTUBOICHUCTBUS.
ApxuTtekTypa u cpeacTBa 6e3omacHoct Linux.

2. Komnerenuuu ody4awmerocsi, GopmupyemMbie B pe3yJbTare 0CBOCHMSI
AUCIHUANIMHBI

[TnanupyemMplie pe3yabTaThl OCBOSHUS [Tnanupyemblie pe3yabTaThl
OII BO (xoMrmieTeHIIin) O0y4eHUs 110 TUCIUTUTHHE

3HAeT: OpraHU3alMOHHYI0 CTPYKTYpY U
(GYHKIMOHAIBHYIO YaCTh aBTOMAaTU3MPOBAHHBIX
CHUCTEM; METO/IbI U CPEJICTBA peaIn3allun
yIQJIEHHBIX CETEBBIX aTak Ha aBTOMaTHU3UPOBAaHHbBIE
CUCTEMBI

'YMeeT: OCyIIeCTBIATh YIPAaBICHNE U
aIMUHUCTPUPOBAHUE 3AIIMUIIEHHBIX
ABTOMAaTU3MPOBAaHHBIX CUCTEM; pa3padaThiBaTh U
QHAJIM3UPOBATh IPOCKTHBIE PELIECHUS 110
o0ecrevyeHnto 6e30acHOCTH aBTOMAaTU3HPOBAHHbBIX
CUCTEM

MMeeT npakTU4eCKUil OMBIT: pa3pabOTKU MOTUTHK
WHGOPMAITMOHHON 0€301acHOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-13 CriocoOeH opraHi30BbBIBaTh M MPOBOIUTH
JIMarHOCTUKY ¥ TECTUPOBAHUE CUCTEM 3aIUThHI
uHGOpMAIIMN aBTOMAaTU3UPOBAHHBIX CUCTEM,
MIPOBOJUTH aHAIHU3 YSI3BUMOCTEHN CHUCTEM 3alUTHI
nH(bOpMAIIN aBTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-15 CnocobeH ocymiecTBiIsATh
aIMUHUCTPUPOBAHUE U KOHTPOJIb
(YHKIIMOHUPOBAHUS CPEJCTB U CUCTEM 3alUThI
uHGOpPMAIUN aBTOMAaTU3UPOBAHHBIX CUCTEM,
MHCTPYMEHTAIbHBIA MOHUTOPHHT 3alIUIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM

3HaeT: METOJIbl MOHHUTOPUHTA HH()OPMAITMOHHON
0€30MaCHOCTH U CPEJICTBA PeaTU3aIliy yIaJeHHbIX
CETEBBIX aTaK HAa aBTOMAaTU3UPOBAHHBIE CUCTEMBI
'YMeeT: 0CyIEeCTBISATh JUarHOCTUKY 1 MOHUTOPUHT
CHUCTEM 3allUThl aBTOMAaTU3UPOBAHHBIX CUCTEM

3. Mecro nucuuniunbl B ctpykrype OII BO




[Iepeuenb npenmecTBYOMUX JUCUUAIUINH,
BHJIOB pabOT yueOHOTO MIaHa

[Iepeuenb nocnenyOMMUX TUCIUIUINH,
BHJIOB paboT

1.0.32 be3omacHOCTb ceTel ANEKTPOHHBIX
BBIYHCIIUTENbHBIX MAIIIWH,

1.0.33 be3omacHOCTb ONEpaOHHBIX CUCTEM,
1.0.35 NUudopmarimonHas 6€30mMacHOCTh OTKPBITHIX
CUCTEM

1.0.41 Ynpapnenue nHGpOpMaMOHHON
0€30IMaCHOCTEHIO,

1.0.37 KoHTposb 3alIUIIEHHOCTH
ABTOMAaTU3MPOBaHHBIX CUCTEM,

1.0.47 N3meputenbHas annaparypa KOHTPOJISA
3alIUIIEHHOCTH 00BEKTOB HH(POPMaTH3AIINY,
1.0.36.02 Dkcmryaranusi aBTOMaTU3UPOBAHHBIX
CHCTEM B 3aIIUIIEHHOM UCIIOJTHEHUH

Tpe6OBaHI/I}I K «BXOOHBIM» 3HAHUAM, YMCHUAM, HABBIKAM CTYIACHTA, HCO6XO,Z[I/IMBIM
IIpu OCBOCHUU ,ZIaHHOfI JAUCTUITIINHBI 1 HpI/I06p€T€HHBIM B PC3YJIbTATC OCBOCHUA

MPEAMICCTBYONTUX JUCITUTIIIAH:

Hucuunimnza

TpeboBanus

1.0.35 UudopmarimonHas 6€30mMacHOCTh OTKPBITHIX
cCHCTEM

3HaeT: MPUHIUIBI (POPMHUPOBAHUS TIOIUTUKU
WH(OPMAITMOHHON O€30ITaCHOCTH B
AQBTOMATH3UPOBAHHBIX CHCTEMAX , PUCKH MOJCUCTEM
3alUThl HH()OPMAIIMY aBTOMAaTH3UPOBAHHBIX CUCTEM
U OKCIIEPUMEHTAJIbHBIE METO/Ibl MX OLIEHKH YMEeT:
pa3padarbiBaTh YaCTHBIC MTOJUTHKH
UH(POPMAITMOHHON 0€30aCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM , aHAJIU3UPOBATh U
OLIEHUBATH YTPO3bI HHPOPMAITUOHHON
0€30MaCHOCTH aBTOMAaTU3UPOBaHHBIX cucTeM Mmeer
NPaKTUYECKHIA OTIBIT: YIIPABICHUS MPOIECCAMU
oOecrieyeHus: 6€30MaCHOCTH aBTOMATU3UPOBAHHBIX
CHCTEM, aHaJIM3a HH(OPMAIIMOHHOM
UHPPACTPYKTYpPbl aBTOMATU3UPOBAHHBIX CHCTEM

1.0.33 be3onacHOCTh ONepalMOHHBIX CUCTEM

3HaeT: YCTPOMCTBO U NPUHIIMITEI PaOOTHI
OTIEPALIMOHHBIX CHCTEM, CTPYKTYPY B BO3SMOKHOCTH
MOICHCTEM 3aIUTHI ONIEPAITUOHHBIX CUCTEM
cemeiicts UNIX u Windows, MeTombl
QJIMAHUCTPUPOBAHUS U MIPUHIIUIIBI PAOOTHI
onepaunoHHbix cucteM cemeiicTB UNIX u Windows
YMeeT: UCIIOJIb30BaTh CPEICTBA YIIPABICHHUS
paboToii onepaoHHO CUCTEMBI; GOPMYIUPOBATH
MOJMTUKY 0€30MaCHOCTH ONEPAIMOHHBIX CUCTEM
cemeiictB UNIX u Windows, HacTpauBarb
MOJMTUKY 0€30MaCHOCTH ONEPAIUOHHBIX CUCTEM
cemeiictB UNIX 1 Windows MmeeT npaktuyeckuit
OIIBIT: YCTAHOBKH ONEPAITMOHHBIX CUCTEM CEMEICTB
'Windows u Unix, aAMMHUCTPUPOBAHHS
omneparoHHbIX cucteM cemercTB Windows u Unix
C y4eToM TpeOOBaHMIA 1O 00ECTICYCHUIO
WHOOPMAITMOHHON O€30MaCHOCTH

1.0.32 be30macHOCTh CETeH AEKTPOHHBIX
BBIYHCIIUTEILHBIX MAIINH

3HaeT: METO/IbI AIMUHUCTPUPOBAHUS
BBIYMCIIUTENbHBIX CETEH, METO/IbI TPOCKTUPOBAHUS
BBIYMCIIUTEILHBIX CETeH YMEeT: a/IMUHUCTPUPOBATh
BBIUHCIIUTENLHBIC CETH; PEAIN30BHIBATH MTOIUTUKY
0€30I1aCHOCTH BEIYHCIIMTEIBHOM CETH,
[IPOEKTUPOBATH BHIYUCIHTENIbHBIE ceTu MMeeT
MPAKTUYECKUI OIBIT: aIMUHUCTPUPOBAHHMS




JIOKAJILHBIX BEIYUCIIUTEIBLHBIX CETEH C Y4€TOM
TpeboBaHMil MO0 0OecTIieueHUI0 NHHOPMAITMOHHOMN
6630H3.CHOCTI/I, 9KCIITyaTalluu JIOKAJIbHBIX
BBIYUCITUTEILHBIX CETEH

4. O0bém 1 BUABI YUeOHOI padOTHI

OO6mmas Tpya10eMKOCTh JUCIHUILUIMHBI COCTABIAET 2 3.€., 72 4., 36,25 4. KOHTaKTHOM

paboTHI

PacnpeﬂeneHI/Ie 10 CceEMECTpaM

N Bcero B Hacax
Bun yuebnoit paboret 4acoB Howmep cemectpa
7
OO61mas Tpya0€MKOCTh AUCIIUTIITMHBI 72 72
AyoumopHhvie 3auamusi: 32 32
Jlexumu (JI) 16 16
[IpakTrdeckue 3aHATHS, CEMUHAPHI U (W) IPYTHE BUIBI
ayauTopHbIX 3aHaTuil (I13) 16 16
JIabopatopusbie padotsI (JIP) 0 0
Camocmosmenvras paboma (CPC) 35,75 35,75
CamocrosrenbHas paboTa ¢ IpeJoCTaBICHHbBIMU
CTOYHUKAMU HH(I)opNI[)auHH P 15,75 15.75
CamocrosrenbHas NpopaboTKa JEKIIMOHHOTO U 20 20
MPAaKTUIECKOTO MaTepuasa
KoHCynbranyuy 1 NpoMeKyToYHas aTTeCTalus 4,25 4,25
Bu koHTpOIIs (3a4eT, nud.3a4eT, SK3aMeH ) - 3a4eT

5. ConepkaHue TUCHMIIIIMHBI

O0beM ayTUTOPHBIX 3aHATUH 110 BUJIAM
pa:’figena HanmenoBanune pa3aeiioB JUCHUIIIMHBI B Jacax
Bcero JI I13 JIP
1 OcCHOBHbBIE KOHLIEIIIIUH IOCTPOECHUS U 4 ) 0
dbynknuronuposanus SOC
5 be3onacHOCTh ceTu U epUMeTpa, MOHUTOPUHT 10 4 6 0
0€30MacHOCTH CETH
3 |ApxurekTypa u cpezncta 6ezonacHoctd Windows 12 4 8 0
4  |Apxurektypa u cpeactna 6ezonacHoctu Linux 4 0 0
5.1. Jlekuun
Ne Ne Kox-
rexummpasena HaumeHoBaHMe MM KpaTKOe COAEPKaHUE JIEKIIMOHHOTO 3aHATUS BO
4acoB
1 1 CoBpeMeHHOE MOJI0KEHHE B 001acTH KHOepyrpo3. 3a1auu U MOIXO0/bI )
OIEepalMOHHON 0€30MacHOCTH. APXUTEKTYpa, MpoLecchl U HHCTpyMEeHThl SOC
2 1 |AHanuTuka yrpo3, akTUBHBIN MOUCK KHOEPYTpo3 2
3 5 ApXUTEKTypa 0€30IIaCHOCTH CETH, IPOrpaMMHBIE U allapaTHbIe CPeICTBA 1
obecrieueHns 6€30IaCHOCTH CETH




4 2 |TunoBble CETEBBIC aTAKU 2
5 2 |MeToabl MOHUTOPUHTA CETU 1
6 3 |Apxurektypa u cpeactpa 0ezonacHoct Windows 2
7 3 TakTUKH, THCTPYMEHTHI U HJIaT(bOpMIf U1 ocTakcIutyaraiuu B Windows, )
METOJIbI IETEKTUPOBAHS 1 TIPOTUBOACHCTBUS
8 4  |Apxurektypa u cpeacTa 6ezonacHocty Linux 2
9 4 Kypnaus! Linux, cpeactsa Mmonutopunra, Auditd 2
5.2. llpakTHyecKue 3aHATHS, CEMHUHAPbI
Ne Ne Koa-
sansuspasiena HanmeHnoBaHue nim KpaTkoe cofepkaHue MPaKTUYECKOTO 3aHATHS, CEMUHapa BO
4acoB
1 1  |Crex Elasticsearch, Logstash, Kibana (ELK). Hactpoiika cpeast ELK 2
2 2 |O6napyxenue araku ARP-poisoning 1
3 2 |Cucrema oOHapyXeHUs BTOpkeHU Bro 2
4 2 |Cucrema oOHapyxeHus: BropxeHui Suricata IDS 2
5 2 |lerexTUpoBaHME aTaK HAa CEpBEP 1
6 3 besonacHocts Windows: npaBa noss3oBareseil, He3amuppoBaHHbIE TAPOJIU U )
XEIIH B ITAMSTH, IPUBWIIETUH, aTaKU ¢ Kpaxel TokeHoB, UAC
Aynut 6e3onacHoctu Windows. Kondurypariust noruTUKY ayauTa.
7 3 [[Iepeanpecauus coosituii B TELK. Aynut nocryna k oobekram. O0oraiieHue 2
naHHbIMU ¢ omolpio Logstash. Tlonck yrpo3 u ananus xypHaioB BpYyUHYIO
8 3 |ABTOMaTWYeCKHil MOMCK yTrpo3 ¢ ucnonab3oBanneM X-Pack watcher 2
9 3 |Pa3BepThIBaHME U HCIOJIB30BAHUE Sysmon 1
10 3 [Autorun, ananu3 naHHbIX Logstash u mpoBepka noTokoB 1
5.3. JIaboparopHbie padoThI
He npenycmorpenst
5.4. CamocrosiTesibHAasi padoTa CTyIeHTa
Bemonnenne CPC
Crnucoxk nureparypsl (¢ yKazaHUEM Kon-
Ioasun CPC pasnenos, mas, cTpaHul) / cchuika Ha  [(CemecTp| BO
pecypc 4acoB
CamocrosTenbHas paboTa ¢
[PEIO0CTABICHHBIMUA HCTOYHUKAMU ¥ 1e6HO-METONUIECKHE MATEPHANL B 7 15,75
HQOpMaIH PIIEKTPOHHOM BHJIE€ - UCTOYHUKH Ne 1-4
CamocTosiTenpHas mpopadoTka 7 20
JIEKIIMOHHOT'O U MPAKTUYECKOT0 MaTepuaa

6. (DOH)I OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECTI0 KOHTPOJA YCIIEBAEMOCTH,

NMPOMEKYTOYHOM aTTeCTallMu

Kontponp xauecTBa ocBoeHUs1 00pa30BaTeIbHON IPOrPaMMBbl OCYIIECTBIISIETCS B
cooTBeTcTBHH ¢ [lonmoxeHnem o 6aIbHO-PEUTHHTOBOM CUCTEME OLICHUBAHUS PE3yJIbTaTOB
y4eOHOU IeSITENbHOCTH 00yYarOIIUXCHl.

6.1. KouTpoabHubie meponpusitusa (KM)




Yuu-

Ne | Ce- Bux HasBanue Maxc. THIBA
KM|mectp| xomTpons KOHTPOJIBHOTO Bec Sau [Topsinox HauKMcIeHUs: 6AIIOB -
MEPOTPUSITUS eTcst
B [1A
3amurTa oT4eTa no mpakTuueckoi padore
OCYUIECTBIISIETCS MHINBUAYAIbHO.
CTyneHTOM IPe0CTaBISETCS
odopmieHHBIN oTdeT. OTIeHuBaeTCS
Samura oTdeTa K CBOEBPEMEHHOCTD IIPEJOCTABIICHUS
MpaxTtrieckoii paboTe 0TYyeTa, Ka4YeCTBO OPOPMIICHHUS U OTBETHI
Nel "Crrex Ha BOIIPOCHI (331at0TCsI 2 BOMPOCA).
§ Elasticsearch, CBOEBPEMEHHO U NPABUIIBHO
1 7 Texymnii Logstash, Kibana 11 10 odopmieHHas paboTa MMoy4yaeT OLEHKY auer
KOHTPOJIb . 10 6annoB.
(ELK). Hacrpoiixa
cpetbi ELK Onenka CHIDKAETCA: - IIPH
T —— HECBOEBPEMEHHOM c1aue oTueTa Ha 1
ARP-poisoning" 0aJu1 3a KaXIy1o HEJIENIo MPOCPOUKY; Ha
1 Gann 3a Kax/1blil HETIPaBUIIbHBIN
(OTCYTCTBYIOIIMIA) OTBET IPU 3aAIIUTE
oTueTa; Ha 2 6aa, eciau opopmiieHHe
paboThI HE COOTBETCTBYET TPEOOBAHUSAM
1100 BBITIOJIHEHBI HE BCE 3aJIaHUSI.
3amuTa oT4eTa Mo NpakTu4eckon padore
OCYULIECTBIISIETCS HHIUBUAYAJIBHO.
CTyaeHTOM MPEeA0CTaBISIETCS
opopmieHHbli otyeT. OieHnBaeTCs
Samura oTueTa K CBOEBPEMEHHOCTh IPEOCTABIICHUS
Mpaxtiaeckoii paboTe 0TYeTa, Ka4eCTBO O(h)OPMIICHUS U OTBETHI
No2 "CricTena Ha BOIIPOCHI (334a10TCsI 2 BONPOCA).
§ oGHapyKeHIs CBOEBpPEMEHHO U MIPABUIIBHO
2| 7 Texymumii BTopKeHHii Bro 11 10 ogopmiieHHas paboTa MOTyYaeT OLEHKY Lauer
KOHTPOJIb Crcrema 10 Gamnos.
T — Onenka CHIIKAETCA: - ITPH
BTOpIKenmii Suricata HECBOEBPEMEHHOM c/ladue oTueTa Ha 1
IDS" 0aJi1 32 KaXIyl0 HEJIEeI0 MPOCPOUKH; Ha
1 Gamnn 3a Kax/blil HEPaBUIbHBIN
(OTCYTCTBYIOITHUIT) OTBET MPH 3aLTUTE
oryeTa; Ha 2 Oana, eciau opopmiIeHHE
pabOThl HE COOTBETCTBYET TPEOOBAHUAM
1100 BBINOJIHEHB! HE BCE 3aaHUS.
Sammra oTueTa K 3aimuTa oT4eTa Mo npakTu4eckon padore
MpaxTrcckoii paboTe OCYUIECTBIISIETCS. HHIUBUAYAJIBHO.
Ne3 "Ayjur CryneHtom MpefoCTaBIseTes
5e30MACHOCTI oopmiennsii oryet. OrIeHUBaeTCs
Windows. CBOEBPEMEHHOCTH IPEIOCTABIICHUS
Kondurypats 0TYeTa, Ka4eCTBO O(hOPMIICHUS U OTBETHI
Texyumii | momuTHKH aymTa. Ha BOIIPOCHI (3a7al0TCsI 2 BOIIPOCa).
31 7 KOHTPOITh Mepeanpecas 1 | 10 |CBoeBpeMEHHO U IPABUIBHO 3a4eT
coburmii B TELK. odopmiieHHas paboTa MOTyyaeT OLEHKY
Aynut noctyna K 10 Gasos.
OOLEKTAM, Ornenka CHITKAETCA: - IIPH
OGorarmere HECBOEBPEMEHHOM c/1aue oTueTa Ha 1
JIAHHBIMH C IOMOLIBIO 0aJLT 32 KaXIyIo HEJIeNO IPOCPOKH; Ha
Logstash." 1 Gan 3a KaXKIblil HEPaBUIIbHBIN

(OTCYTCTBYIOIIMIA) OTBET IPHU 3aILTUTE




oryeTa; Ha 2 Oaa, eciau oopMIICHHE
pabOTHI HE COOTBETCTBYET TPEOOBAHUSIM
JII/I60 BBITIOJTHEHBI HE BCE 3aJaHUs.

Texymumii
KOHTPOJIb

3ammmra oTYeTa K
[IpakTuueckoii padbore
No4 "TTouck yrpo3 u
aHaJIU3 KYpPHAJIOB
Bpy4HY1O"

10

3amuTa oT4eTa Mo MpakTUIeckon padore
OCYIIECTBIISICTCS WHINBUIYaTBHO.
CTyIeHTOM TMPEeI0CTaBISIETCS
odopmieHHBIN oT4eT. OTIeHUBaeTCS
CBOEBPEMEHHOCTH NPEIOCTABICHUS
oT4YeTa, Ka9eCTBO OPOPMIICHHUS U OTBETHI
Ha BOIIPOCHI (331at0TCsI 2 BOMPOCA).
CBOEBPEMEHHO U NPABUIIBHO
ogopmiieHHas paboTa MoydaeT OleHKY
10 6annoB.

OreHKa CHIKAeTCS: - IPU
HECBOCBPEMEHHOM c/1adye oTdyeTa Ha |
0aJi 3a KaXKIyI0 HEIeI0 IPOCPOYKH; Ha
1 Gast 3a Ka)blid HETTPABUITbHBIN
(OTCYTCTBYIOIIMIA) OTBET IIPU 3aIIUTE
oTueTa; Ha 2 6aa, eciau opopmiieHHe
PabOThI HE COOTBETCTBYET TPEOOBAHUSIM
00 BBIITOJIHEHBI HE BCE 3aJIaHUS.

3a4CT

ITpome-
KyTOUHAas
aTTecTanus

3auer

[IpeniogaBarens popMupyeT OUIIETHI,
KOTOpPBIE COJIeprKaT Mo TPU BONpOCca U3
CIHCKa BOTIPOCOB. Bo Bpems mpoBeneHust
3a4eTa CTYACHT BBITATUBACT CIIydalHBIH
OWJIeT, 3aTeM B ayIUTOPUU TIMCHBMEHHO
OTBeYaeT Ha 3 Bompoca B Ouiiere,
KOTOPBIE BKJIFOYAIOT TEOPETUIECKHUE U
MPAaKTHYECKHE BOMPOCHI 1O MPOiiIEHHBIM
pa3zienam, IpenoaaBaTellb MPOBEPSET
OTBET, Oece/lyeT Co CTYJICHTOM U
OLIEHUBAET OTBET.

3a KaXKIbIi BOMPOC CTYACHT MOXKET
MOJyYUTh MaKCUMYyM 3 Oaia.

3 Ganna - CTyAeHT BEpHO U3TI0KHII OTBET
Ha BONPOC OuseTa, OTBETUI Ha 2
TTOTIOJTHUTEHHBIX BOMPOCHI

2 6aJa - CTyJIeHT BEPHO U3JIOKHIT OTBET
Ha BOIIPOC OmieTa, OTBETUII Ha |
TTOTIOJTHUTETBHBIN BOIIPOC

1 Gamnn - cTyAEHT Aall YaCTUYHBIA OTBET
Ha BONpOC OuseTa 0o HE OTBETUIT Ha
TTOTIOJTHUTETHHBIE BOTIPOCHI

(0 OanyIoB - CTYACHT HE CMOT OTBETHTh Ha

BOIIPOC B Oujere

3a4YCT]

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEHUBAHUS

Bun
MIPOMEXKYT

aTTecTallun

OUHOM

[Ipouenypa npoBeneHust

Kpurepun
OLICHUBAHHUS

3a4€CT

Ha 3aueTe npoucxonut oreHnBaHne y4eOHON AESTETHHOCTH
00yJaronuxcs Mo AUCIUIINHE Ha OCHOBE MOJMyUYEHHBIX OLIEHOK 32
KOHTPOJIbHO-PEUTHUHIOBBIE MEPONIPUATHS TEKYILIETO KOHTPOJIS.
3a4TeHo: PEUTHHT 00yYaIOIIErocs Mo pe3yabraTaM padoThI B

. 2.5, 2.6
[Tomoxkenus

B cooTrBeTCTBUU C




cemectpe Oomnbine wiu paBeH 60 %. He 3auteHo: peiTiHT
oOyuaromerocst meHee 60 %.

6.3. ITacniopt oHIa OLIEHOYHBIX CPEACTB

Kommnerenuu Pesynbrarel 00yuenus

3HaeT: OpraHu3alMoOHHYI0 CTPYKTYPY U (PYHKIIHOHAJIBHYIO YacTb

OIIK-13 ABTOMAaTU3MPOBAHHBIX CUCTEM; METOJIbI M CPEJICTBA Peau3allui yIaJeHHbIX HAHHH
CCTCBAIX aTaK Ha aBTOMaTI/ISI/IpOBaHHBIe CUCTCMBI

'YMeeT: OCYHICCTBIIATH YIIPABJICHUC U AIMUHUCTPUPOBAHNC 3all[UIIICHHBIX

OIIK-13 aBTOMAaTU3MPOBAHHBIX CUCTEM; pa3padaTblBaTh U aHAJIN3UPOBATh IPOCKTHbIE HAHHHH
pelieHus 1o 00ecneyeHH0 6e301aCHOCTH aBTOMAaTU3HPOBAHHBIX CUCTEM

lMeeT npakTUYeCKH OMBIT: pa3padOTKU MOJIUTHK HH()OPMAIIMOHHOMN

OIIK-13 HAHAH+H
0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM
OIK-15 3HaeT: METOIbl MOHUTOPUHTA UH(OPMAITMOHHON OE30MTaCHOCTHU U CPEJICTBA AL
- T T T T T
peanu3aiyy yIaJeHHbIX CETeBBIX aTaKk Ha aBTOMATU3UPOBAHHBIE CUCTEMBI
OITK-15 YMeeT: 0CyIIeCTBIATh AMArHOCTUKY U MOHUTOPHUHT CHCTEM 3alTUTHI IRANE

ABTOMATU3NPOBAHHBIX CUCTCM

TumnoBbie KOHTPOJIBHBIC 3aJaHUS 110 KaXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUITOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOe 1 HH(OPMAILIMOHHOE 00ecredeHUue TUCHMILIMHBI

ITeyaTHas ydyeOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUmMepamypa:
He npenycmorpena

0) OononHUMENbHASL IUMePamypa.:
1. Tanenbaym, O. Komnbiorepnsie cetu [Tekcr] mep. ¢ anri. 3.
Tanenbaym, J1. Yazepomr. - 5-¢ u3a. - CII0. u ap.: [Turep, 2015. - 955 c. un.
2. Tanenbaym, O. CoBpeMeHHbIE onepauroHHble cucteMsl [Teker] O.
TanenOayM. - 3-e uza. - CI16. u ap.: [Murep, 2010. - 1115 c. un.

8) omeyecmeenHbvle U 3apydedicHble HCYPHATILL N0 OUCYUNIUHE, UMelowuecs 8 bubiuomexe:
He npenycmorpeHnsl

2) MemoouuecKkue YKazaHus 0 Cmyo0eHmos8 no 0C80EHUIO OUCYUNTUHDL.

1.  Bbe3onmacHOCTh ceTel MEeKTPOHHBIX BEIYUCIUTEIbHBIX MaluH [ Tekcr :
HEMOCPE/ICTBEHHBIH | : METO/I. yKa3aHus i OakanaBpoB HampasieHus "Mubopm.
oe3onacHocth" / C. B. Ckypinaes ; mox pea. A. H. Cokxomnona ; FOx.-Ypai. roc. yH-T,
Kad. 3ammura nadopmanuu ; OYVpI'Y

U3 HUX: yuebHO-Memooudeckoe obecnedenue camoCmoamenbHol pabomul cnyoenma:

1.  be3omacHOCTb ceTel EKTPOHHBIX BBIYNCINUTEIBHBIX MAaIUH [ TeKCT :
HENOCPEJICTBEHHBIH | : METOA. yKa3aHus AJid OakanaBpoB HamnpasiieHus "MHpopm.
6e3onacHocts" / C. B. Ckypinaes ; non pea. A. H. Cokomnoga ; FOx.-Ypai. roc. yH-T,
Kad. 3ammra undopmanuu ; FOYpl'Y

JJIeKTPOHHAsA Y4e0OHO-MeTOANYeCKAs JOKYMEHTAIlUs




Bun
"| muTeparypsl

HaunmenoBanue

pecypca B
JIEKTPOHHOU

dbopme

bubnuorpaguueckoe onvcanue

OcHOBHAsA
TuTepaTypa

ObC u3marenncTBa
JlaHb

bonnapes, B. B. Ananu3 3amuieHHOCTH U MOHUTOPUHT
KOMITBIOTEPHBIX ceTeil. MeTobl U cpelicTBa : yueOHoe nocobue / B.
B. bonnapes. — Mocksa : MI'TY um. baymana, 2017. — 228 ¢. —
[SBN 978-5-7038-4757-2. — TekcT : aneKTpoHHbIH // JIaHb :
2IIeKTPOHHO-O0uOoTeyHas cucremMa. — URL:
https://e.lanbook.com/book/103518 (mara o6pamenus: 16.06.2025).
— PexkxuM ocTyna: [uist aBTOpH3. TIOIh30BaTENEH.

OcHOBHAasA
uTepaTypa

bC u3nareabpcTBa
JlaHb

Koyumns, M. 3amura cereii. [Togxon Ha ocHOBe aHaaW3a JAHHBIX /
M. Komutun3 ; nepeBoa ¢ anrmuiickoro A. B. JlobpoBonbckas. —
Mockaa : JIMK IIpecc, 2020. — 308 c. — ISBN 978-5-97060-649-
0. — Texcr : 31neKTpoHHBIH // JIaHb : 31€KTPOHHO-OMOIMOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/131682 (nara
obpamienus: 16.06.2025). — Pexxum noctyna: Juis aBTOpU3.
10JIb30BATEIICH.

OcHOBHAsA
TuTepaTypa

ObC u3marenncTBa
JlaHb

Omudep, B. I'. OcHOBEI ceTeil nepenayn JaHHBIX : yaeOHOe ocooue /
B. I. Omudep, H. A. Omudep. — 2-e u3a. — Mocksa : UHTYUT,
2016. — 219 c¢. — Tekcr : aneKkTpoHHBIH // JIaHb : 3MeKTpOHHO-
o6ubmuoteynas cucrema. — URL: https://e.lanbook.com/book/100346
(mara obpamenus: 16.06.2025). — PexuM gocTyma: sl aBTOPHU3.

[MOJIb30BaTEIEH.

[lepedeHb UCTIONB3YEMOIO TPOTPAMMHOTO OOECIICUEHMS:

1. Microsoft-Windows server(6eccpouHo)
2. Microsoft-Windows(6eccpodHo)
3. -Oracle VM VirtualBox(6eccpouHo)

[Tepedenp ucnonb3yeMbIx MpohecCHOHANBHBIX 0a3 TaHHBIX U HH()OPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOe o0ecreyeHue 1 CIUTITHHbI

Bun 3apgaruit

Ne
ay/.

OcHOBHOE 000py/IOBaHUE, CTEHIbI, MAKETHI, KOMITBIOTEPHASI TEXHUKA,
MpelyCTaHOBICHHOE IPOrpaMMHOE 00ecTiedeHHe, UCTIOIb3yeMOoe AJIs

Pa3IMIHBIX BUAOB 3aHATHI

ITpakTnueckue (913
3aHATHUS U ceMUHApPHI|(30)

[IpoexTop, KOMIBIOTEPHI ¢ oneparoHHoi cuctemorr Windows 10, Cpenctso
BupTyanu3anuu VirtualBox. /luctpuOyTrBel CBOOOIHO pacpoCTpaHsIeMbIX
OIEPAIIMOHHBIX CUCTEM U CPEICTB OE30MaCHOCTH.




