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1. llesu u 3212494 AU CIUILIHHBI

Henbto uzyyenus nucuuiuinibl «bezonacHocTs cereid DBM»y sBisieTcs TeopeTudyeckas u
OpaKTUYECKas MOAr0TOBKA CIIEHUAIMCTOB B 00acTH ocTpoeHus cereit OBM u
obecrnieueHus: 0€30MaCHOCTH MPH AKCIUTyaranuu ceteit DBM. 3agauu: - usyueHue
OCHOBHBIX 3JIEMEHTOB TEOPUH IMOCTPOCHHUS CETEN; - N3YUYEHHE OCHOBHBIX ITPUHIIMIIOB
(YHKIIMOHUPOBAHHUS CETEBBIX MPOTOKOJIOB; - IPUBUTUE HABBIKOB KOMILIEKCHOTO
IPOEKTUPOBAHUS, TOCTPOCHHUSI, OOCITY)KMBAaHUS U aHAIN3a 3aIUIIEHHBIX
BBIYMCIIUTENBHBIX CETEN; - U3yYEHUE OCHOBHBIX yIrpo3 B ceTsix OBM u metonos
IIPOTUBOJICUCTBUS UM; - OBJIaJICHHE MEXaHU3MAMHU IMOCTPOEHUS CUCTEM O€30MacHOCTH

cereit DOBM.

Kparkoe conepxxanne JTuCHMILTHHBI

JucrumHa «be3onacHOCTh CeTel 3JIEKTPOHHBIX BEIYUCIUTEILHBIX MAITUHY BKIOYACT 6
Pa3IeNoB: OT OCHOB CETEBBIX TEXHOJIOTHH, CETEBBIX IMTPOTOKOJIOB, CITYKO M CPEACTB
yIpaBJeHUs 10 TEXHOJIOTUM o0ecrieueHust 6€30nmacHOCTH B ceTsaX. CTyACHTBI BBIMOTHSIIOT
PaKTUYECKUE 3a7aHUs U JJa00paTOpHbIE padOThI IO aKTyaJbHBIM BOIIPOCAM CETEBBIX
TEXHOJIOTNH U o0ecrneueHus nX 0€30IacHOCTH.

2. Komnerenuuu odyuyarwmerocsi, opmMupyembie B pe3yJibTare 0CBOCHUS

AUCIHUIIINHBI

[TnaaupyemMble pe3yabTaThl OCBOCHUS
OII BO (xomneTeHun)

[Inanupyemslie pe3yiabTaThbl
00y4eHus 10 TUCLUILIINHE

OIIK-12 Cnoco0eH npuMeHATh 3HaHUs B 00nacTu
0€301aCHOCTH BBIUMCIIUTEIIBHBIX CETEH,
OTIEPALIMOHHBIX CUCTEM U 0a3 JaHHBIX MIPU
pa3paboTKe aBTOMAaTU3UPOBAHHBIX CUCTEM

3HAeT: METOAbI IPOEKTUPOBAHUS BEIYUCIUTEIIBHBIX
ceTen

YMeeT: NPOEKTUPOBATh BHIYMCIUTEIIBHBIE CETH
MeeT pakTUYEeCKUN ONBIT: dKCILTyaTaluu
JIOKQJIBHBIX BBIUYNCIIUTEIbHBIX CETEH

OIIK-15 CnocobeH ocyIIecTBIATh
AIMUHUCTPUPOBAHUE U KOHTPOJIb
(YHKIIMOHUPOBAHUS CPEICTB M CUCTEM 3aIUThI
WH(POPMAITUN ABTOMAaTU3UPOBAHHBIX CUCTEM,
UHCTPYMEHTAJIbHBI MOHUTOPHHT 3aIUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

3HaeT: METOAbI aAMUHUCTPUPOBAHUS
BBIUMCIIUTEIBHBIX CETEN

YMeeT: aAMMHACTPUPOBATh BEIYMCIUTEIIBHBIE CETH;
pearn30BbIBATh MOJUTUKY 0€30MaCHOCTH
BBIYHCIUTEIBbHOU CETU

IMeeT MpakTU4EeCKUN ONBIT: aIMUHUCTPUPOBAHUS
JIOKQJIBHBIX BBIYUCIUTEIBHBIX CETEH C yU4ETOM
TpeOoBaHuii 10 0becreueHut0 HHPpOPMAIIIOHHOH
06€3011aCHOCTH

3. Mecro qnucuuninHbl B ctpykrype OII BO

[TepeueHb MpEANISCTBYOMIUX TUCIUTUIHH,
BUJIOB paboT y4eOHOTo MmiaHa

[TepeueHp MOCIEMYIONIMX AUCIIATLINH,
BHJIOB paboT

Her

1.0.42 Ynpasnenue nuHGpopMarmoHHOMU
0€30I1aCHOCTHIO,

1.0.37 UndopmanronHas 6€301acHOCTb OTKPBITHIX
CUCTEM,

1.0.38 be3zonacHOCTb cucTeM 0a3 JaHHBIX,

1.0.36 be3onacHOCTb ONEPAlIMOHHBIX CUCTEM,
®J1.02 MouuTopuHT HHGOPMAITMOHHOK

0€30M1aCHOCTH M aKTUBHBIN MOUCK KMOEpyIpos,




1.0.48 N3mepurenpHas anmnaparypa KOHTPOJIS
3aIUIIEHHOCTH 00BEKTOB HH(OPMATH3AITUT

Tpe60BaHI/IH K «BXOJAHBIM)» 3HAHUAM, YMCHUAM, HaBbIKaM CTYJICHTA, HGO6XOI[I/IMBIM
ITpHU OCBOCHHUU I[aHHOfI JUCHUITIINHBI 1 HpI/IO6pCT€HHBIM B PC3YJIbTATC OCBOCHUA

MPEAIIECTBYOIINUX TACIUTIINAH:
Her

4. O0béM 1 BUABI YUeOHOI1 padoThI

OO6mas TpyA0€MKOCTh JUCHUILUIMHBI cocTaBseT S 3.€., 180 4., 92,5 4. KOHTaKTHOM

paboThI

PacnpeﬂeneHHe o ceMeCTpam

. Bcero B Hacax
Bun yuebnoit paboret 4acoB Howmep cemectpa
4
O6mast Tpy10EMKOCTh AUCIIUTUIMHBI 180 180
AyoumopHvie 3auamusi: 80 80
Jlexuuu (JI) 32 32
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (HITN) IPYTHE BHUIBI
aynuTopHbIX 3aHsaTHil (I13) 32 32
Jlabopatopusie pabotsl (JIP) 16 16
Camocmosmenvuas paboma (CPC) 87,5 87,5
IToaroroBka k 1abopaTopHbIM paboTam, opopMIICHHE 18 13
pe3yabTaToB
[ToaroroBka K MPakKTUYECKUM 3aHATHUSIM, OPOPMIICHHE 13 18
[pe3yNbTaToB
W3yuenne marepuanos no miany CPC 51,5 51.5
KoHcynbTanuu u mpoMexxyTodHas aTTeCcTalus 12,5 12,5
Bux konTpons (3adet, qud.3a4ueT, IK3aMeH ) - JK3aMeH

5. ConeprxkaHue TUCHMIIIMHBI

N O0beM ayaIUTOPHBIX 3aHITHI 1O BUJIaM B
- HaunmenoBanue pasnenoB AUCIUTUIMHBI Jacax
paznena
Bcero JI 113 JIP
OCHOBBI OpraHu3anuy U GyHKIIMOHUPOBAHUS CETEH
1 6 6 0 0
OBM
2 |Ceru TCP/IP 20 8 8 4
3 |TexHonoruu ri100adbHBIX CETEH 6 2 4 0
4  |CeTteBbIC CEPBHCHI U CITYKOBI 16 4 8 4
5 CpencTBa ¥ ciocOObI MOCTPOEHHUS O0TKA30yCTONYHBBIX ] 4 4 0
cereit
6 |CereBas 6e30MacHOCTh 24 8 8 8

5.1. Jleknun




Ne Ne Kox-
HaumenoBanue nim kpaTkoe cofep>KaHue JIEKIIMOHHOTO 3aHATHUS BO
neKuuujpasaena
4acoB
[lenu n 3agaun kypca. ConepkaHue TMCUUIUIMHBL. Pekomenayemas nureparypa.
1 1 o 2
[TonsiTne cetn OBM. Drarnel pa3sutus cereit OBM
2 1 |Kpurepuu knaccudukanuu cereit OBM. Xapakrepuctuku cereit OBM 2
CpenctBa noctpoenus cereit OBM. Jlornueckas u pusnueckasi CTpyKTypH3aus
3 1 cereii DBM. Moxens ISO OSI. TexHosoruu obecriedyeHrss 0€30IIaCHOCTH B CETIAX 2
OBM
4 ) [Tpaktuueckue omnums peanuzanuu creka TCP/IP ot stanonnoit mogenu ISO )
OSI.
Metoabl KOMMyTalu. MeTobl JOCTyMa K pa3iesseMoil cpeie. Yrpo3bl
5 2 |6e3omacHOCTH HHpOpMaLUK, TepeaaBaeMoil B ceTsix OBM, Ha ¢pusuueckoM u 2
KaHaJbHOM YPOBHSIX.
6 ) CeteBoil ypoBeHb noctpoenusi cereit 9BM. OyHkunu u uHTepdeicel ceTeBoro )
ypoBHs. CereBoil ypoBeHb Internet. IIporoxoinsl [Pv4, IPv6, anpecanus B IP-cetsix
[IpoTokomsl pa3pemienus aapecoB ARP, RARP. Anroputmel mapiipyTrzanuu, ux
7 2 |xapakrepucTHKa. [IpOTOKOJIBI M aJTOpPUTMBI BHYTPEHHENW U MEXIOMEHHOMN 2
mapmpyTtusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP)
8 3 |[TpancmopTHBIEC YCIYTH U TEXHOJIOTHH TI00aIbHBIX ceTer. Texnomoruss MPLS 2
9 4  |CeteBble CIY>KOBI U CPEICTBA YIIPABICHUS 2
10 4 CpencTBa KOHTPOJISL BHEIIHETO iepuMeTpa ceTh. CpecTBa KOHTPOJIS 0CTyMa K )
ceTeBbIM ciyk0am. CpencTBa akTuBHOTO aynuta ceteit O9BM. IIpotokon SNMP
1 5 Texnonoruss VLAN. Yrpo3bl 6e30macHOCTH HHPOPMAIIUH, TIEpEIaBacMOi B )
noka’dbHBIX ceTsax OBM. Mertonbl ux HelTpanu3aun
12 5 [Tpotrokonsr VRRP/HSRP. OcHoBBI KJIACTEPHBIX pemennii. DM VPN (Cisco VPN) )
KaK MpUMEpP TUHAMHYECKH OpraHu3yIoIIecs ceTu
13 6 [Knaccudukammm yrpo3 0€30MacHOCTH TeIEKOMMYHHKAITMOHHBIX CETeH 2
14 6 Knaccudukanus MetonoB 3amuThl. OCHOBHBIE TEXHOJIIOTHH 00€CIICUSHUS )
0€30aCHOCTH B CETH
15 6 MeskceTeBble SKpaHbl U CPeCTBA OOHApyKeHUs BTOp>keHUI. CerMeHTUPOBaHUE. 5
AyTeHTU(UKAIS, aBTOPU3ALIUS, ayIUT.
16 6 Kpunrorpadudeckue cpeacTsa 3auuTsl nHpopManuu B cetsix DBM. )
Buprtyanbnbie yacTHbie ceTu. [Ipotokon SSL
5.2. lIlpakTyeckue 3aHATHS, CEMHUHAPBI
Ne Ne Kox-
HaumeHoBaHMe MM KpaTKO€ COAEPKAaHUE MPAKTUYECKOTO 3aHATUSA, CEMUHApa BO
3aHATUApa3IeNa]
4acoB
1 2 |Co3maHue 37IEMEHTOB CTPYKTYPUPOBAHHON KaOEIbHOM CHCTEMBI 4
) ) HOCTpOUeHI/Ie CeTel ¢ MOMOIIBI0O KOMMYTaTOPOB, OPTaHU3aLUs [TOICETEM, 4
HACTpOIKa MaplIpyTHU3aTopa
3 3 |Hactpolika mpOTOKOJIOB BHYTPEHHEN U MEXKIOMEHHON MapuIpyTH3ALMU 4
4 4 PasBépTvHBaHI/Ie HOMeHHOIEI CTPYKTYpbl (ua 6a3ze Windows Server), DNS, 4
HACTpOilKa MoJIb30BaTeNel, HACTPOUKa TOMEHHBIX MOJIUTHK
5 4 |Hactpoiika cepBepa WEB, VPN, no4ToBbIX CIIyX0, JOTOTHUTEIBHBIX CEPBUCOB 4
[TocTpoenue cetn, cermeHTUpoBaHHOM Ha VLAN, B3auMoeiicTBUE MEXKITY
6 5  |[pa3nMyHBIMHU CETMEHTaMHU, ayTeHTUuKaus B neneBoit VLAN (mporoxon 2
802.1X)
7 5 Hacrtpoiika kiractepa MapmpyTH3aTOPOB ¢ MOMOIIbIO ITpoTokoaa VRRP minmn )

HSRP




3 6 HangoﬁKa ME)XCETEBOI0 3KpaHa, CpeACcTBa OOHAPYKEHHUSI BTOPKEHUH (Snort uiu 4
suricata). AyIuT )KypHaJIOB
[locTpoeHue Moaenu ceTH opraHu3aluu (OpraHu3alus CerMeHTOB CEeTH,
9 6  [B3ammopneicTBytomuX yepe3 VPN, ayreHTudukaus nonp3oBarenei no 4
npotokoy 802.1X)
5.3. JIaboparopHbie padoThI
Ne Ne Kox-
HaunmeHoBaHue Wiu KpaTKoe coziepkaHue 1a0opaTopHON paboTh BO
3aHATUApa3IeNa)
4acoB
3y4yeHne NpOMBILUIEHHBIX KOMMYTaTOpOB U MapUIpyTH3aTOPOB. YIIpaBICHHUE
1 2 |koHQurypanusMu yctpoicTs. [locTtpoenune npocreiimeii cetu Ha 6a3e 4
nmaboparopun
5 4 Opranuzanus 10BepUTENIbHBIX OTHOIIEHUH Mex 1ty omeHaMu Active Directory, 4
yIpaBiieHHE MTOJHOMOYMSIMHU T10JIb30BaTeNel, n3yueHue nporokoia Kerberos
3 6 Opranuzaius cerMeHTa CeTu ¢ mpuMeHeHueM mporokosoB rpymmsl [IEEE 802.11, 4
M3yuyeHHe aTaKk Ha OeCIPOBOJHBIE CETH
Opranuzanus 3aUIIEHHON CeTH ¢ IOMOLIbIO CEPTU(GUIIMPOBAHHBIX CPEACTB
4 6  |kpunTorpauyeckoi 3alUThl, B3aUMOIEHCTBUE MEXY Y3JIaMHU CETEM pa3HbIX 4
OpraHu3aIMii, HIOAHCHI CEPTU(UIMPOBAHHBIX PEIICHUI
5.4. CamocrosiTesibHasi padoTa CTyIeHTAa
Beimonaenne CPC
Crucok utepaTypsl (C yKa3aHHeM Kon-
ITonsug CPC paszenos, IiaB, cTpaHul) / cceliika Ha  |(CemecTp| BO
pecypc JacoB
[ToaroroBka k J1abopaTopHBIM paboTam, 4 18
oopMiIeHne pe3yabTaToB
[loaroToBKa K MPaKTUYECKUM 3aHATHUSAM, 4 18
oopmiIeHnE pe3yasTaToB
M3yuenue marepuainos o miany CPC “lacTu 1-3 sneTporHoro pecypea 2 4 51,5
(Omudep)

6. (I)OHI[ OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECT0 KOHTPOJA YCIIEBA€EMOCTH,

MPOMEKYTOYHOI aTTecTaluu

KonTponb kauecTBa 0CBOGHUS 00pa30BaTEIBLHOM MPOrpaMMbl OCYIIECTBIISECTCS B
cootBercTBHH ¢ [Tonokennem o 6aNTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTaTOB
y4eOHOM JESITEIIbHOCTH 00yJarOIIIXCS.

6.1. KouTpoabusie meponpusitusa (KM)

HaszBanue -
Ne | Ce- Bun Makc. THIBA-
KOHTpoJIbHOTO  |Bec [Topsimok HavuCIeHMs O6AIIOB
KM{mecTp| koHTpoOIIS MEDOMDHSTHS Oan eTCs B
potp MA
3ammTa MpakTHIeCKOM padoThI
Texymui OCYILECTBIISIETCS UHAUBUAYAIBHO.
1 4 Y IIpakTnueckas 1 | 1 6 yu AHBIALY DK3aMEH
KOHTPOJIb CTyaeHT IpeICTaBIsAET Pe3yabTaT
BBITIOJIHEHUSI IPAKTHUUECKOTO 3a/1aHusl 3




13 METOJMYECKUX YKa3aHUN U OTBEYAET
Ha BOIIPOC MpenogaBaress.
OrneHnBaeTCs Ka4eCTBO 0(OPMIICHUS,
CBOEBPEMEHHOCTH BBITIOJIHEHHUSI Pa0OThI
W OTBETHI Ha BONpPOCHI (3amaérces 1
Bonpoc). [Ipu oreHuBaHNM pe3yabTaTOB
MEPOTIPHUSITHS UCTIONB3YETCs 0ATbHO-
pPEUTHHIOBas CUCTEMA OLICHUBAHUS
pE3yIBTaTOB YUEOHOM NeSTEIIEHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO0muit 6aT IpH OIEHKE OTPEIeIIAeTC S
Ha OCHOBE CJICAYIOUINX TOKa3aTenei: -
MPAaBUJIBHOCTH BBITIOJIHEHUS paOOThHI,
€CJIH €CTh HEeJOUETHI, TO U3 OLICHKH
BbIUHMTaeTCs 1 0asi; - CBOEBPEMEHHOCTh
caa4u paboOThI M OTBETA HA BOIIPOC, 32
Ka)XIyI0 HEIEII0 IPOCPOUYKU OTYETA U3
OIICHKU BblunTaeTcs 1 O6a.
MaxkcumanbHOE KOJIMYeCTBO 0aIOB 3a
0JHY paboTy — 6. B Teuenue cemectpa
MPEIYCMOTPEHO 4 PEUTUHTOBBIX
MpakTU4YeCKUX paboTsl. BecoBoi

K02 HUIMEHT KaK 101 paboThl — 1.
OO111e€e KOTMUECTBO 33 MPAKTUYECKHUE
paboThI — 24.

Texymmii
KOHTPOJIb

[IpakTuueckas 2

3amuTa NpakTUYeCcKo paboTsl
OCYLIECTBIISIETCSI UHAUBUAYAIBHO.
CTyAeHT Npe/CTaBIsIeT pe3yabTar
BBITIOJTHEHUS TPAKTUYECKOTO 3a4aHUA 5
13 METOAMYECKUX YKa3aHUN U OTBEUaeT
Ha BOIIPOC NpEnoaaBarersl.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BOMpPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM Pe3y/IbTaTOB
MEPOIPUITHS UCTIONB3YeTCs 0aNIbHO-
pPENTUHIOBasA CUCTEMA OLIEHUBaHU
pE3yIbTaTOB YUeOHOM e TENIbHOCTH
oOyuaromuxcs (yTBepkJIeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO01Mii 6ast Mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJIEYIOIIMX MOKa3areie: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIUUTaeTCs | 6ast; - CBOeBPEMEHHOCTh
caun paboOThI U OTBETA HA BOTIPOC, 32
Ka)XIYIO HEEII0 IPOCPOUYKU OTUETA U3
OILICHKH BbluuTaercs 1 0asr.
MaxkcuMaabHOE KOJTM4eCTBO 0aJIJIOB 32
onHy paboTy — 6. B Teuenue cemectpa
[IPEyCMOTPEHO 4 PEUTUHIOBBIX
MpakTHYecKuX padoTel. BecoBoit
K03((PUITEHT KaX 101 paboThl — 1.
OO6111ee KOJTMYECTBO 32 MPAKTHYECKHE
paboTel — 24.

OK3aMCH|




Texymumii
KOHTPOJIIb

IIpakTnueckas 3

3anTa npakTU4ecKoil paboThI
OCYULIECTBIISIETCS] UHIUBUAYATIBHO.
CTyZeHT MpeCTaBIsAeT Pe3yNbTaT
BBITIOJTHEHUS TPAKTUUECKOTO 3a/1aHus 6
13 METOJIMYECKHX YKa3aHUH U OTBEYAET
Ha BOIIPOC MpenogaBaress.
OrneHnBaeTCs Ka4eCTBO 0(OpMIICHUS,
CBOEBPEMEHHOCTH BBITIOJIHEHUSI Pa0OThI
1 OTBETHI Ha BONPOCHI (3amaéres 1
Bonpoc). [Ipu oneHuBaHNM pe3yabTaTOB
MEPOTPUATHS UCTIONB3yeTCs OalIbHO-
pPEUTHHIOBas CUCTEMA OLICHUBAHUS
PE3yJIbTaTOB yUeOHOH NesITeTbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO0muit 6aT IpH OIIEHKE OTPeIeIIAeTC s
Ha OCHOBE CJICAYIOUINX TOKa3aTenei: -
MPAaBUJIBHOCTH BBITIOJIHEHUS pabOTHI,
€CJIH €CTh HEeJOUETHI, TO U3 OLCHKH
BbIUUTaeTCs | 0as; - CBOEBPEMEHHOCTh
caa4u paboOThI U OTBETA HA BOIIPOC, 32
Ka)XIyI0 HEIEII0 IPOCPOUYKU OTUETA U3
OIICHKU BbluuTaeTcs 1 6a.
MaxkcumanbHOE KOJIMUeCTBO 0aIoB 3a
0IHY paboTy — 6. B Teuenue cemectpa
MPEIYCMOTPEHO 4 PEUTUHTOBBIX
NpakTU4YeCKUX paboTsl. BecoBoi

K03 HUIMEHT KaK101 paboThl — 1.
OO111e€ KOTUUECTBO 33 MPAKTUYECKHUE
paboThI — 24.

OK3aMCH|

Texymmii
KOHTPOJIb

[IpakTuueckas 4

3amuTa NpakTUYeCcKoi paboTsl
OCYLIECTBIISIETCSI HUHAUBUAYAIBHO.
CTyAeHT Npe/CTaBIsIeT pe3yabTar
BBITIOJTHEHMSI TPAKTUYECKOT0 3a0aHus 8
13 METOMYECKUX YKa3aHUN U OTBEYaeT
Ha BOIIPOC NpEnoaaBarers.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BOMpPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM Pe3y/IbTaTOB
MEPOIPUITHSI UCTIONB3YeTCs OaNIbHO-
pENTUHIOBasA CUCTEMA OLIEHUBaHU
pe3yIbTaTOB YUeOHOM e TeIbHOCTH
oOyuJaromuxcs (yTBepkKJIeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO01Mii 6at mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJIEYIOIIMX MOKa3areiei: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIUUTaeTCs | 6ast; - CBOeBpeMEHHOCTh
caur paboOThI U OTBETA HA BOTIPOC, 3a
Ka)XIyI0 HEZEII0 IPOCPOUYKU OTUETA U3
OILICHKH BbluuTaercs 1 0asr.
MaxkcuMaabHOE KOJTMYECTBO OaJIJIOB 32
onHy paboTy — 6. B Teuenue cemectpa

IPEyCMOTPEHO 4 PEUTUHIOBBIX

OK3aMCH|




MpakTH4YeCKUX paboTsl. BecoBoi

K03 HUIMEHT KaK 101 paboThl — 1.
OO111e€e KOTMUECTBO 33 MPAKTUYECKHUE
paboThI — 24.

Texymmii
KOHTPOJIb

JlaGoparophas 1

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] UHIUBUAYATBHO.
CTyaeHT IpeICTaBIIsACT PE3yabTaT
BBLITIOJTHEHHS Ta00paTopHOM paboTHI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEToIaBaTeNs U MPEACTABISIET OTUET.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTH BBITIOJIHEHUS PaOOTEHI.
[Tpu oneHUBaHWH PE3yIBTATOB
MEPOTPHUSITHS UCTIONB3YeTCs OAIbHO-
PEHUTHHIOBAasI CHCTEMa OICHUBAHUS
pPE3yIBTaTOB YUEOHOM NeSTEIbHOCTH
oOydaromuxcs (yTBepKaeHa MPUKA30M
pekTopa ot 24.05.2019 . Ne 179).
OO0muit 6aI mpu OIEHKE OMPEIEIAETCS
Ha OCHOBE CJIEIYIOLMX MOKa3aTenei: -
MPABHJIEHOCTH BBIITOJIHEHUS paOOTHI,
€CJIM €CTh HEAOYETHI, TO U3 OLEHKU
BBEIYUTACTCS | 6as; - CBOEBPEMEHHOCTh
CIa4¥ U Ka4eCTBO BBITIOJTHEHUS OTUETA,
3a K&KIYIO HEJEI0 MPOCPOUKU MU
HEJIOUET B OTUETE U3 OLEHKHU
BBIYMTAaETCs 16amn. MakcumaabHOE
KOJTMYECTBO OAIIOB 3a OJIHY padoTy — 6.
B TedeHue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX TaOOPATOPHBIX PaOOTHI.
BecoBoil koahUIIMEHT Kak10ro
MEPOTIPHUATHS (32 KOKIYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJTMYECTBO 3a J1abopaTopHbIe PabOTHI —
24,

OK3aMCH|

Texymui
KOHTPOJIb

Jlaboparophas 2

3ammTa 1a00paTopHO pabOTHI
OCYIIECTBISIETCS] UHIUBUAYATBHO.
CTyIeHT NPEJICTABISCT Pe3yIbTaT
BBITIOJTHEHUS Ta00paTopHOM paboThI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEeroiaBaTes U MPEACTaBIsIeT OTUET.
OreHUBaeTCS Ka4eCTBO 0(hOPMIICHWS,
CBOEBPEMEHHOCTH BBITMOJIHEHUS PaOOTHI.
[Tpu oneHUBaHWH PE3YITBTATOB
MEPOTPHUITHS UCTIONB3YeTCsl OaIbHO-
PEHUTHHTOBAas CHCTEMA OICHUBAHUS
PE3yIbTaTOB YUEOHOM JeSTEIbHOCTH
oOydaromuxcs (yTBepKaeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO6muit 6a Mpu OIEHKE OTPeIeTIAeTCS
Ha OCHOBE CJICTYIOIINX MOKa3aTene: -
MPABIIIBHOCTH BBITTOJIHEHUS paOOTHI,
€CJIM €CTh HEeAOUETHI, TO U3 OLEHKU
BbHIYMTAECTCS 1 OasI; - CBOEBPEMEHHOCTh
CIa4 U Ka4eCTBO BBITIOJTHEHUS OTUETA,
3a KQKIYI0 HEAEIIO IPOCPOUKH HITH

OK3aMCH|




HEJIOUET B OTUETE U3 OLICHKHU
BbIunTaeTcs 10ami. MakcumanbHoe
KOJTMYECTBO OAJIIOB 3a OJIHY padoTy — 6.
B Tedyenue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX Ta0OPATOPHBIX PaOOTHI.
Becoroit koahpuImeHT Kaxmaoro
MEPOIPUATHS (32 KaXKAYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJIMYECTBO 32 JIAOOpaTOpHBIE paboThI —
24.

Texymmii
KOHTPOJIb

JlaGoparophas 3

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] UHIUBUAYATHHO.
CTyaeHT IpeICTaBIIsAET PE3yabTaT
BBLITIOJTHEHHS Ta00paToOpHOM paboThI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEToIaBaTeNs U MPEACTABISIET OTUET.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTH BBITIOJIHEHUS PaOOTEHI.
[Tpu orleHUBaHWH PE3yIBTATOB
MEPOTPHUITHS UCTIONB3YeTCs OAIbHO-
PEHUTHHIOBAas CHCTEMa OICHUBAHUS
PE3yIBTaTOB YUEOHOM NeSTEIbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa ot 24.05.2019 . Ne 179).
OO6muit 6aI mpu OIEHKE OMPEIEIETCS
Ha OCHOBE CJIEIYIOLMX MOKa3aTenei: -
MPABHJIEHOCTH BBIITOJIHEHUS PaOOTHI,
€CJIM €CTh HEeOYETHI, TO U3 OLEHKU
BBEIYUTACTCS | 6as; - CBOEBPEMEHHOCTh
CIa4¥ U Ka4eCTBO BBITIOJTHEHUS OTUETA,
3a K&KIYIO HEJEI0 MPOCPOUKU WU
HEJIOUET B OTUETE U3 OLIEHKHU
BBEIYMTAETCs 106amn. MakcumaabHOE
KOJTMYECTBO OAJIJIOB 3a OJIHY padoTy — 6.
B TedeHue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX Ta0OPATOPHBIX PaOOTHI.
BecoBoil koahUIIUEHT Kak10ro
MEPOTIPHUATHS (32 KXKIYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJTMYECTBO 3a J1abopaTopHbIe PabOTHI —
24,

OK3aMCH|

Texymumii
KOHTPOJIIb

JlaGoparopnas 4

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] UHIUBUAYATBHO.
CTyAeHT NPEJICTABISICT PE3yIbTaT
BBITIOJTHEHUS Ta00paTopHOM paboThI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEToiaBaTeNs U MPEACTaBISIeT OTUET.
OreHUBaeTCS Ka4eCTBO 0(hOPMIICHWS,
CBOEBPEMEHHOCTH BBITMOJIHEHUS PaOOTHI.
[Tpu oneHUBaHWH PE3YITBTATOB
MEPOTPHUITHS UCTIONB3YeTCs OaIbHO-
PEUTHHTOBAas CHCTEMA OI[CHUBAHUS
PE3yIbTaTOB YUEOHOM JeSTEIbHOCTH
oOydaromuxcs (yTBepKaeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO0t 6as11 IpU OIIEHKE ONPEIeTISIeTCS

OK3aMCH|




Ha OCHOBE CJICIYIOIUX MOKa3aTeyei: -
MPAaBUJIBHOCTH BBITIOJIHEHUS pabOThI,
€CJIM €CTh HEeJOUETHI, TO U3 OLCHKH
BbIUUTaeTCs | 0aj; - CBOEBPEMEHHOCTD
CIa4¥ U Ka4eCTBO BBHITIOTHEHUS OTUETA,
3a KOKIYIO HEJEI0 MPOCPOUKU MU
HEJIOUET B OTUETE U3 OLCHKHU
BbIunTaeTcs 10ami. MakcumanbHoe
KOJTMYECTBO OAJIJIOB 3a OJIHY padoTy — 6.
B Tedenue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX Ta0OPATOPHBIX PaOOTHI.
Becoroit koahpuImeHT Kaxaoro
MEPOIPUATHS (32 KaXKAYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJIMYECTBO 32 JIAOOpaTOpHBIE paboThI —
24.

Texymmii
KOHTPOJIb

Jloxnan

Jlokiaz ocymiecTBiIseTCs B TE€UEHHE
ceMecTpa M0 TEME U3 CIIHCKa (BO3MOYKHO
MPEJIOKUTH CBOIO TI0 COTIACOBAHUIO C
npenoaasareseM). [logroroska u
BBICTYTIJICHHAE TIPOUCXOHT
WH/IMBUAYaJIbHO WIH B TPyIIE, B
3aBHCUMOCTH OT TeMbl. CTyeHT(bl)
MpEeACTaBIsIeT Pe3yabTaT MOATOTOBKU B
BU/JIC MPE3EHTAIIUY U I0KJIa/1a, OTBEYaeT
(-10T) Ha BOIIPOC MpernoaaBaTens 1
npyrux cTyaeHToB. OIeHnBaeTCs
KaueCTBO BBICTYIIJICHUSI U OTBETHI HA
Bonpockl. [Ipu onieHMBaHUM pe3yIbTaTOB
MEpPONPUATHS UCTIONb3yeTCs OallIbHO-
pPEUTHHTOBAsI CICTEMa OI[CHUBAHUS
PE3yJIbTaTOB yUeOHOH NesTeTbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pexTopa ot 24.05.2019 . Ne 179).
OO0t 6a1 P OLIEHKE OTIpeeseTCs
Ha OCHOBE CJIEAYIOIINX ITOKa3aTeIe: -
OTBETHI HA BOIPOC, 32 KaXbIi HE
OTBEUEHHBIN BOIIPOC U3 OLEHKU
BbIlunTaeTcs 10ami. MakcumanbHoe
KOJIMYECTBO OAJIOB 3a paboTy — 5.
BecoBoiil koa¢hduLmeHT MeponpusTus —
1.

OK3aMCH|

10

Texymnii
KOHTPOJIb

3ajaHue Ha I0MYCK

15

3aiuTa u BHIIOJIHEHUE 3TOU
MPaKTUIECKON pabOThI OCYIIECTBISETCS
uHMBUAYaIbHO. CTYIEHT MPEeCTaBIseT
PE3YIIBETAT BHITOTHEHUS OJHOTO
BapHaHTa MPAKTUYECKOTO 3a/1aHus U3
YKa3aHHOTO CITHCKA M OTBEYAET Ha
BoOIpoc npemnoaanaress. OueHnuBaeTcs
KauecTBO opopmiIeHuS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BONpPOCHI (3amaérces 1
Borpoc). [Ipu orleHHBaHUM Pe3yIIbTaTOB
MEPOTIPUATHS UCTIONB3YeTCs OaJTbHO-
pelTHHrOBask cUcTeMa OLCHUBAaHUS
pE3yabTaToOB yUeOHOU e TETBHOCTH

OK3aMCH




oOyuaroniuxcs (yTBepKaeHa PUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6ast mpu OLIEHKE OMpPEeseTCs
Ha OCHOBE CJICAYIOUIHNX TTOKa3aTelNeH: -
MPaBUIBHOCTH BBITIOJHEHUS paboThI,
€CJIN €CTh HEIOUETHI, TO U3 OIICHKH
BbIUnTaeTcs 1 6amn. MakcumansHOE
KOJIMYECTBO OAJIOB 3a 3Ty padoty — 15.

BecoBoii K03 GUIMEHT MEPOTTPUATHUS —
l.

11

bonyc

bonycel 3a
MIPaKTHYECKYIO 1

CTyaeHT BBITIONHSET MPAKTUIECKYIO
paboTy B BUPTyaJIbHBIX MAaIlIMHAX HA
6aze OC Linux. [Ipu onennBanuu
PE3yJIETaTOB MEPOIPUATHUS
MCITOJIB3YeTCsl 0aTThHO-PEHTHHTOBAS
CHCTEMa OLIEHUBAHUS PE3YJIbTATOB
yIeOHON JeATETLHOCTH 00YUYaOIIUXCS
(YTBeprKIaeHa IPUKA30M PEKTOpa OT
24.05.2019 1. Ne 179).

DK3aMCH

12

bonyc

bonyc 3a
MIPAKTUYECKYIO 2

CTyAeHT BBINOIHSET MPaKTUYECKYIO
pa0oTy B BUPTYyaJbHBIX MalllMHAX Ha
6aze OC Linux. [Ipu onienuBanuu
pE3YIBTaTOB MEPONIPUATHS
MCIIOJIB3yeTCs OAJIBHO-PEUTUHIOBAS
CHUCTEMA OLICHUBAHMsI PE3YIbTATOB
y4eOHOM e TeIbHOCTH 00y4aroIIuXCsl
(yTBepxieHa MPUKa30M peKTopa OT
24.05.2019 1. Ne 179).

OK3aMCH|

13

bonyc

bonyc 3a
MIPaKTHUYECKYIO 3

CTyZeHT BBITMOIHSCT MPAKTHYECKYTO
paboTy B BUPTYyaJbHBIX MalllMHAX Ha
6aze OC Linux. IIpu onennBanuu
PE3YJIbTaTOB MEPOIPUATHS
MCTIONIB3yeTCs OAJUTbHO-PEUTHHTOBAS
CHCTEMa OLICHUBAHUS Pe3yIbTaTOB
y4eOHOM eSTENIbHOCTH 00y4aroIIuXCsl
(yTBepxieHa PUKa30M peKTopa oOT
24.05.2019 1. Ne 179).

OK3aMCH|

14

bonyc

BonycHble Oanel 3a
y4acTHe B
MEPOTPHUATHSX TI0
nH()OPMAITMOHHON
0€30MacHOCTH

15

CTyaeHT npeICTaBIsIeT KOTUU
TOKYMEHTOB, TIOATBEPKIAFOIINE TO0STy
HJIN y4aCTHUC B MPECAMCTHBIX
OJTMMITHAAX, KOH(DEPEHIIUAX UITH WHBIX
MCPOIPUATUAX 1O TCMaM JUCIHUTIIINHBI
[Tpu olleHMBaHUY PE3yJIBTATOB
MEPOTIPHUSITHS UCTIONB3YeTCs OATBHO-
pPEUTHHTOBasI CCTEMa OI[CHUBaHUS
pE3yIBTaTOB YUEOHOM e TEIIEHOCTH
oOydarormuxcs (yTBepKaeHa TPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
MaxkcuMaabHO BO3MOYKHASI BETTHUNHA
Oonyc-peiitunra +15

OK3aMCH|

15

ITpome-
KYTOYHAs
aTTecTanus

OK3aMeH

20

Ha sx3ameHe mpouCXOAUT OLIEHUBAHKE
YIeOHON JeATETLHOCTH 00YUYaOIIUXCS
M0 IUCLMIUIMHE Ha OCHOBE MOJIYYEHHBIX
OIICHOK 332 KOHTPOJIBHO-PEUTUHTOBBIC

MCPOINPUATHA TCKYIICTO KOHTPOJIA U

OK3aMCH|




[MPOMEKYTOYHOM arTectanuu. [Ipu
OLICHUBAHUU PE3YJIbTATOB yueOHON

e TEBHOCTH 00YJaroIIerocst Mo
TUCIIUIIIMHE UCTIONb3YeTCsl OaIbHO-
PEUTUHIOBAsE CUCTEMA OLICHUBAHMS
pE3ybTaTOB YUeOHOM e TeIbHOCTH
oOyuaroniuxcs (yTBepKaeHa IPUKa30oM
pekropa ot 24.05.2019 . Ne 179)
OtnnyHo: BennunHa peiitunra
00yyaronierocs o AUCUUILINHE
85...100 % Xopomio: Bennunna
perTHHTa 00y4aromerocs mo
nucuurune 75...84 %
YnosnerBopurtenbHO: Benmnunna
peiiTuHra o0y4Jaronierocs mo
nmucinmnae 60...74 %
HeynosnersopurensHo: Bennunna
perTHHTa 00yJaromerocs mo
mucrumuge 0...59 % Ecnu peiituar
00y4aronierocs Mo AUCLUITINHE HUXKE
60%, To OH cHaeT K3aMeH C LEIbI0
BO3MOKHOTO MOBBIIIEHUSI peiTuHra. [1o
pe3yibTaTtaM C1a4uM SK3aMeHa
BBICTABIIIETCS OIIEHKA, KOTOPast
VUIUTHIBACTCS TIPU OIIPEICICHIH
perituHra. opmar 3K3aMeHa -- OTBEThI
Ha BOMPOCHI U3 OmeToB. Kaxapiit
Bompoc nodasmsieT 10 B oOuuii peTHHT

6.2. Ilpouenypa nposeaeHusi, KpUTEPUH OLlEHUBAHUSA

He npenycmorpenst

6.3. ITaciopt oHIa OLIEHOYHBIX CPEACTB

K p 5 Ne KM
OMITETEHIIH €3yJIbTaThl 00y4eHUs 1 Rl 234l
OIIK-12 3HAeT: METO/bl IPOEKTUPOBAHNUS BBIUNCIUTEIBHBIX CETEN [ +H+ + [+
OIIK-12 YMeeT: IPOCKTUPOBATH BBIYUCIUTEIIbHBIE CETH I +
OIK-12 lMeeT npakTHYeCKUn OIBIT: SKCILTYaTall JIOKAIbHBIX N
BBIUHCIIUTEIBHBIX CETEH
OITK-15 3Haej“2 METO/Ibl aAMUHUCTPUPOBAHUS BBIUYUCIUTEIBHBIX AR N
ceTen
YMeeT: aAIMUHUCTPUPOBATh BHIYUCIUTENBHbIE CETH;
OIIK-15 pean30BbIBATh MOJUTHUKY 0€30MaCHOCTH HH O [ [
BBIUHCIUTEIBLHON ceTH
VMeeT NpakTUYECKUI ONBIT: aIMUHUCTPUPOBAHUS
OIIK-15 TTOKaJIbHBIX BEIYUCIUTENBHBIX CEeTEeH ¢ yueToM TpeOoBaHUM HH
M0 00eCTICYCHIIO HHPOPMAITMOHHOW O€30ITaCHOCTH

TumnoBbie KOHTPOJIBHBIC 3aJaHUS 110 KaAXKAOMY MCPOIIPUATHIO HAXOAATCA B

IMPUITOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOEe 1 MH(OPMAIIMOHHOE O0ecredeHue TUCHUIIMHBI




ITeyaTHas ydyeOHO-MeTOMUYECKAS JOKYMEHTALMS
@) OCHOBHAsL IUMepamypa:

1.  Onudep, B. I KomnbrorepHsie ceTy : TPUHIUIIBI, TEXHOJIOTHH,
npoTokobl TekcT y4eb. /uist By30B 1o Hampasienuto 552800 "Uudopmaruka u
BBIYMCII. TexHuKa" 1 o cnenuaiabHocTIM 220100 "Boraucn. MaimHbl, KOMILJICKCHI,
cuctemsl u cetu", 220200 "ABTOMaTH3HUp. CUCTEMBI 00padOTKH MHGOPM. U yrp.",
220400 "IIporpam. obecrnieyeHrE BHIYUCI. TEXHUKU U aBToMatu3up. cucrteM" B. I
Omudep, H. A. Onudep. - 3-e uza. - CII6. u ap.: [Tutep, 2007. - 957 c. un.

2. Omnudep, B. I Komnsrorepusie cetu: [IpuHLHUIIBI, TEXHOIOTHUH,
npotokoJibl [ Tekct] Yueb. mocobue no HanpasneHuto "MHpopMaTuka U BEIYUCI.
TexHuka" u crenuanbHoCcTAM... B. I. Onmudep, H. A. Onudep. - CII6. u ap.: [Tutep,
2001. - 668 c. ui.

3.  Omnudep, B. I KomnbroTrepHsie ceTH : TPUHIUIIBI, TEXHOJIOTHH,
npotokoibl [ Tekct] yueb. nis By3oB mo Hamnpaienuro 552800 "Nudopmarrka u
BBIYHMCII. TexHUKa" 1 o cnenuaiabHocTIM 220100 "Boruucn. Manimabl, KOMILJICKCHI,
cucremsl 1 cetr", 220200 "ABTOMaTU3HUp. CUCTEMBI 00paboTKH MHMOPM. U yrp.",
220400 "IIporpam. oOecriedeHNE BBIUUCI. TEXHUKH U aBTOMaTu3up. cucreM" B. I
Omudep, H. A. Omudep. - 3-e u3a. - CII6. u ap.: [Turep, 2008. - 957 c. ui.

0) OononHumenvbHas Iumepamypa:

1.  Omudep, B. I. Komnsrorepusie cetu. [IpuHIuUIBI, TEXHOIOTHUH,
npotokoibl [Teker] yueb. mocobue A By30B 1o HanpasieHuto "Mupopmaruka u
BBIYMCII. TEXHHUKA' Y MO CIIEUATIBHOCTH "'BBIYMCI. MallIMHBI, KOMIUIEKCHI, CUCTEMBI
u cetu" u aAp. B. I. Onmudep, H. A. Onudep. - 5-e uzn. - CII6. u np.: [Turep, 2018. -
991 c. un.

2.  Tanenbaym, O. Komnbtorepusie cetu [Tekcr] nep. ¢ anmi. 3.
Tanenbaym, J1. Yazepos. - 5-e uza. - CII0. u ap.: [Turtep, 2015. - 955 c. un.

6) omedyecmeernHbvle U 3apy6€9fCHbl€ IHCYPHAJIbL NO Oucuunﬂune, umeroujuecs 6 oubruomexe:

He npenycmorpensl

2) MemoouuecKue yYKasaHus 0 Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:

1.  Ckypnaes C.B. be3onacHocTts cereit 9BM: Mmeroguueckue
PEKOMEHIAIUU K TPAKTUUECKUM 3aHATHSIM.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosamenbHol pabomsl CmyoeHma:

JJIEKTPOHHAs Y4eOHO-MeTOAMYECKAs JOKYMEeHTAIlUsA

HaumenoBanue
No Bun peeypea s | bubnuorpaduueckoe onrcanue
JUTEPaTyphI AIIEKTPOHHOMH
dhopme
gggﬁzgggf}zﬂ [Hauprun, B.®. 3amura nadopmaniuu B KOMIBIOTEPHBIX
1 JlononHuTenbHAas CHCTEMa CHUCTEMax U ceTsX. [DNeKTpOoHHbIN pecypc] : yueO. mocobue —
TUTEpaTypa 31aTeIbCTRa OnektpoH. nan. — M. : IMK Ilpecc, 2012. — 592 ¢. — Pexum
Hallln) noctyna: http://e.lanbook.com/book/3032 — 3aru. ¢ 3kpaHa.
b OcHoBHas DJIEKTPOHHO- Omudep, B. I. OcHoBBI ceTeil nepenadn qaHHBIX : yaeOHOe
nuTeparypa OoubImoTeyHast noco6ue / B. I. Onudep, H. A. Onudep. — 2-e uzn. — MockBa




cuctema : UIHTYUT, 2016. — 219 c. — TekcT : anekTpoHHbli // Jlans :
N30aTeIbCTBa DIIEKTPOHHO-O0MOMoTeuHas cuctema. — URL:
Jlanb https://e.lanbook.com/book/100346 (nara oOparmeHus:

18.09.2021). — Pexxum moctyna: AJjis aBTOpH3. TIOJIb30BaTENCH.

IlepedeHb UCTIONB3YyEMOIO TPOrPAMMHOTO OOECIICUEHMS:

1. -Oracle VirtualBox(6eccpouHno)

[Tepeyens ncnoab3yeMbIX NpodeccruoHanbHbIX 0a3 JaHHBIX U UH(OOPMAITMOHHBIX

CIIpaBOYHBIX CUCTCM:

Her

8. MaTepI/IaJIbHO-TeXHI/I‘leCKOC o0ecreueHue ANCHUIIINHBI

Bun 3aparui

Ne

ayq.

OcHoBHOE 000pyI0BaHKE, CTEH IbI, MAKEThI, KOMITbIOTEPHAS] TEXHHKA,
MpelyCTaHOBJICHHOE IPOrpaMMHOE 0OecreyeHre, UCIIOIb3yeMOoe AJIs
Pa3IMYHBIX BUJIOB 3aHITUI

Jlexuun

912
(36)

Komruiekt komnbrotepHoro odopynosanus, LCD IIpoektop, Dxpan
[IPOEKIIMOHHBINA, HACTEHHbIE CTEH/IbI 10 3aIluTe HHPopMauu (5 Wr. ),
nporpamMmmuoe obecnieuenue: OC Windows XP , MS Office 2007, Matlab,
WinRar, Mozila Firefox, KoncynpranT+.

DK3aMeH

904
(36)

KoMITbIOTepBI, BKITIOUAsI CHCTEMHBIN OJIOK, MOHUTOP, KJIIABHATYPY, MBIIIIb,
[POBOIHBIC U OECIIPOBOIHBIC ceTeBbIe ajanTepsl. [lkad ¢ ceTeBbiM
obopynoBanueM Cisco. Kommyrtaropsr Cisco Catalyst 2950. MapuipyTusaropsr
Cisco Router 2600. becnipoBoansie mapuipytuzaropsl D-Link DIR-620, DIR-
615, DIR-300. MexcereBbie 3kpanbl Cisco PIX 501 Firewall, IPTables
(mporpammubii, B coctaBe OC). CucteMbl 00Hapy>keHus Brop;kenuii Cisco IPS
4255, Snort u Surricata (mporpamMusie, B coctaBe OC). AHaIN3aTOpbI CETEBOTO
tpaduka (cauddepsr) tecpdump u Wireshark (mporpammusie, B coctae OC).
AHanm3aTopsl ceTu nmap/zenmap (mporpammasiii, B cocrase OC). Cpencta
mdpoBanus Tpaduka openssl u OpenVPN (mporpammusie, B coctase OC).
[10: OC Fedora, amynsarop ceteBbix ycrpoiictB Cisco Packet Tracer, 6pay3sep
Mozilla Firefox, IPTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

[IpakTnueckue
3aHATHUS U
CEeMUHapbI

904
(36)

KoMIIbroTephl, BKITIOUAsi CHCTEMHBINH OJIOK, MOHUTOP, KJIIABHATYPY, MBIIIIb,
MPOBOJHBIC U OECIIPOBOIHBIE ceTeBbIe ananTepsl. [lkad ¢ ceTeBbIM
obopynoBanuem Cisco. Kommyraropsr Cisco Catalyst 2950. MapupyTtuszarops
Cisco Router 2600. becnipoBomubie mapmipytuzaropsl D-Link DIR-620, DIR-
615, DIR-300. MexcereBbie 3kpanbl Cisco PIX 501 Firewall, IPTables
(mporpammubIid, B coctaBe OC). Cuctemsl 00Hapysxenust Bropskennii Cisco IPS
4255, Snort u Surricata (mporpamMusie, B coctaBe OC). AHaIN3aTOpbl CETEBOTO
tpaduka (cauddepsr) tcpdump u Wireshark (mporpammusie, B cocrare OC).
AHanM3aTopsl ceTu nmap/zenmap (mporpammubiid, B cocraBe OC). Cpeacrsa
mudpoBanus Tpaduka openssl 1 OpenVPN (nporpammusie, B coctare OC).
[10: OC Fedora, amynsarop ceteBbix ycrpoiictB Cisco Packet Tracer, 6pay3sep
Mozilla Firefox, IPTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

JlaGoparopHsie
3aHATHA

904
(36)

KoMmbroTepsl, BKIIIOUasi CHCTEMHBII OJIOK, MOHHTOP, KIIaBUATYPY, MBILIb,
pOBOHBIE U OecTIpOBOHbIE ceTeBble ananTepsl. llkad ¢ cereBbIM
obopynosanuem Cisco. Kommyraropsr Cisco Catalyst 2950. MapuipyTtuszaropsl
Cisco Router 2600. becnipoBoaubie mapmipytuzaropsl D-Link DIR-620, DIR-
615, DIR-300. MexceteBbie skpanbl Cisco PIX 501 Firewall, IPTables

(mporpammublid, B coctaBe OC). Cuctembl 00HapysxeHust Bropskennit Cisco IPS




4255, Snort u Surricata (mporpamMHsie, B coctaBe OC). AHaIN3aTOpbI CETEBOTO
tpaduka (cauddepsr) tcpdump u Wireshark (mporpammusie, B cocrare OC).
AHanM3aTopsl ceTH nmap/zenmap (mporpammubiid, B coctaBe OC). Cpeacrsa
mudpoBanus Tpaduka openssl 1 OpenVPN (nporpammusie, B coctare OC).
[10: OC Fedora, amynsarop ceteBbix ycrpoiictB Cisco Packet Tracer, 6pay3sep
Mozilla Firefox, IPTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox




