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1. llesu u 3212494 AU CIUILIHHBI

Lenb: popmupoBaHe y CTYJCHTOB CUCTEMHBIX 3HAHUI O COBPEMEHHBIX KOMITBIOTEPHBIX
CeTsIX, HeOOXOAUMBIX JUIst 3 (HEKTUBHON OpraHU3aIMH, COTIPOBOXKACHUS U ONITUMHU3ALINN
ceTeBOil HQPACTPYKTYphI B 33]1auax UCKyCCTBEHHOIO MHTEIJIEKTa. B 3amaum kypca
BXOJUT U3YYEHNE aPXUTEKTYPHBIX OCHOB KOMITBIOTEPHBIX CETEM, MPOTOKOJIOB NIEpeEAaIn
JAHHBIX, IPUHIUIIOB IOCTPOCHUS 3ALUIIEHHBIX U OTKAa30yCTONYUBBIX CETEH, a TAKKE
OCBOEHUME TEXHOJIOTUM B3aUMOJIECUCTBUA pactipenesn€éHubix M -cucteM u npuMeHenus

CETEeBBIX PECypCOB sl oOecredeHus paboThl
mathopm;

Kparkoe cogepkanue TUCHMIIIMHBI

HHTCJIJICKTYAJIbHBIX aJITOPUTMOB U

JlucuumuinHa BKItoYaeT B ce0s n3yueHue QyH/1aMEeHTAIbHBIX MOJENIeH U MTPOTOKOJIOB
(bYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX CETEH, METO/IOB Mepe/lau U MapiIpyTH3AIUU
JAHHBIX, a TaKXKe 0COOEHHOCTEH obecreueHus: 6€30MacCHOCTH CETEBBIX MHPPACTPYKTYP B
001aCTH UCKYCCTBEHHOTO MHTEJUIEKTA. 3HAUUTEIbHOE BHUMAHUE YIENSIETCS] OpraHu3aluu
JIOKQJIBHBIX CETEH /1Jisi 00JIaUYHbIX BBIYMCICHHUN U pacipeieIEHHBIX CUCTEM, HEOOXOTUMBIX
Jutst moaaepxkku pabotel MU -nipunoxxeHuit, a Takxke BOPOCaM WHTETPAIINH,
MacIITaOMPOBAHUS U ONTHUMH3AIUNA CETEBBIX PECYPCOB JJIsl 3PHEKTUBHOTO OOYICHHS U
3KCIUTyaTalMi HEMPOCETEN U APYTUX UHTEIUIEKTYaJbHbIX pelIeHU. B pamkax kypca
paccMaTpHUBAIOTCs MPAKTUUECKUE TPUMEPBl TOCTPOCHHS CETEBOM Cpebl st 00paboTKu
00JIBIIMX JAHHBIX U peann3anuu coBpemeHHbix MU-mumardopm. Kype npennonaraer
y4aCTHE UHIYCTPHUAIBHBIX IAPTHEPOB: MPOBEICHNUE 3aHATHI, pACCMOTPEHHUE KENCOB OT
NIaPTHEPOB, PELICHHUE KEMCOB B TOM YUCJIE MOJEINPOBAHNE KOMITBIOTEPHBIX CETEU MO
IPOEKTHI MAPTHEPOB AJII CETEBOr0 00ECeUeHUs peann3alnn MPOEeKTOB.

2. Komnerenun odyuawierocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

AUCHUIIJINHbI

[Tnanupyemsble pe3ysbTaThl OCBOCHUS
OIT BO (xomneTeHuun)

[Inanupyemble pe3ynbTarhl
00y4eHHUs 110 TUCHUIUIMHE

OIIK-7 CnocoGeH k pa3paboTKe allrTOPUTMUYECKUX
U MPOTPaMMHBIX PEIIECHHIA B 00JIACTH CUCTEMHOTO U
MIPHUKJIATHOTO MTPOTPAMMHUPOBAHUS,
MareMaTu4eCKuX, HHQOPMAIIMOHHBIX U
UMUTAIIUOHHBIX MOJIEJICH, CO3IaHUIO
UH(POPMAITMOHHBIX PECYPCOB TIIO0ATBHBIX CETEH,
00pa3oBaTeIbHOTO KOHTEHTA, MPUKJIIAJIHBIX 0a3
JTAHHBIX, TECTOB U CPEJICTB TECTUPOBAHUSI CUCTEM U
CPEJICTB Ha COOTBETCTBHE CTAHAAPTAM M HCXOIHBIM
TpeOOBaAHUAM

3HaeT: npuHLUKIBEI kommyTauuu B LAN cetsix,
npuHIUnel Mapmpytuzanu B LAN 1 WAN cetsax
IMeeT pakTUYEeCKUN OMBIT: HACTPONKU U
koHurypupoanus VLAN u STP, nacTpoiiku u
KOH(UTYPUPOBAHUSI CTATUYECKON U JMHAMUYECKOM
MapIIpyTU3aLHANA, TPUMEHEHUS Pa3INIHbIX
[IPOTOKOJIOB JUJIsl IOMCKA HEUCIIPABHOCTEH B
KOMITBIOTEPHBIX CETIX, HACTPOKH MexaHnu3Ma NAT,
HacTpoiiku ACL cniuckos

OIIK-8 CriocobeH yuacTBOBaTh B pa3padOTKe
TEXHUYECKOU TOKYMEHTALUU IIPOTrPAMMHBIX
MIPOYKTOB M KOMIUIEKCOB C UCTIOJIb30BaHHEM
CTaHOapTOB, HOPM U IIPAaBUJI, 4 TAKKC B YIIPABJICHUN
NPOEKTaMH CO3JIaHMsI HH(OPMAIIMOHHBIX CHCTEM Ha
cTaguAaXx XU3HCHHOI'O IIUKJIa

3HaeT: o01IMe XapaKTepUCTUKH
KOMMYHUKAIIHOHHOTO 000pyI0BaHHS
(KOHLIEHTPATOPbI, KOMMYTaTOPBI,
MapILIpyTU3aTOPbl), IPUHIUIIBI OPTaHU3ALNH,
IUIAHUPOBAHUA U JOKYMEHTHPOBAHHUS
KOMIIBIOTEPHBIX CETEN

YMeeT: INIaHUPOBaTh KOMIIBIOTEPHYIO CETh HA
OCHOBE TpeOOBaHUI1, IPENBABISAEMBIX K CETH, U
TEXHUYECKOM JOKyMEHTAI1 000py10BaHNU,

MIAHUPOBATH MOTUGUKAIUIO (paCHTUPEHNUE)




KOMITBIOTEPHOM CETHU Ha OCHOBE PACTYILMX
TpeOOBaHMI K CETH

lMmeeT npakTUYeCKUI ONBIT: IIAHUPOBAHUS U
OpraHu3aIi, MOAU(PUKAIINKI U TOKYMEHTHPOBAHHMS
KOMITBIOTEPHOU CETH MAJIOTO MPEIPUSTHUS

OIIK-9 Cnioco0GeH nHCTaTMPOBaTh U
COIPOBOXK/JIaTh MPOTrpaMMHOE 00ecIieueHre
WH(GOPMAITMOHHBIX CUCTEM U 0a3 JaHHBIX, B TOM
YHCIIe OTEYECTBEHHOTO MPOUCXOKICHUS, C YIETOM
HH(OOPMAITMOHHON O€30MaCHOCTH

3HAeT: OCHOBHBIE IIPUHIUIIBI TIOCTPOEHUS U
(YHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX CETEH,
CETEBYIO MOJIEb B3aUMOJICHCTBUS OTKPBITHIX
cucteM OSI, ceTeByr0 MOZIEIIb CTEKA POTOKOJIOB
TCP/IP, npoTokos 6e30macHoil nepegayu JaHHbBIX
https

OIIK-12 CriocoOeH pemiath cTaHAAPTHBIE 33]]a4U
npo¢eCCHOHAIbHON AEATEIbHOCTH Ha OCHOBE
nH(OpMAITMOHHON U OMOIHOrpaduuecKoi KyabTyphl
C IPUMEHEHHEM HH(POPMALIMOHHO-
KOMMYHUKAI[HOHHBIX TEXHOJIOTHIA U C yIETOM
OCHOBHBIX TpeOoBaHUI HH()OPMAITMOHHOMN
0€30MacHOCTH

3HaeTI HpI/IHHI/IHBI HOCTpOQHI/IH 58
(YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH, METOIBI
1 TEXHOJIOTUH CETEBOI O€30IaCHOCTH

'YMeeT: IpOeKTHPOBaTh M HACTPAUBATh
KOMIIBIOTEPHBIE CETH, 00eCIIeunBaTh O€30MaCHOCTh
W 3alIUTy CeTe

OIIK-14 CnocobeH HHCTaUTUPOBATh MPOTPAMMHOE
U anmaparHoe o0ecreueHue s HPOPMAIIMOHHBIX
Y aBTOMaTU3UPOBAHHBIX CUCTEM

3HAeT: MPUHLIUIIBI paOOTHI C CETEBBIM
00opynoBaHUEM

'YMeeT: HacTpanBaTh CETEBOE 000PyIOBaHUE AJIs
OpraHU3ali KOMIIBIOTEPHBIX CETEH

MeeT npakTHYECKUN ONBIT: KOH(QUTYPUPOBAHUS
CETEeBOro 000pyA0BaHMS U OpraHU3aluu
KOMITbIOTEPHBIX CETEH

[1K-1 [LC-5] Cnocoben npuMeHATh U (M)
IIPOEKTUPOBATH PA3JINYHBIE HHCTPYMEHTHI U
HMHXEHEPHBIE MTPAKTUKU MPOMBIIIEHHOU
paspabotku cucteM MU, pazBepToiBaHus U
COTIPOBOXK/IEHUS MOJIeJIel MAIIMHHOTO 00y4€eHUs B
IIPOAYKTUBHOM Cpelie

Ymeert: - [U-4, BY | opranuzoBars cereBbie
B3aMMOJICHCTBUSA U NIepejady JaHHBIX B paMKax
CO3/7]aHUsI CUCTEM UCKYCCTBEHHOTO MHTEJUICKTa
Nmeet npaktuueckuii onbIT: - [M-4, BY] pabotsl ¢
OCHOBHBIMH CPEJICTBAMHU U METO/IAMH,
rcnoiab3yeMbiMu B uHaycTpun UT nos
MOJICPKAHMSI CETEBON HHPPACTPYKTYPhI
MPOMBILUIEHHBIX CUCTEM HCKYCCTBEHHOTO
WHTEJIEKTa

3. Mecro nucuuniunnbl B ctpykrype OII BO

[TepeueHp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB paboT yueOHOro MmjiaHa

[lepeueHs mocaeAYIOMIMX AUCIUTLINH,
BUJIOB paboT

1.0.12 OnepannoHHbIE CUCTEMBI,
1.0.09 BBeneHne B IPOEKTHYIO AEATEIBHOCTD,
1.0.10 ApxuTekTypa BbIYUCIUTEIbHBIX CUCTEM

1.0.23 Web-niporpammupoBaHue st CHCTEM
HCKYyCCTBEHHOTO HHTEJUICKTA,

1.0.38 Ba3sl ganubsix NoSQL,

1.0.30 [IporpamMHast HHKEHEPUA,

1.0.35 OcHOBBI pacrpeieICHHBIX U 00JIaYHBIX
BLIUMCIICHHI,

1.0.27 TectupoBanue mporpaMMHOTo 00eCIeUeHHUS,
1.0.34 IIpoekTupoBaHue 4€I0BEKO-MAIIMHHOTO
uHTEepdeiica,

1.0.22 MammnHOE 00y4eHHeE,

1.0.31 OCHOBBI 3alIUTHI JAHHBIX B
WHTEIJIEKTYaJ IbHBIX CHCTEMAX,

1.0.33 TexHOIOTHUU ¥ CUCTEMBI 00PabOTKH
0OJBIINX TaHHBIX,

1.0.24 OcnoBsl DevOps,

1.0.21 Ba3sl ja”HHBIX




TpeboBaHMs K «BXOIHBIMY» 3HAHUSIM, YMEHHUSIM, HABbIKAM CTY/IE€HTA, HEOOXOAUMbIM
IIPY OCBOCHUHU JJAHHOM JAUCIMIUIUHBI U IPUOOPETEHHBIM B PE3yabTaTe OCBOCHUS

MpCAMICCTBYIOIMUX JUCIHUILINH:

Jucrumimna

TpeboBanus

1.0.09 BBenenue B IpOEKTHYIO IEATENBHOCTD

3naet: -[U-2, BY ] npeanaznauenue
pa3pabatsiBaemoit IM-cucTeMbl 1 OCHOBHBIE
TpeOoBaHMs K 00yJaroIieil BBIOOPKE, OHSTHE
UH(QOPMALTMOHHON KYJIBTYPBI M POJIb
MH(POPMAIIMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHM
(MKT) B mpoekTHO# nearenbHOCcTH YM™meeT: -[U-1,
bY] opueHnTHpOBaTHCS B CTPYKTYpE OOIIETO
pe3yibraTa IpOeKTa, OPraHU30BbIBaTh COBMECTHYIO
paboty wieHoB koMaH bl ocpeactsom KT
(coBMECTHBIEC OHJIAIH-0KYMEHTbI, CEpBUCHI
pyMIIOBOTO 00IEHNs); COOMI0AATh IpaBUiia
UH(POPMAITMOHHON 0€30MaCHOCTH IIPU XPaHEHUH U
nepenade KOHPUICHINAIBHBIX TaHHbBIX, -[-2, BY]
MOJIrOTABIMBATh JaHHbIE JUIsl TallbHEUIEH
00paboTku 1 aHanu3a MimeeT npakTH4ecKuil OMbIT: -
[-1, BY] y4acTByeT B OATOTOBKE NIPE3EHTALIVH B
[paMKax CBOEW pOJIv, TPYNIIOBOM KOMMYHHUKAUU U
B3aMMOJICUCTBHS BHYTPU KOJUIEKTHBA YEPE3
TMCTaHIIMOHHBIE CPEJICTBA CBI3U

1.0.12 OnepatioHHbIE CUCTEMBI

3naet: -[1-3, I1Y] ocHOBHBIE CpencTBa
MOHHUTOpUHTA U AarHOCTHKU OC, OCHOBHBIE
KOHIICTIIIUU COBPEMEHHBIX ONEPAIIMOHHBIX CUCTEM,
OCHOBHBIC KOHIICTIIINH, TPUHITUIIBI, TCOPUH H
(daKThl, CBSI3aHHBIC C IOCTPOCHUEM COBPEMEHHBIX
OTICPAIIMOHHBIX CHCTEM, OCHOBHBIE CPEJ/ICTBA,
MPEN0CTABIISIEMbIE COBPEMEHHBIMU OTEPAIIMOHHBIMHU
CHCTEMaMH MPUKJIATHBIM MPOrpaMMaM JIJIst
[pelIeHNUsI CHCTEMHBIX U MOJIh30BaTEIbCKUX 3a/1a4,
CTPYKTYPY COBPEMEHHBIX OTEPAIIMOHHBIX CUCTEM,
MPUHITUIBI PA0OTHI UX OCHOBHBIX KOMITIOHEHTOB:
s7Ipa, MEHEKepa aMsITH, TIOJICUCTEMBI BBOJIA-
BBIBO/IA, (DaiimoBoli cuctemsl Ymeert: -[U-1, ITY]
BBIOUpATh OMEPALMOHHYIO CUCTEMY U €€ IMapaMeTphl
C y4eToM TpeOOBaHMI K Pa3BEPTHIBAHUIO U
COMPOBOXKICHUIO MOJIEJIe UCKYCCTBEHHOTO
WHTEJUICKTA B CPEJie IKCILTyaTallly, UCTIOIh30BaTh
CTaHAapTHBIE HHCTPYMEHTHI coBpeMeHHbIX OC npu
perieHnH 3a71a4 TPo(heCCHOHAIBHON IeATeITbHOCTH,
MCIIOJIb30BaTh CTaHAAPTHBIE HHCTPYMEHTHI
COBPEMEHHBIX ONIEPAIIMOHHBIX CUCTEM MPU PEIICHUU
MPaKTUYECKUX 3a/1a4, KCTI0JIb30BaTh HHTEPEHChI
MPUKIIATHOTO MPOTPAMMUPOBAHUS,
MPEIOCTABIIIEMbIC COBPEMEHHBIMU OIEPAIIMOHHBIMHU
CHUCTEMaMH, UCIIONIb30BaTh CTaHAAPTHBIE
nHTEPEHChl COBPEMEHHBIX ONEPAIIMOHHBIX CUCTEM
TS pENICHUS 3a]1ad PO eCCHOHAITBHON

e TeNIbHOCTH, YCTaHABIMBATh M HACTPAUBAaTh
OTIEPAIIMOHHYIO CUCTEMY, CO3/1aBaTh MPUKIIATHBIE
nporpammel B TepMuHax APl OC Mmeer




npakTuyeckuil oneIT: -[M-2, BY | peanuzamuu
CKPHUITOB U HACTPOMKHU ONIEPAITMOHHON CUCTEMBI
17151 aBTOMATU3allMK 3aIlycka, MOHUTOPHUHTA U
YCTOMYNBON PabOTHI CEPBUCOB HCKYCCTBEHHOTO
WHTEJUIEKTa B cpene dkcmuryarauu| -3, 1Y ]
WCITOJIB30BaHUS CPEICTB MOHUTOPHUHTA U
muarnoctuku OC it aHanu3a CTabUIBLHOCTH U
MIPOU3BOIUTEIBHOCTH CEPBUCOB UCKYCCTBEHHOTO
WHTEJUIEKTa B CPeJie IKCILTyaTalnu, paboThl C
OCHOBHBIMU BugamMu untepdericoB OC -
koMaHIHBIM U API, paboTbl ¢ OCHOBHBIMU
KOMIIOHEHTAMH COBPEMEHHBIX OIEPAlMOHHBIX
CHUCTEM, CO3JJaHUs TPUKIIAAHBIX TIPOTPAMM C
ncnonb3oBanreM APl Windows, co3manus
KOMaHIHBIX (paitnoB, ucronb3oBanus API
OTIEpAIMOHHBIX CUCTEM IPH pa3paboTke
MPUKIAIHBIX TPOTPAMM JJIsl PEIICHUS 3a1a4
npodeccuoHaNbHON 1eATeIbHOCTH, NCTIOIb30BAHUS
OCHOBHBIX BUJIOB HHTEP(EICOB ONEpalimoHHON
cuctembl Windows

1.0.10 ApxuTekTypa BIYUCIUTEIbHBIX CUCTEM

3HAET: OCHOBHBIC MOHSATUS U IPUHITUTIBI
MOCTPOCHUS BBIUUCIUTEIBHBIX cUCTEM, -[M-1, BY ]
APXUTEKTYPHI BEIYUCITUTEIBHBIX CUCTEM,
HEOOXOIMMBIX JIJISl IPOSKTUPOBAHUS U PeaTH3AIUN
BBICOKOTIPOM3BOIMTENILHBIX pelieHui B cepe
MPOMBIIIIEHHOTO BHEJPEHUS CUCTEM
MCKYCCTBEHHOTO MHTEJUICKTa YMEET: aHaJTU3UPOBaTh
U BBIOMPATh OAXOSAIIEe anmnapaTHoe obecreueHne
111 KOHKpeTHOH 3anaun, -[U-1, BY | monbupars
WHCTPYMEHTBI U TEXHOJIOTHH JJIs1 PECYPCHOTO
00€eCTIeueHUsT CHCTEM MCKYCCTBEHHOTO MHTEIIJIEKTA
pa3IMYHBIX MAcIITa0OB COTTACHO TPEOOBAHUIM
npoekta FMiIMeeT NpakTU4eCKU OTbIT: MOHTaXa 1
HACTPONKHU CEPBEPHOTO 000PYIOBAHUS

4. O0béM 1 BUABI YUeOHOI1 padoOTHI

OO6u1as TpyA0€eMKOCTh JUCHUILUIMHBI cocTaBiseT 3 3.e., 108 4., 70,25 4.

KOHTAKTHOU paboThI

Pacnpenenenue no cemectpam
N Bcero B Hacax
Bun yuebnoit paborer 9acoB Howmep cemectpa
3
OO0mmast TpyI0EMKOCTh UCITUTLITMHBI 108 108
Ayoumopnvie 3aHamusL: 64 64
Jlexuuu (JI) 32 32
[IpakTuyeckue 3aHATUS, CEMUHAPHI U (WIIN) IPYTHE BUIIBI 0 0
ayuTopHbIX 3aHsaTHil (I13)
Jlabopatopusie pabotsl (JIP) 32 32
Camocmosmenvuas paboma (CPC) 37,75 37,75
ITonroroska k 3adery 5,75 5.75




N3yuenne coBpeMeHHbIX MyOIUKAIUN TI0 TEME 16 16
"KOMITbIOTEpPHBIE CETH"

BoinonHenue paboT 1o keiicy napTHEpOB 16 16
KoHcynpranyy u npoMeKyTo4Hast aTTeCcTalus 6,25 6,25
Bu koHTpOIIs (3a4eT, nud.3a4eT, SK3aMeH ) - 3a4eT

5. CoaeprkaHue TUCHMILIMHBI

Ne HamMeHOBaHIE paenos AHCIHILIHHEI OObeM ayJUTOPHBIX 3aHATUH 110 BUJIAM B yacax
pasnena Bcero J 113 JIP
1 (OCHOBBI KOMITBIOTEPHBIX CETEH 12 6 0 6
2 |KomMyTamnus u arperupoBaHue 16 8 0 8
3 MapuipyTh3anus U CETeBbIE YCIYTH 20 10 0 10
4  |be3omacHOCTH U YIIpaBJIEHUE CETHIO 16 8 0 8
5.1. Jlekuuu
Ne Ne Koa-
nexuuulpasena HanmenoBanue mim kpaTkoe coep>KaHue JIEKIIMOHHOTO 3aHATHUS BO
4acoB
| 1 Mopens B3aumonenicTBus oTKphIThIX cucteM (OSI) u cereast monens TCP/IP. )
'YpoBHH, NX (PYHKIIMH 1 B3aUMOJICHCTBUE, CPABHEHUE MOJIETICH
) 1 duznyeckoe MOAKIOUYEHNE U 0a30Bble KOMaH Ibl KOHPUTYPALIUU CETEBOTO 5
00opyIoBaHuUs
3 1  [TumoBbIe CXeMbI CETEBOTO B3anuMoIecTBUA. ba3oBas apxuTekTypa cereit 2
4 2 [KommyTtatopsl ypoBHs L2: npunIiumnsl padotsl, Tabauia MAC-anpecos 2
5 2 |Spanning Tree Protocol (STP): 3amuTa oT nerens, NpuOPUTETH HIOPTOB U MOCTOB | 2
6 ) Buptyanbable nokanbHble ceTH (VLAN): koHIenuus, npeuMyIiecTna, )
TErMpOBaHUE
7 5 EtherChannel: arperupoBaHue kaHanoB J1J1s1 IOBBIIIEHUS TPOITYCKHOM )
CIIOCOOHOCTH
8 3 |MapupyTtuzatopsl ¥ L3 KoMMyTaTopsl: OTINYHsL, 001aCTh IPUMEHEHHUS 2
9 3 |Craruueckas mapuipytuzanus. TaOnuia MapipyTH3alun, METPUKH 2
10 3 J/lunamunueckas mapmpytuzanus: nporokonsl OSPF u EIGRP, ocHoBHBIE 2
KOHIIETILINN
1 3 DHCP: nporokon aBromatudeckoro pacrnpeneneaus [P-aapecos. Kondpurypamus u )
yIpaBiIcHIE
12 3 INAT (I\{ etwork Address Translation): Tpaucnsius agpecos, Tumbl NAT, )
HAcCTpOMKa
13 4 |Access List (ACL): ciicku ynpaBieHusi 10cTynom, puisrpanus Tpaduka 2
14 4 |Wi-Fi, 6ecipoBofHbBIE CETH, U METOABI TUATHOCTUKH 2
15 4 VPN (Virtual Private Network): Tyanenu, Tunel VPN, 6€30m1acHOCTh COCTMHEHHMA )
(JIlekuus OT MapTHEPOB)
16 4  |Homonuurensubie cepBuckl (NTP, SYSLOG, AAA, TFTP) 2

5.2. llpakTyeckue 3aHATHS, CEMHUHAPbI

He npenycmorpeHnsl

5.3. JIaboparopHbie padoThI




Ne Ne Kox-
HanmeHnoBaHue wim KpaTkoe CofepskaHue JJabopaTOpHOI paboThI BO
3aHATHA|pa3Iena)
4acoB
1 1 [TonkmoueHne K ceTeBOMY 000pyIOBaHHUIO U BHIMIOTHEHNE 0a30BBIX KOMAH]T )
KOH(QUrypaluuu
> 1 AHaJIN3 TUIOBBIX CETEBBIX APXUTEKTYP U NOCTPOECHUE MPOCTOM IBYyXypPOBHEBOU >
CETH
3 1 |OcHossl Ethernet: kabenu, pazbEMbI, MPOBEPKA COCTUHEHHUMA 2
4 2 |Kondurypauus KoMMyTaTopa 2
5 2 |Hactpoiika Spanning Tree Protocol (STP) u ero moaudukamnuii 2
6 2 |Coznanue u xondurypamuss VLAN Ha mpumepe keiica oT mapTHEPOB 2
7 2 |Hactpoiika arpernpoBaHue OPTOB 2
8 3 |Mapmpyrtuzanus Ha L3 kommyTarope 2
9 3 Cratudeckast MapIIpyTH3AIIHS: HACTPOMKA MapIIPYTOB, aHATTU3 TAOIHUITBI )
MapIIpyTH3AINH
10 3 |Hactpoiika npoTokosa nuHamuieckoi mMapuipytusanun OSPF 2
11 3 |Hactpoiika DHCP 2
12 3 |Hactpoiika ctarnyeckoro u iuHaMudeckoro NAT 2
13 4 |Access List: coznanue ACL, ¢punbrpanus Tpaduka, IpuMeHeHne K uurepdericam| 2
14 4  |Hacrpoiika 6ecripoBogHoi cetn Wi-Fi 2
15 4 |VPN: HacTpoiika 3alMIIEHHOTO COSTMHEHHS MEXTY CEeTIMH, ITUGPOBaAHUE 2
16 4 JlnarHocTrka ceTeBhIX MpobaeM: koMaH bl troubleshooting, aHanu3 makeTos, )
ONITUMHU3AIIHS
5.4. CamocTrosiTesibHasi padoTa CTyIeHTa
Beinonnenne CPC
Cnucoxk nureparypsl (C yKkazaHUEM Kon-
[Monsung CPC paszenos, raB, cTpanun) / cceiika Ha  |{CemecTp| BO
pecypc 4acoB
Cetn 9BM u cpencTBa KOMMYHUKAIUH :
yaeOHoe mocobue / cocrasurenu B. T.
bpexnes, E. B. benseBa. — YIbsIHOBCK :
[ToaroroBka k 3adery YU TA, 2019. — 170 ¢. — Tekcr : 3 5,75
PIEKTPOHHBIN // JIaHb : AIIEKTPOHHO-
OnONIMOTEYHAs CUCTEMA.
https://e.lanbook.com/book/162527
1. Opnuk, K. C. Apxutekrypa ceTeBon
WHPPACTPYKTYPHI COBPEMEHHBIX IIEHTPOB
06pabotku ganabix / K. C. Opnuk //
CoBpeMeHHbIE TeHICHIIUN PA3BUTHS HAYKH U
oOpa3zoBanus: Teopus u npakruka : 11
MesxyHapoIHas Hay9HO-TIPAKTUYEeCKast
koH(pepenus, Mocksa, 13 utons 2018 rona
M3ydeHne cOBpeMeHHBIX MyOnukanuii o |/ MOCKOBCKUI MOTUTEXHUUECKUI 3 16
TeMe "KOMITbIOTEPHBIE CETH" yuausepcutet; [lox pen. I.C. XKyxkooii. —
MockBa: YUpekJI€HUE BBICLIETO
oOpazoBanust "MHCTUTYT CUCTEMHBIX
TexHoaoruu”, 2018. — C. 229-233. — EDN
YSSIDR. 2. Sutanto, Yu. Cybersecurity
Challenges and Al-Powered Mitigation
Strategies in CCTV Surveillance Systems /
'Yu. Sutanto // International Journal of




Information System and Innovative
Technology. — 2024. — Vol. 3, No. 2. — P. 17-
24. — DOI 10.63322/fsk65573. — EDN
TKETPX. 3. Energy-Efficient Routing
Protocols in Wireless Sensor Networks a
Comprehensive Survey and Future
Directions / S. Kumar V, D. P. B S, S.
Valaboju [et al.] // ITM Web of Conferences.
—2025. — Vol. 76. — P. 03007. — DOI
10.1051/itmcont/20257603007. — EDN
MQBJLW. 4. Maglaras, Leandros & Ferrag,
Mohamed Amine & Janicke, Helge &
Buchanan, William & Tassiulas, Leandros.
(2023). Bridging the Gap between
Cybersecurity and Reliability for Critical
National Infrastructures.
10.13140/RG.2.2.20088.32003/1. 5. Rukon,
Md & Karim, Md & Shawon, Md & Rafi,
Md & Sayem, Hossain. (2024). Enhancing
Network Security: A Framework for
Proactive Cyber Defense Using Artificial
Intelligence and Big Data. European Journal
of Theoretical and Applied Sciences. 2. 196-
209. 10.59324/ejtas.2024.2(6).15.

BrimonaeHne padoT 1mo kercy mapTHepoB

1. XapuTonos, A. KoMnbroTepHBIE CETH U
MPOTOKOJIBI MIEpeayy JaHHBIX : yueOHOe
nmocobue / A. XapuToHoB, A. [[>kamMaHKYJIOB.
— Cankr-IlerepOypr : HUY UTMO, 2023.
— 136 c. — Texcr : anekTpoHHsbIii // Jlans :
DIIEKTPOHHO-OMOIMOTEYHAs cCCTeMa. —
URL: https://e.lanbook.com/book/460139 2.
babaes, C. 1. TexHomoruu, cTaHIapThl U
MPOTOKOJIbI BHIYMCIUTENIbHBIX CETEH.
TexXHOJIO0ruM BBIYMCINTENBHBIX CETEN :
yueonoe nmocoowue / C. . babaes, b. B.
Koctpos, M. b. Hukudopos. — Ps3ansb :
PI'PTY, 2024 — Yacte 1 — 2024. — 164 c.
— ISBN 978-5-907352-53-7. — Tekcr :
PIIEKTPOHHBIN // JIaHb : 2JIEKTPOHHO-
oubmoreunas cucrema. — URL:

https://e.lanbook.com/book/439760
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6. @oH/1 OLIEHOYHBIX CPEICTB /ISl IPOBeIeHHsI TEKYLero KOHTPOJIsl YCIIeBAeMOCTH,
MPOMEKYTOYHOI aTTecTaluu

KonTponb kauecTBa 0CBOECHUS 00pa30BaTEIbLHOM MPOrpaMMbl OCYIIECTBIISETCS B

cootBercTBHH ¢ [Tonokenrnem o 6aNTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTATOB
y4eOHOM JESITEIIbHOCTH 00yJarOIIIXCS.

6.1. KouTpoabusie meponpusitusa (KM)

No
KM

Ce-
MECTP

Bun
KOHTPOJISI

HazBaunue
KOHTPOJILHOTO
MEPOIPUATHS

Makc.
a1

Bec [Topsimok HauucneHus 6aI0B

Yuu-
THIBA

CTCA




B [1A

Texymmii
KOHTPOJIb

JlaGopaTopHbIii 010K
Nel: «OcHoBbl ceteii| 2
U KOMMYTaIlm»

10

OneHnBaHMe 3a/1aHUs] TPOU3BOAUTCS TIO
[T KPUTCPHUSIM.

1. KoppeKTHOCTb BHITIOTHEHHUSI OCHOBHBIX
ATAIOB 3a/IaHUS:

- BBITIOJTHEHO C CYIIECTBEHHBIMU
ommrOKaMu WK dTarl mporyiieH — 0
0alIoB,

- 9Tal YaCTUYHO peanu3oBaH — 1 6a,
- Bce TpeboBaHUs dTarna CoOMIOIEHBI
MpaBWJIbHO — 2 Oasia.

2. [IpaBubHOCTH KOH(MUTYpAIIH:

- KoH(urypamwus He padoraetr — 0
0aIlIoB,

- €CTh OT/ICJIbHBIC ONTUOKH HITH HEJIOYESTHI
B KOH(urypauu — 1 6am,

- KoH(urypamus BepHas — 2 Oasia.

3. KoppeKTHOCTb TOMOJIOTHH CETH:

- TOTIOJIOTHSI CETH HEBEPHASI HITH
orcyTcTByeT — 0 6asos,

- B TOTIOJIOTHH CE€TH €CTh HeJTOUeThl — |
Oa,

- TOTIOJIOTHSI CETH BBHITIOJTHEHA BEpHO — 2
Oamna.

4. OG0CHOBaHHOCTbH U MOJTHOTA OTBETOB
Ha TEOPETHUUYECKHIE BOMPOCHI:

- OTBETHI OTCYTCTBYIOT HJIH COZICpIKAT
rpyObie ommoOku — 0 6anos,

- OTBETHI YaCTUIHO BEPHBI WIH HE
pacKpbIBaloT CyTh — | Gai,

- IaHBI TIOJTHBIC, aPTYMEHTHPOBAHHBIC
OTBETHI — 2 Oana.

5. IIpaBUIIBHOCTE COXpaHEHUS U

0 OpMIICHHUSI UTOTOBOTO OTYETA!

- oT4eT He 0()OPMJICH HJIU BBITTOJTHEH HE
o TpeboBanusiM — () Gaos,

- oT4eT 0pOpPMIIEH YaCTUYHO IO
TpeboBanusM — 1 Gai,

- OTYET TOJTHOCTHIO OTBEUALT
MPEIbABISIEMBIM TPeOOBaHUSIM — 2
Oasna.

3a4CT

Texymmii
KOHTPOJIb

JlaGopaTopHsIii 010K

Ne2: «PacmmpenHbie

texHosornu L2 u L3
KOMMYTaIus»

10

OneHuBaHMe 3a/1aHUsl TPOU3BOAUTCS IO
[SATH KPUTEPHUSIM.

1. KOppeKTHOCTB BBINIOTHEHUS] OCHOBHBIX
ATANoB 3alaHUs:

- BBIIIOJTHEHO C CYIIECTBEHHBIMU
OLIMOKaMU HJIH 3Tan npomnyuied — 0
0aJuIoB,

- 9Tal YaCTUYHO peayn3oBaH — 1 Oa,

- Bce TpeOOoBaHuUs dTara CoOII0ICHBI
NpaBUIbHO — 2 Gaia.

2. [IpaBuiibHOCTH KOH(UTYpAIUH:

- KoH(urypauus He padoraer — 0
0aJuIoB,

- €CTh OT/IeJIbHbIE OIMOKH WM HEI0YEThI

B KOH(urypanuu — 1 6ami,

3a4CT




- KoOH(uUrypauus BepHas — 2 Oana.

3. KoppeKTHOCTb TOTIOJIOTUU CETH:

- TOTIOJIOTHSI CETH HEBEPHASI UITU
otcyTcTByeT — () Gasuios,

- B TOTIOJIOTHH CETH €CTh HeIoueThl — |
Oa,

- TOTIOJIOTHSI CETH BBITIOJTHEHA BEPHO — 2
Oanna.

4. O0G0CHOBAaHHOCTbH U MOJTHOTA OTBETOB
Ha TEOPETUYECKHE BOIIPOCHI:

- OTBETHI OTCYTCTBYIOT HIIU COZIEpXKAT
rpyobie ommoOku — () 6asioB,

- OTBETHI YaCTUYHO BEPHBI WIIN HE
PacKphIBAIOT CyTh — 1 Ga,

- IaHBI TIOJTHBIC, APTYMEHTUPOBAHHBIC
OTBETHI — 2 Oasia.

5. IIpaBUIIBHOCTB COXpaHEHUS U
0(OpMIIEHHSI UTOTOBOTO OTYETA!

- OT4eT He 0(hOPMJICH UJIU BBITIOJHEH HE
mo TpedoBaHusIM — () 6aILIOB,

- OTYeT OPOPMIICH YACTUYHO T10
TpebdoBaHusIM — 1 Gas,

- OTYET MOJTHOCTHIO OTBEUAET
MPEeIbABISIEMbIM TPeOOBaHUIM — 2
Oaa.

Texymui
KOHTPOJIb

Pa3zpaboTtka
IPOTOTUIA
KOMITBIOTEPHOU CETH
0 KeWCy MapTHEPOB

10

OneHuBaHue 3a1aHusl IPOU3BOANUTCS I10
[T KPUTCPHUSIM.

1) [TonroTa onucanus otxaenos JIBC:

- OTJIEJIbl HE BBIJCJICHBI MU OIMCAHBI
¢dbparmenTapso - 0 6asos,

- OCHOBHBIE OTJI€JIbI Ha3BaHbl KPaTKo, HO
HESICHBI ceTeBble TOTpeOHOCTH - 1 Gan,
- BCE OTJIEJIbI ONKCAHBI C POJISIMH,
cepBHCaMU M TPeOOBAHUSAMH JIOCTYTIA - 2
Oanna.

2. JlJornuHOCTB cXeMBbl, OTCyTCcTBHE L2-
OTKAa30B:

- TONOJIOTHSI HESICHA C SIBHBIMU
€IMHCTBEHHBIMU TOYKaMH OTKa3a - 0
0alIoB,

- CXeMa JIOTHYHA, HO C YaCTUYHBIM
pesepBupoBaHueM - 1 Ga,
-TONOJIOT S MpopaboTaHa, OTKA3bI
MUHUMU3UPOBAHBI LI 00OCHOBAHHI - 2
Oanna.

3. Koppekranocts VLSM-anpecanuu:

- OIIMOKHU: MepeceueHus, HeBepHbIe
Mmacku/azipeca - 0 6amios,

- B LI€JIOM BE€PHO, HO C HETOYHOCTSIMH U
HedPEeKTUBHOCTHIO - 1 Oan,

- TIOICETH TOYHBI, 0€3 TIepecedeHu, C
3amacoMm aJipecoB - 2 Gaia.

4. DMZ: BplieneHue U apryMeHTalus:

- DMZ otcyterByet unu popmansha - 0
0ajoB,

- DMZ o6o3HaueHa ¢ o01umm
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00BsICHEHHEM - 1 Oa,

- DMZ TOmoiornyecku BeIAEICHA C
CepBUCAMU U POJIBIO 3alTUTHI - 2 Oasa.
5. KauectBo oopmieHus oruera:

- HeOpeXXHO: 03 CTPYKTYpHI, OLITHOKH,
HeunTaeMmo - 0 0aJIOB,

- 6a30Bas CTPYKTypa C OTJEIbHBIMU
HemoyeTaMH - 1 6a,

- CTPYKTYPHUPOBAHO: pa3/eiibl, OANUCH,
YETKUH CTUJIb - 2 Oaa.

Texymmii
KOHTPOJIb

PyGexHbIil KOHTPOIIb
1 (Tect no pasnenam
1u?2)

30

Tect u3 20 Bormpocos: 10 Bonpocos ¢
BbI0OpOM oTBeTa (1 Gast 3a mpaBUILHBIN
oTBeT), 10 BOMPOCOB CO MHOKECTBEHHBIM
BBIOOPOM OTBETOB WJIM CO CBOOOIHOM
dhopmoii oTBeTOB (2 6asa 3a MpaBUILHBII
oTBeT, 1 0as 3a YaCTUYHO MPABUIIbHBIN
OTBET)

3a4CT

Texymmii
KOHTPOJIIb

JlaGoparopHblii 010K
Ne3:
«MapupyTuzanus 1
TPAHCIISIHS
a/IpecoB»

10

OreHBaHME 33aJaHHUS TPOU3BOIUTCS IO
[SATH KPUTEPHUSIM.

1. KOppeKTHOCTB BBINIOTHEHUS] OCHOBHBIX
HTAIOB 3a/1aHUs:

- BBITIOJIHEHO C CYIIECTBEHHBIMH
OLIMOKAaMU WJIU 3Tan npomnyuied — 0
0aJIoB,

- 9Tal YaCTUYHO peayn3oBaH — 1 Oa,
- Bce TpeOOBaHuUs dTara CoOTI0ICHBI
NpaBUIbHO — 2 Gaia.

2. [IpaBuiibHOCTH KOH(UTYpAIUH:

- KoH(urypauus He padboraer — 0
0aJuIoB,

- €CTh OT/IeJIbHbIE OIMOKH WM HEI0YEThI
B KOH(urypanuu — 1 6ann,

- KOH(uUrypanus BepHas — 2 Gaia.

3. KoppeKTHOCTh TOMIOJIOTHH CETH:

- TOTIOJIOTHSI CETH HEBEPHAs WIIH
otcyTcTByeT — () Gasuios,

- B TOIIOJIOTMH CETH €CTh HeJJoueThl — 1
OaJw,

- TOTIOJIOTHSI CETH BBIIIOJHEHA BEPHO — 2
Oama.

4. O60CHOBAaHHOCTH U MOJTHOTA OTBETOB
Ha TEOPETUYECKHE BOIIPOCHI:

- OTBETHI OTCYTCTBYIOT HJIM COZIEpIKaT
rpyobie ommoOku — (O 6asuioB,

- OTBETHI YACTUYHO BEPHBI HIIU HE
pacKphIBAIOT CyTh — 1 Ga,

- JJaHbI MOJIHBIE, APTYMEHTUPOBAHHBIE
OTBETHI — 2 Oasia.

5. IIpaBUIIBHOCTB COXpaHEHUs U

0 OopMIIEHHS UTOTOBOTO OTYETA!

- OTYeT He 0()OPMIIEH HJIU BBHIIIOJIHEH HE
o TpedoBanusM — 0 6anos,

- OTYeT OPOPMIIEH YACTUYHO T10
TpeboBaHusIM — 1 Gai,

- OTYET MOJHOCTHIO OTBEUAET

peIbsBIsIEMbIM TPeOOBaHUIM — 2

3a4CT




oaJuia.

Texymmii
KOHTPOJIb

JlaGopaTopHbIii 010K
Ne4: «be3omnacHoCTb
Y TPaOJIIITy TUHTY»

10

OneHnBaHMe 3a/1aHUs] TPOU3BOAUTCS TIO
[T KPUTCPHUSIM.

1. KoppeKTHOCTb BHITIOTHEHHUSI OCHOBHBIX
ATAIOB 3a/IaHUS:

- BBITIOJTHEHO C CYIIECTBEHHBIMU
ommrOKaMu WK dTarl mporyiieH — 0
0alIoB,

- 9Tal YaCTUYHO peanu3oBaH — 1 6a,
- Bce TpeboBaHUs dTarna CoOMIOIEHBI
MpaBWJIbHO — 2 Oasia.

2. [IpaBubHOCTH KOH(MUTYpAIIH:

- KoH(urypamwus He padoraetr — 0
0aIlIoB,

- €CTh OT/ICJIbHBIC ONTUOKH HITH HEJIOYESTHI
B KOH(urypauu — 1 6am,

- KoH(urypamus BepHas — 2 Oasia.

3. KoppeKTHOCTb TOMOJIOTHH CETH:

- TOTIOJIOTHSI CETH HEBEPHASI HITH
orcyTcTByeT — 0 6asos,

- B TOTIOJIOTHH CE€TH €CTh HeJTOUeThl — |
Oa,

- TOTIOJIOTHSI CETH BBHITIOJTHEHA BEpHO — 2
Oamna.

4. OG0CHOBaHHOCTbH U MOJTHOTA OTBETOB
Ha TEOPETHUUYECKHIE BOMPOCHI:

- OTBETHI OTCYTCTBYIOT HJIH COZICpIKAT
rpyObie ommoOku — 0 6anos,

- OTBETHI YaCTUIHO BEPHBI WIH HE
pacKpbIBaloT CyTh — | Gai,

- IaHBI TIOJTHBIC, aPTYMEHTHPOBAHHBIC
OTBETHI — 2 Oana.

5. IIpaBUIIBHOCTE COXpaHEHUS U

0 OpMIICHHUSI UTOTOBOTO OTYETA!

- oT4eT He 0()OPMJICH HJIU BBITTOJTHEH HE
o TpeboBanusiM — () Gaos,

- oT4eT 0pOpPMIIEH YaCTUYHO IO
TpeboBanusM — 1 Gai,

- OTYET TOJTHOCTHIO OTBEUALT
MPEIbABISIEMBIM TPeOOBaHUSIM — 2
Oasna.

3a4CT

Texymmii
KOHTPOJIb

HToroserit mpoeKT:
KOH(QUTypUpOBaHUE
KOMIIBIOTEPHOU CETH

0 KeHCy OT
apTHEPOB

10

OneHuBaHMe 3a/1aHUsl TPOU3BOAUTCS IO
[SATH KPUTEPHUSIM.

1. DHCP u cBsa3nHocts VLAN:

- XOCTHI He noiy4arot IP; ping BHyTpH
'VLAN He paboraer - 0 0asios,

- IP BBIaroTes, HO ping cOOUT y
OTIEJILHBIX XOCTOB - 1 Oan,

- Bce XocThl nomyyatot [P, ping ycnemen
BHYyTpU VLAN - 2 Gama.

2. Mapupytuzanus mexay VLAN:

- HET MapIIPyTH3AINHN; XOCTHI Pa3HBIX
VLAN He BuzsAT apyr apyra - 0 6aios,

- MapuIpyTU3alKs YacTUYHA: paboTaeT He
st Beex map VLAN - 1 Gam,

- ping npoxoaut Mexay BceMu VLAN 0e3

3a4CT




OIMOOK COTIIACHO TIOTUTUKH
0e301macHOCTH - 2 Oaa.

3. Hactpoiika STP u EtherChannel:

- EtherChannel/STP ne HactpoeHs! uiun
paboTaroT HEKOppeKTHO - O GaoB,

- HaCTpPOEHbI 0230BO, HO HET ONTUMHU3AIINH
0] IMEFOIIYIOCS TOTIOJIOTHIO CETH - 1
Oa,

- EtherChannel cTtabuien, umeercs
ONTUMMU3AIIMS 1101 TOTIOJIOTHIO CETH - 2
Oamna.

4. NAT m1st BbIXO/1a B UHTEPHET:

- NAT He paboTaeT; XOCTHI HE BBIXOJIAT B
WHTEpHET - 0 6aIIOoB,

- NAT gyactuuHO (pyHKIIMOHHPYET C
omuOKkaMu - 1 0am,

- monHbid NAT Overload: Bce XocThI
MMEIOLIUE IOCTYI B UHTEPHET BBIXOST
KOPPEKTHO - 2 Oaa.

5. Koppektaocts ACL (monuTuka
nocTymna):

- ACL oTcyTCcTBYIOT WM OJOKHUPYIOT
HYXHbII Tpaduk - 0 6ayios,

- ACL 4acTM4HO BEPHBI: €CTh HEBEPHO
HACTPOCHHBIE MOJUTHUKY - | Oa,

- ACL noJHOCTBIO COOTBETCTBYIOT
noJuTHKe 0e3 yTeuek - 2 Oasia.

PyGexxHbIi KOHTPOJIb

Tect n3 20 Bonpocos: 10 Bompocos ¢
BbIOOpOM OoTBeTa (1 6an 3a mpaBUILHBIN
oTBeT), 10 BOMPOCOB CO MHOKECTBEHHBIM

8 3 Eg}gugg 2 (Tect mo paznenam 30 [BEIOOPOM OTBETOB WJIM CO CBOOOHOM 3a4eT
P 3ud) ¢dopmoit oTBeTOB (2 Gaa 3a MpaBUILHBIN
oTBeT, 1 0aT 3a YaCTHYHO NMPaBUITHHBIH
OTBET)
Ha tect otBoauTCA 90 MUHYT.
Bonpocel noapazaensiores Ha 3 Tumna:
ITpome- - BEpHO/HE BepHO (2 Oamn);
9 3 KyTOYHAs TectupoBanue 100 |- MHOXecTBeHHBIN BbIOOp ¢ 1 oTBeTOM (3  [3aueT,
aTTecTalus Oama);

- MHOKECTBEHHBII BBI60p C HECKOJIBbKUMHU

oTrBeTaMu (5 6amoB).

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEHUBAHUS

Bun
IIPOMEKYTOYHOMU IIpouenypa nposeaeHus Kpurepui
P Y p ypafip OLIEHUBaHUS
arTecTalyun
Ha 3aueTe npoucxoaut orieHnBaHne Y4eOHOU AeSTETHHOCTH
00yJaronuxcs Mo AUCIUILTUHE Ha OCHOBE MOJyYEeHHBIX OIICHOK 32
KOHTPOJILHO-PERTHHIOBBIE MEPOIIPUATHS TEKYIIIETO KOHTPOJIS.
KOI:IT onLHpoe MEPOII H;{Tnepn (I:MC)K TO‘{H}(])fI aTTeCTaIfI/II/I B cootseTcTBHM C
aaet I OBOJP;HTC;{ BO B I;Ms[psaqua BpBI/I)Ie };THOFO ompoca, eciu . 2.5, 2.6
p p y poca, Tlonmosxennsa
CTYJIEHTY HE XBaTWJIO OAJIOB IS BHICTABIICHHUS 3a4€Ta IO
TEKyIlIeMy KOHTPOJIIO. B 3TOM cityuae, mpu yCIOBUH BHITIOTHEHUS
BCEX KOHTPOJIbHO-PEUTHUHTOBBIX MEPONPUITHH, CTYJIEHTY 3a0al0TCs




5 BOIPOCOB U3 pPa3HbIX TEM Kypca, O3BOJISAIOIINX OLEHUTh
c(hOopMHUPOBaHHOCTH KOMIETEHIIMA. Bpems Ha MOATrOTOBKY OTBETOB
HE NpeaycMoTpeHo. Vcronp30BaHNE BCIIOMOTaTeIbHbIX
MaTEpHAJIOB MIPU OATOTOBKE OTBETA HE IOy CKAETCH.
[TpaBUIIBHBIN OTBET HAa BOIPOC COOTBETCTBYET 1 Oasmy.
HenpaBunbHbIii 0TBET Ha Borpoc cooTBeTcTBYeT 0 6ayuioB. Eciaun
CTY/ICHT COIVIACEH C OLICHKOM, IIOJIy4eHHOH 110 pe3yJIbTaraM
TEKYLIEro KOHTPOJISL, TO OH MOXKET B JIEHb, IPEAIIECTBYOIINN
IIPOMEXKYTOYHON aTTECTALMU JaTh CBOE COIVIACHE B JTMYHOM
kabuHeTe. B ciayuae sIBKU CTy/IeHTa Ha MPOMEKYTOUHYIO
aTTeCTallNIo, JaBIIETO CBOE COIVIACHE HA aBTOMAT B JIMYHOM
KaOMHEeTe, CTY/IEHT UMEET MPaBo MPOUTU MEPONPUATHUS TEKYIIETO
KOHTPOJIS 10 AUCIMILIIMHE HAa IPOMEXKYTOYHON aTTeCTAlMU JJIs
YIIy4ILIEHHs CBOETO PEUTUHTA B JIEHb €€ NpoBeaeHusl. CHUKeHne
OLIEHKH B 3TOM Clly4ae 3ampelieHo. Eciau cTyaeHT He gain coracus
B JIMYHOM KaOWHETE, TO OH MOXKET COTTIACUTHCS C OL[EHKOM JINYHO
Ha IMPOMEKYTOYHOM aTTECTAllUU B JIEHb €€ NMpoBecHUs. Eciun
CTYIEHT HE COITIaCEeH C OLIEHKOM, TO OH UMEET PaBo MPOUTH
KOHTPOJIbHO-PEUTUHIOBBIE MEPONPUATHUS HA IPOMEKYTOUHOU
aTTeCTalNHU JUIsl YIIYUIIEHHs] CBOETO PEUTHHTA B JIEHb €€
npoBeneHus. PuKcanus pe3yabTaToB y4eOHO! AeATEIbHOCTH 1O
JUCHHUIIIIMHE TPOBOAMUTCS B A€Hb IPOMEXKYTOUHON aTTECTALlUU Ha
OCHOBE COIIacusl CTY/IEHTA, IaHHOTO UM B JIMUHOM KabuHeTe. [Ipu
OTCYTCTBHUH COINIACHSA B KypHaJe TUCIUILTNHBI (PUKcalus
pE3yABTAaTOB IPOUCXOIUT MPHU JIMYHOM IPUCYTCTBUM CTYACHTA.
Ecnu cTyneHT He naji cornacue B IMYHOM KaOWHETE U HE SIBUJICS Ha
IIPOMEKYTOUHYIO aTTECTALINIO — EMY BBICTABIISIETCS «HESIBKAY.

6.3. ITacnopt ¢oHaa OLIEHOYHBIX CPEACTB

KommereHmun

Pesynprarel 00yueHus

OIIK-7

3HaeT: NPUHIUITEI KoMMyTaluu B LAN ceTsX, NpUHIUITBI MapIIpyTU3aALUI
B LAN u WAN cetsix

OIIK-7

lMeeT mpakTUYeCKH OIBIT: HACTPOUKH U KoHpurypupoBauus VLAN u
STP, HacTpoiiku U KOHQUTYPUPOBAHUS CTATUYECKON U JMHAMUYECKOM
MapIIpyTU3aLHUH, IPUMEHEHU Pa3JINYHBIX IIPOTOKOJIOB JJIsl IOMCKA
HEHCIIPAaBHOCTEN B KOMIIBIOTEPHBIX CETAX, HACTPOUKHU MexaHn3ma NAT,
HacTpoiiku ACL cniuckos

OIIK-8

3HaeT: o01Me XapaKTepUCTUKH KOMMYHHUKAIIMOHHOTO 000PY/I0BaHUS
(KOHIIEHTPATOPbl, KOMMYTATOPbI, MAPIIPYTU3AaTOPHI), IPUHIUIIBI
OpraHu3aluy, INIAHUPOBAHUSA U JOKYMEHTHUPOBAHUS KOMIIBIOTEPHBIX CETEH

OIIK-8

YMeeT: MmIaHupOBaTh KOMIBIOTEPHYIO CETh Ha OCHOBE TpeOOBaHUIA,
[PEIBABISIEMBIX K CETH, U TEXHUYECKOHN TOKyMEHTALUU 000pyOBaHNUS,
MIAaHUPOBATH MOJUPUKAIIUIO (paclIMpeHne) KOMIIBIOTEPHOM ceTH Ha
OCHOBE pacTyIIMX TPeOOBaHUN K CETU

OIIK-8

MMeeT mpakTUYeCKU OTBIT: TUIAHUPOBAHUS M OpraHU3aluy, MOAH(DUKAIIH
1 TOKYMEHTHPOBAHUS KOMITBIOTEPHOM CETU MAJIOTO MPEATPUATHS

OIIK-9

3HAET: OCHOBHbIE IPUHIUIIBI TIOCTPOEHUS U PYHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CETEH, CETEBYIO0 MOJIEIb B3aUMOEHCTBHS OTKPBITBIX
cuctem OSI, cereByto Mmonens creka nporokosnoB TCP/IP, mpotokon
6e3omacHoil nepenayn JaHHbIX https

OIIK-12

3HAeT: MPUHIIMIIBI TOCTPOCHUS U (YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX
CeTei, METOABI M TEXHOJIOTHH CETEBOM 0€30IMacHOCTH




OIK-12 'YMeeT: IpoeKTUPOBaTh U HaCTpauBaTh KOMIIBIOTEPHBIE CETH, 00€CTIEUNBATh AN
0€30MacHOCTh | 3alUTy CeTeH

OIIK-14 3HAeT: NPUHIMIIBI paOOTHI C CETEBBIM 000PYIOBAaHHEM +HH HHHHHH

OITK-14 'YMeeT: HacTpanBaTh ceTeBoe o0opya0oBaHueE AJisl OpraHU3aIiu An ARRN
KOMITBIOTEPHBIX CETEN

OITK-14 lMeeT npakTUYECKHH OIBIT: KOH(bHr}v/pHpOBaHI/I;I CETEeBOI0 000pPyAOBaHMS An AREN
W OpraHM3alMK KOMITbIOTEPHBIX CETeH

MK-1 Y™meer: - [U-4, BY ] oprann3oBarb ceTeBble B3aUMOJCICTBYS U IIepeiady N AN
TAaHHBIX B paMKaXx CO3JIaHHsI CUCTEM HCKYCCTBEHHOI'O MHTEIJUIEKTa
Nmeet npaktuueckuit onbIT: - [M-4, BY ] paboThl ¢ 0CHOBHBIME

MK-1 CpelICTBaMHU M METOJaMU, UCTIONIb3yeMbIMU B uHAycTpun UT nis N L
MoJIepKaHMsI CETeBON MHPPACTPYKTYpPbI IPOMBIIIJIEHHBIX CUCTEM
MCKYCCTBEHHOI'O MHTEJUIEKTA

Tumnossie KOHTPOJIBHBIC 3aaHUs 110 KAXKAOMY MEPOIIPHUATHIO HAXOAATCS B
IMPUIIOKCHUAX.

7. YueOHO-MeToAMYeCKOEe 1 HH(OPMAIIMOHHOE OOecriedeHUue TUCIMIITIMHBI

IleuaTHasi y4eOHO-MeTOAMYECKAS TOKYMEHTAIUS
@) OCHOBHAs TumMepamypa:
He npenycmorpena

0) OononHumMeNbHA IUMepamypa:
He npenycmorpena

8) omeuecmeenHvle U 3apyOeNHCHblIE HCYPHANbL NO OUCYUNTUHE, UMerowuecs 8 bubauomexe:
He npenycmorpensl

2) MemoouuecKue yYKasaHus 0is Cmy0eHmos8 no 0C80EHUIO OUCYUNTUHDL:
1. PexoMeHmanuu 1o OpraHu3alliyd CaMOCTOSITEIbHON PabOThI CTYICHTOB

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosamenbHol pabomsl CmyoeHma:
1. PexoMeHmaIuuy 1o OpraHu3alid CaMOCTOSTEIILHON PabOThI CTYICHTOB

JJIEKTPOHHAs Y4eOHO-MeTOANYECKAs IOKYMEeHTAIlUsA

HaumenoBanue
Ne J'II/ITGI:?)I;”IF[ypH 3;2{?;%?1{?)171 bubnuorpaduueckoe onvcanue
bopme
OCHOBHAS ObC Cetn OBM u cpeacTBa KOMMYHHUKAIHH : ya4eOHOE mocooue /
1 nTeparypa W3/1aTeNIbCTBA cocraBurenu B. I'. bpexunes, E. B. benseBa. — YnbsiHoBck : YU
Jlanb ['A, 2019. — 170 c. https://e.lanbook.com/book/162527
SEC Paxutun, P. 0. Kommnberorepubie cetu : yue6Hoe mocodue / P. 1O.
b OcHoBHas I3ATeNLCTE] Paxutun, E. B. Mockanenko. — bapnayn : Antl'TIY, 2019. —
nmuTepaTypa T 340 c. — ISBN 978-5-.88210-942-3.
https://e.lanbook.com/book/139182
SEC [Tnarynosa, C. M. Ethernet switches L2&L3. IIpoexTupoBanue,
3 JlormonauTenpHas M3IaTebCTEA HACTPOIKa, TMarHOCTHUKA CETEH mepeadn JaHHBIX. Y4eOHoe
muTeparypa T nocobue Mo AUCHUILTUHAM: Teopusi MPOEKTUPOBAHHUS
BBIYUCIIUTEILHBIX cUCTeM, KOMIIBIOTEpHBIE CETH H




TEJIEKOMMYHHUKALIUU, APXUTEKTypa U anmnaparHble CpeICTBa
BBEIYMCIIMTENIBHBIX ceTel : yueOHoe mocobue / C. M. IlnaryHoBa,
1. B. Enucees, E. FO. ABkcentbeBa. — Cankr-IlerepOypr :
HUY UTMO, 2018. — 87 c. https://e.lanbook.com/book/136432

N T —— OBbC Cetn OBM u cpeacTBa KOMMYHUKAIHH : yaeOHOE mocooue /
4 TepaTVDA H3JaTeIbCTBA cocrasurenu B. I. bpexues, E. B. benseBa. — YnbsHosck : YU
patyp TTans TA, 2019. — 170 c. https://e.lanbook.com/book/162527

[TepeyeHb HCITOIB3YEMOTO TPOTPAMMHOTO 00CCIICUCHHS:
1. -Oracle VirtualBox(6eccpouno)

[Tepedyens ncnonap3yeMbIx NpodeccruoHanbHbIX 0a3 JaHHBIX U UH(OOPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOE o0ecriedeHne 1 CIUTITUHBI

No OcHoBHOE 000pyIOBaHKE, CTEH/IbI, MAKEThI, KOMITBIOTEPHAS] TEXHHKA,
Bup 3ansaTuii a /;l MPEIyCTaHOBJIECHHOE MPOrPaMMHOE 00€CIIEUeHHE, UCTIOIB3yEeMOe JIJIst
YA Pa3IMYHBIX BUJOB 3aHATHIA

JlaGopatopusie |334

KommbioTep, cucremMa BUPTyaJln3aliy CETH.
3aHATUSA (36) P, Py 1

336

Jlexuu (36)

Komnsrotep, npoekrop, PowerPoint.




