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1. llesu u 3212494 AU CIUILIHHBI

Lenb: popmupoBaHe y CTYJCHTOB CUCTEMHBIX 3HAHUI O COBPEMEHHBIX KOMITBIOTEPHBIX
CeTsIX, HeOOXOAUMBIX JUIst 3 (HEKTUBHON OpraHU3aIMH, COTIPOBOXKACHUS U ONITUMHU3ALINN
ceTeBOil HQPACTPYKTYphI B 33]1auax UCKyCCTBEHHOIO MHTEIJIEKTa. B 3amaum kypca
BXOJUT U3YYEHNE aPXUTEKTYPHBIX OCHOB KOMITBIOTEPHBIX CETEM, MPOTOKOJIOB NIEpeEAaIn
JAHHBIX, IPUHIUIIOB IOCTPOCHUS 3ALUIIEHHBIX U OTKAa30yCTONYUBBIX CETEH, a TAKKE
OCBOEHUME TEXHOJIOTUM B3aUMOJIECUCTBUA pactipenesn€éHubix M -cucteM u npuMeHenus

CETEeBBIX PECypCOB sl oOecredeHus paboThl
mathopm;

Kparkoe cogepkanue TUCHMIIIMHBI

HHTCJIJICKTYAJIbHBIX aJITOPUTMOB U

JlucuurinHa BKIIIOUaeT B ce0st n3ydueHue GyHaaMeHTAIbHBIX MOJICJIEH U MPOTOKOJIOB
(bYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX CETEH, METO/IOB Mepe/lau U MapiIpyTH3AIUU
JAHHBIX, a TaKXKe 0COOEHHOCTEH obecreueHus: 6€30MacCHOCTH CETEBBIX MHPPACTPYKTYP B
001aCTH UCKYCCTBEHHOTO MHTEJUIEKTA. 3HAUUTEIbHOE BHUMAHUE YIENSIETCS] OpraHu3aluu
JIOKQJIBHBIX CETEH /1Jisi 00JIaUYHbIX BBIYMCICHHUN U pacipeieIEHHBIX CUCTEM, HEOOXOTUMBIX
Jutst moaaepxkku pabotel MU -nipunoxxeHuit, a Takxke BOPOCaM WHTETPAIINH,

MaCI_HTa6I/IpOBaHI/I$I U OIITUMHU3alluH1 CCTCBBIX

pecypcoB st 3G HEKTUBHOTO 00yUYEHHUS U

3KCIUTyaTalMi HEMPOCETEN U APYTUX UHTEIUIEKTYaJbHbIX pelIeHU. B pamkax kypca
paccMaTpHUBAIOTCs MPAKTUUECKUE TPUMEPBl TOCTPOCHHS CETEBOM Cpebl st 00paboTKu
00JIBIIMX JAHHBIX U peann3anuu coBpemeHHbix MU-mumardopm. Kype npennonaraer
y4aCTHE UHIYCTPHUAIBHBIX IAPTHEPOB: MPOBEICHNUE 3aHATHI, pACCMOTPEHHUE KENCOB OT
NIaPTHEPOB, PELICHHUE KEMCOB B TOM YUCJIE MOJEINPOBAHNE KOMITBIOTEPHBIX CETEU MO
IPOEKTHI MAPTHEPOB AJII CETEBOr0 00ECeUeHUs peann3alnn MPOEeKTOB.

2. Komnerenun odyuawierocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

AUCHUIIJINHbI

[Tnanupyemsble pe3ysbTaThl OCBOCHUS
OIT BO (xomneTeHuun)

[Inanupyemble pe3ynbTarhl
00y4eHHUs 110 TUCHUIUIMHE

OIIK-3 Crniocob6eH pemiaTh CTaHIapTHBIE 3a/1a41
npodeccuoHaNBFHOMN IesITeTbHOCTH Ha OCHOBE
UH(POPMAITMOHHON ¥ OUOIHOTpagueCcKOr KYIbTYPhI
C MpUMeHEeHNeM MH()OPMAITMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHIA U C yU4ETOM
OCHOBHBIX TpeOOBaHH HH()OPMAITIOHHOM
0€e30I1aCHOCTH

3HAET: NPUHLIUIBI TOCTPOCHUS U
(GYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX CETEN, METOIbI
1 TEXHOJIOTUH CETEBOI 0€30IaCHOCTH

'YMeeT: MPOEKTUPOBaTh U HACTPAUBATH
KOMITBIOTEPHBIE CETH, 00ecTeunBaTh O€30MacCHOCTh
Y 3alUTy CeTer

OIIK-5 CnocobeH HHCTaNIMpOBaTh NPOrPpaMMHOE U
anmaparHoe obecrieueHre st HHPOPMaIMOHHBIX U
aBTOMATH3UPOBAHHBIX CHCTEM

3HaeT: MPUHLIHUIIBI PA0OTHI C CETEBBIM
00opynoBaHUEM

YMeeT: HaCcTpauBaTh CETEBOE 00OPYIOBaHHUE IS
OpraHU3ali KOMIIBIOTEPHBIX CETEN

VMeeT MpakTUYEeCKUI OMBIT: KOH(PUTYPHPOBAHUS
CETEeBOro 000pyA0BaHMS U OpraHU3aluu
KOMIIbIOTEPHBIX CETEU

OIIK-15 Cnoco6eH k pa3paboTKe aaropuTMHUYECKUX
Y IPOTPaMMHBIX PEIIECHHUIA B 00JIACTH CUCTEMHOTO U
MIPUKIIQJHOTO IPOTPaMMUPOBAHUS,
MareMaTu4ecKuX, HHQOPMAIIMOHHBIX U
MMHTALMOHHBIX MOJIEJIeH, CO3aHUIO

3HaeT: npuHLUKIBI kommyTauuu B LAN cersix,
npuHIUnel Mapmpytuzanu B LAN 1 WAN cetsax
IMeeT MpakTUYEeCKUN OMBIT: HACTPONKU U
koHurypupoanus VLAN u STP, nacTpoiiku u

KOH(UT'YpPUPOBAHHSI CTATUYECKON M JMHAMUYECKOM




MH(POPMAITMOHHBIX PECYPCOB INI00ATBHBIX CETEH,
00pa3oBaTeaLHOTO KOHTEHTA, IPUKIIATHBIX 0a3
JTAHHBIX, TECTOB U CPE/ICTB TECTUPOBAHUS CUCTEM U
CPE/ICTB Ha COOTBETCTBHE CTAHIAPTAM M UCXOIHBIM
TpebOBaHUSIM

MapLIpyTH3aLUHU, IPUMEHECHUS Pa3INYHbIX
MPOTOKOJIOB JJIsl TOMCKA HEUCITPABHOCTEN B
KOMITBIOTEPHBIX CETAX, HACTPOMKH MexaHu3ma NAT,
HacTporiku ACL criuckoB

OIIK-16 CriocobeH yuacTBOBaTh B pa3paboOTKe
TEXHUYECKOM TOKYMEHTAIIUU MPOTPAMMHBIX
MIPOAYKTOB M KOMILJIEKCOB C UCIIOJIb30BAHUEM

CTaHJapPTOB, HOPM U MIPaBUJI, a TAKKE B YIIPABICHUU
MPOEKTaMU CO3aHUs WH(OPMAIIMOHHBIX CUCTEM Ha
CTaUsX )KU3HEHHOTO IUKJIa

3HaeT: 001Me XapaKTepUCTUKH
KOMMYHHKAI[HOHHOTO 000PyI0BaHUS
(KOHLIEHTPATOPbI, KOMMYTaTOPBI,
MapILIpyTHU3aTOPbl), IPUHIIUIIBI OPTaHU3aAIUH,
TUITAHUPOBAHUS U TOKYMEHTHPOBAHHS
KOMITBIOTEPHBIX CETEN

'YMeeT: IIaHuPOBaTh KOMIIBIOTEPHYIO CETh HA
OCHOBE TpeOOBaHUI1, MPEIBABISAEMBIX K CETH, U
TEXHUYECKOM JOKyMEHTAIM1 000pyI0BaHuUS,
[UIAHUPOBATh MOJUUKALIUIO (pacUIMpeHue)
KOMITBIOTEPHOI CETH Ha OCHOBE PacTyLINX
TpeOOBaHMI K CETH

VMeeT mpakTUYEeCKUI OMBIT: MJIAHUPOBAHUS U
OpraHu3aiy, MoIu(UKaLUU U TOKyMEHTUPOBAHUS
KOMITBIOTEPHON CETH MAJIOTO MPEIITPUSITHS

OIIK-17 CriocobeH HHCTaNTUPOBATh U
COTMPOBOXKIATh MPOTPAMMHOE 0OecIieueHre
WH(OPMAITMOHHBIX CUCTEM U 0a3 TaHHBIX, B TOM
YUCJIC OTCYCCTBCHHOI'O MMPOUCXOXKICHHUSA, C YUCTOM
HH()OPMAITMOHHON O€30MaCHOCTH

3HAET: OCHOBHBIE IIPUHLUIIBI TIOCTPOEHUS U
(YHKIIMOHUPOBAaHUS KOMIIBIOTEPHBIX CETEH,
CETEBYIO MOJIEIb B3aUMOJIEHCTBUS OTKPBITHIX
cuctem OSI, ceTeByro MOJIeb CTEKA TPOTOKOJIOB
TCP/IP, npoTokos 6e30macHoi nepegayu JaHHbBIX
https

[1K-1 [LC-5] Cnnocoben npuMeHATh U (W)
IIPOEKTUPOBATH PA3JINYHBIE UHCTPYMEHTHI U
WHXEHEPHBIE MTPAKTUKU MPOMBIIIEHHOM
paspabotku cucteM MU, pazBepThiBaHus U
COTIPOBOXKJIEHUS MOJIeJIel MAIIMHHOTO 00y4€eHHs B
IIPOLYKTUBHOM Cpelie

Ymeert: - [U-4, BY] opranuzoBars ceTeBbie
B3aMMOJICHCTBUA U TIepejady JaHHBIX B paMKax
CO3/IaHUsI CUCTEM MCKYCCTBEHHOTO MHTEJUICKTa
Nmeet npaktuueckuii onbIT: - [M-4, BY] pabotsl ¢
OCHOBHBIMH CPEJICTBAMHU U METO/IaMH,
ucnoiab3yeMbiMu B uHIycTpuu UT ms
MOJICPKAHMS CETEBON HHPPACTPYKTYPhI
MPOMBILIUIEHHBIX CUCTEM HCKYCCTBEHHOTO
WHTEJIEKTa

3. Mecro aucuuninHbl B crpykrype OII BO

[Tepeuenp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB paboT y4eOHOro MmiaHa

[TepeueHb MOCIEAYIONINX AUCIIUTLINH,
BHJIOB paboT

1.0.12 OnepanvioHHbIE CUCTEMBI,
1.0.10 ApxuTeKkTypa BBIYUCINUTENBHBIX CUCTEM,
1.0.09 BBenenue B NpOEKTHYIO J1€ATENBHOCTh

1.0.24 OcHosbl DevOps,

1.0.34 IlpoekTrpoBaHUE YEIOBEKO-MAITUHHOTO
uHTep(eiica,

1.0.21 ba3bl 1aHHEIX,

1.0.23 Web-niporpaMmmMupoBaHue JIjIsi CUCTEM
MCKYCCTBEHHOTO HHTEJUIEKTA,

1.0.30 IlporpammHast HHXEHEPUS,

1.0.35 OcHOBBI pacnpeieIeHHbIX U 00JIauHBIX
BBIUMCIICHHI,

1.0.33 TexHONOTHUU U CUCTEMBI 00pabOTKH
OONBIINX JAHHBIX,

1.0.22 MamuHHOe o0ydeHue,

1.0.38 ba3sr ganabsix NoSQL,

1.0.31 OCHOBBI 3alIMTHI JAHHBIX B
WHTEJUICKTYaJIbHBIX CUCTEMAX,




|1 .0.27 TectupoBanue NporpaMmMHOT0 00eCreYeHus

TpeboBaHUs K «BXOIHBIM» 3HAHUSIM, YMEHUSIM, HABbIKAM CTYIE€HTA, HEOOXOAUMbIM
IIPY OCBOCHUHU JJAHHOM JAUCIMIUIUHBI U IPUOOPETEHHBIM B PE3yIbTaTe OCBOCHUS

MpCAMICCTBYIOIMUX JUCIHUILINH:

Jucrumimna

TpeboBanus

1.0.09 Beenenue B IPOEKTHYIO AEATENBHOCTD

3HaeT: MOHATHE HH(OPMALTMOHHON KYJIBTYPBI U POJIb
UH(POPMATTOHHO-KOMMYHHUKAIIMOHHBIX TEXHOIOTUH
(UKT) B mpoexTHO# nearenbHOCTH, -[U-2, BY]
npeaHa3HaueHue paspabdarsiBaemoii UN-cuctemsl u
OCHOBHBIE TpeOOBaHUs K 00yuaroleil BEIOOpKe
'YMeeT: OpraHn30BbIBaTh COBMECTHYIO padoTy
wieHOB kKoMaHabl ocpeacTsoM KT (coBmecTHBIE
OHJIAliH-I0KYMEHTBI, CEPBUCHI IPYNIIOBOTO
oO11eHus ); coOIoaTh MpaBuia UHGOPMALIMOHHON
0€30IaCHOCTH NPH XPAaHEHUHU U Iepeaade
KOH(UICHIIMATBHBIX JaHHBIX, -[1-1, BY]
OPUEHTUPOBATHCS B CTPYKTYpeE OOILEro pe3yibrara
npoekTa, -[11-2, BY] noaroraBnuBare qaHHbIC IS
nanpHeimei oopabotku u ananuza Mmeer
MPAKTUYECKHUM ONBIT: TPYNIIOBOM KOMMYHUKALIUU U
B3aMMOJICUCTBHS BHYTPH KOJUIEKTHBA YEPE3
TMCTAaHIIMOHHBIE CpeACcTBa CBs3H, -[U-1, BY]
y4acTBYET B IIOJIOTOBKE IIPE3EHTALIMM B paMKax
CBOEH POJIHU

1.0.12 OnepanrioHHbIE CUCTEMBI

3HAET: OCHOBHbIE KOHUEIIUH, IPUHIIUIIBI, TEOPUU U
(bakThl, CBA3aHHBIE C IOCTPOCHUEM COBPEMEHHBIX
omnepalnroHHbIX cucteM, -[U-3, [1Y] ocHoBHBIE
cpencTBa MOHUTOpHUHTa U AuarHoctuku OC,
OCHOBHBIE KOHIEMIIIMY COBPEMEHHBIX
OTIEPAIIMOHHBIX CUCTEM, OCHOBHBIE CPE/ICTBA,
[IPEOCTaBIIIEMbIE COBPEMEHHBIMU ONIEPALIIOHHBIMU
CUCTEeMaMH MPHUKIAJIHBIM IPOTPAMMaM JUIS
[pelIeHNs CUCTEMHBIX U M10JIb30BaTENIbCKUX 3a/1ad,
CTPYKTYPY COBPEMEHHBIX OTEPAIIMOHHBIX CUCTEM,
MPUHLIUIIBI pAOOTHI KX OCHOBHBIX KOMIIOHEHTOB:
71pa, MEHEIKEpa MaMsITH, TOICUCTEMBI BBO/IA-
BBIBOJIA, (DAiiJIOBOM CUCTEMBI YMEET: NCIIOIh30BaTh
CTaHJAapTHBIE HHCTPYMEHTHI COBPEMEHHBIX
OIEpPALIMOHHBIX CUCTEM IIPU PELICHUH
npakTudeckux 3amady, -[U-1, [TY] BeiOupars
OIEPALlMOHHYIO CUCTEMY U €€ IapaMeTPbl C yUETOM
TpeOOBaHUI K pa3BEPTHIBAHHUIO U COMPOBOKIACHUIO
MOJIeJIe NCKYCCTBEHHOI'O MHTEIUIEKTa B Cpesie
DKCIUTyaTallly, UCIIOJIb30BaTh CTaHIApTHBIC
UHCTpYMEHTHI coBpeMeHHbIX OC npu pereHun
3a/1a4 mpoeccuoHaNbHOMN 1eATeIbHOCTH,
WCIIOJIB30BaTh UHTEP(EHCHI MPUKIIATHOTO
MPOrpaMMUPOBAHUS, IPEAOCTABISIEMbIE
COBPEMEHHBIMH OIIEPALIMOHHBIMU CUCTEMAMHU,
yCTaHaBIIMBaTh U HACTPAUBATh OTMIEPAIIUOHHYIO
CUCTEMY, CO3/1aBaTh PUKJIAJHbIE IPOrPaMMBbl B
tepmuHax APl OC, ncnonb3oBaTh CTaHAAPTHBIE
UHTEPQEIChl COBPEMEHHBIX ONEPAIMOHHBIX CHCTEM




TSI pENIeHUs 3a]1ad IpodeCcCuOHAIBHON
nesTeTbHOCTH ViMeeT mpakTUYeCKUi OTbIT: PabOThI
C OCHOBHBIMHM KOMITOHEHTAMU COBPEMEHHBIX
onepanroHHbIX cucteM, -[11-2, BY| peanuzanuu
CKPHUITOB U HACTPOMKHU ONEPAMOHHON CUCTEMBI
TSl aBTOMATH3aIUH 3aITyCKa, MOHUTOPUHTA U
YCTOMYMBON pabOTHI CEPBUCOB HCKYCCTBEHHOTO
WHTEJIJIEKTa B cpefie skcrutyatanun[ -3, I[1Y]
MCIIOJIb30BaHUS CPEJICTB MOHUTOPUHTA U
nmuargoctuky OC g a"Haiau3a cTaOMJIBHOCTY U
MPOU3BOJIUTEIHLHOCTU CEPBUCOB UCKYCCTBEHHOTO
WHTEIJIEKTa B CpeJie IKCILTyaTaluu, paboThl ¢
OCHOBHBIMU Buiamu uHTepdeiicoB OC -
KoMaHIHBIM U API, co3ganus npukiagHbIX
nporpaMm ¢ ucroiabzoBanueM API Windows,
MCIIOJIb30BaHMs OCHOBHBIX BUAOB HHTEp(PeiicoB
orepamonHoi cucreMbl Windows, co3nanus
KOMaHJIHBIX (paitnoB, ncronp3oBanus API
OTIEPALIMOHHBIX CHCTEM IIPH pa3paboTKe
MPUKIIATHBIX IPOTPaMM JIJIsl pelIeHUs 3a/1a4
npodeccCHOHANBHON IeITeTbHOCTH

1.0.10 ApxuTeKTypa BIYUCIUTEIBHBIX CUCTEM

3naer: -[M1-1, BY] apXuTeKTypbl BEIUNCIUTEIbHBIX
CUCTEM, HEOOXOTUMBIX JIJISl IPOEKTUPOBAHUS U
peanu3aly BHICOKOIIPON3BOINUTENBHBIX PELICHUN B
chepe MPOMBIIIIEHHOTO BHEAPEHUS! CUCTEM
MCKYCCTBEHHOI'O MHTEJUIEKTA, OCHOBHBIE TIOHATHUS U
MPUHLIUIIBI TOCTPOEHHUS BBIUUCIUTENBHBIX CUCTEM
Ymeer: -[U-1, BY ] nonGupars HHCTPYMEHTHI U
TEXHOJIOTUHU Il PECYPCHOTO 00ECIIEUeHNUs] CUCTEM
MCKYCCTBEHHOI'O MHTEJUIEKTA Pa3INYHbIX
MacIITabOB COIIaCHO TPeOOBAHUSIM MPOEKTA,
QHAJIM3UPOBATh U BHIOMPATh MOAXOAIIEE
anmnapaTHoe oOecreueHue i KOHKPETHOH 3a1a4uu
MeeT pakTUYEeCKUN OMBIT: MOHTAKa U HACTPOUKHU

CEpBEPHOT0 000PYIOBAHUS

4. O0bém 1 BUABI YUeOHOH PadOTHI

OO6m1ast Tpy10eMKOCTh JUCHUILUIMHBI cocTaniseT 3 3.e., 108 4., 70,25 .

KOHTAKTHOU PabOThI

Pacrnpenenenue nmo cemectpam
N Bcero B Hacax
Bun yuebuoid padots: 4acoB Howmep cemectpa
3

OO6mmas Tpy10EMKOCTh TUCIIUTUTHHBI 108 108
AyoumopHvie 3auamusi: 64 64

Jlexuuu (JI) 32 32

[TpakTudeckue 3aHATUS, CCMHHAPHI U (FITH) IPYTHE BHIIBI 0 0
ayauTopHbIxX 3aHaTuil (I13)

JlabGopatopusbie pabotsl (JIP) 32 32
Camocmosmenvras paboma (CPC) 37,75 37,75




Brimonnenne pabot 1o keiicy napTHepoB 16 16

N3yuenne coBpeMeHHbIX MyOIUKaIUN IO TEMe 16 16
"KOMIIBIOTEPHBIE CETH"

IToxroroBka k 3adery 5,75 5.75
KoHcynpranyy u npoMeKyTouHast aTTeCTalus 6,25 6,25
Bu koHTpOIIs (3adeT, nud.3a4eT, SK3aMeH ) - 3a4eT

5. ConeprkaHue TUCHMILTIMHBI

Ne HanMeHOBaHIE pasIenos AMCIHILIHHEI OObeM ayJUTOPHBIX 3aHATUH 110 BUJIaM B yacax
pasnena Bcero JI 113 JIP
1 (OCHOBBI KOMITBIOTEPHBIX CETEH 12 6 0 6
2 |[KomMmyTanus u arperupoBaHue 16 8 0 8
3 [MapupyTu3aius u CETeBbIE YCIyTH 20 10 0 10
4  |be3omacHOCTh U YIIpaBJIEHUE CETHIO 16 8 0 8
5.1. Jlekuun
Ne Ne Koa-
nexuuulpasena HaumenoBanue mim kpaTkoe coep>KaHue JIEKIIMOHHOTO 3aHATHUS BO
4acoB
| 1 Mopens B3aumonerictBus oTKphIThIX cucteM (OSI) u cereast monens TCP/IP. 2
'YpoBHU, NX (PYHKIIMH 1 B3aUMOJICHCTBUE, CPABHEHUE MOJIETIEeH
) 1 Du3nueckoe NOAKIIOYCHNE 1 0a30Bble KOMaH/Ibl KOH(PHUTYpaIuy CETEBOTO )
000pynOBaHUS
3 1  [TumoBkIe CXxeMbI CETEBOTO B3anuMoIecTBUA. ba3oBast apxuTekTypa cereit 2
4 2 |KommytaTopsl ypoBHs L2: npunuuns! padotsl, Tabnuina MAC-aapecos 2
5 2 |Spanning Tree Protocol (STP): 3amuTa oT nerens, NpuOPUTETH IOPTOB U MOCTOB | 2
6 ) BupryanbsHbie nokanbHble ceTd (VLAN): koHIenus, npeumMyIecTsa, )
TErHpOBaHHE
7 5 EtherChannel: arperupoBanue kKaHaJIOB ISl TIOBBIIIIEHUS TTPOITYCKHOM )
CIIOCOOHOCTH
8 3 [MapupyTtuzarops! 1 L3 koMMyTaTopbl: OTINYHMS, 00JaCTh NPUMEHEHHUS 2
9 3 |Craruueckas mapuipytuzanus. TaOnuna MapipyTH3aluu, METPUKH 2
10 3 Jnnamuyeckas Mapupytuzamus: npotokoiasl OSPF u EIGRP, ocHoBHBIE )
KOHILIETILINN
1 3 DHCP: nporoxon aBromMaTnyeckoro pacnpenenenus [P-agpecos. Konguryparnus u )
yIpaBiIeHHe
12 3 NAT (I\{ etwork Address Translation): Tpancisitust agpecos, TUnbl NAT, 5
HACTpOMKa
13 4 |Access List (ACL): cnicku ynpaBieHus 10cTynom, puiasrpanus Tpaduka 2
14 4  |Wi-Fi, 6ecripoBOHBIC CETH, U METOJIbI TUATHOCTUKH 2
15 4 VPN (Virtual Private Network): Tyanenu, Tuniet VPN, 6€30macHOCTh COeTUHEHHIMA )
(JIlek1ys OT MapTHEPOB)
16 4 |Homonuurensubie cepBuckl (NTP, SYSLOG, AAA, TFTP) 2

5.2. llpakTHyecKue 3aHATHS, CEMHUHAPbI

He npenycmorpenst

5.3. JIaboparopHbie padoThI




Ne Ne Kox-
HanmeHnoBaHue wim KpaTkoe CofepskaHue JJabopaTOpHOI paboThI BO
3aHATHA|pa3Iena)
4acoB
1 1 [TonkmoueHne K ceTeBOMY 000pyIOBaHHUIO U BHIMIOTHEHNE 0a30BBIX KOMAH]T )
KOH(QUrypaluuu
> 1 AHaJIN3 TUIOBBIX CETEBBIX APXUTEKTYP U NOCTPOECHUE MPOCTOM IBYyXypPOBHEBOU >
CETH
3 1 |OcHossl Ethernet: kabenu, pazbEMbI, MPOBEPKA COCTUHEHHUMA 2
4 2 |Kondurypauus KoMMyTaTopa 2
5 2 |Hactpoiika Spanning Tree Protocol (STP) u ero moaudukamnuii 2
6 2 |Coznanue u xondurypamuss VLAN Ha mpumepe keiica oT mapTHEPOB 2
7 2 |Hactpoiika arpernpoBaHue OPTOB 2
8 3 |Mapmpyrtuzanus Ha L3 kommyTarope 2
9 3 Cratudeckast MapIIpyTH3AIIHS: HACTPOMKA MapIIPYTOB, aHATTU3 TAOIHUITBI )
MapIIpyTH3AMAN
10 3 |Hactpoiika npoTokosa nuHamuieckoi mMapuipytusanun OSPF 2
11 3 |Hactpoiika DHCP 2
12 3 |Hacrtpoiika cratnyeckoro u nuHamudeckoro NAT 2
13 4 |Access List: coznanue ACL, ¢punbrpanus Tpaduka, IpuMeHeHne K uurepdericam| 2
14 4  |Hacrpoiika 6ecripoBogHoi cetn Wi-Fi 2
15 4 |VPN: HacTpoiika 3alMIIEHHOTO COSTMHEHHS MEXTY CEeTIMH, ITUGPOBaAHUE 2
16 4 JlnarHocTrka ceTeBhIX MpobaeM: koMaH bl troubleshooting, aHanu3 makeTos, )
ONITUMHU3AIIHS
5.4. CamocrosiTesqibHasi padoTa CTyIeHTA
Beinonnenne CPC
Cnucoxk nureparypsl (C yKkazaHUEM Kon-
[Monsux CPC paszernos, ras, CTpaHuil) / ccbuika Ha  (CemecTp| BO
pecypc 4acoB
1. XaputoHoB, A. KoMIblOTepHBIE CETH U
MPOTOKOJIBI MIEpPeIaur JAHHBIX : yueOHOe
nocobue / A. XapuToHoB, A. J[>kamMaHKYJIOB.
— Cankr-IlerepOypr : HUY UTMO, 2023.
— 136 ¢. — Texkct : anmekTpoHHsI // JIansb :
DIIEKTPOHHO-OMOIMOTEYHAs cCCTeMa. —
URL: https://e.lanbook.com/book/460139 2.
babaes, C. 1. TexHomoruu, cTan1apThl U
BrimonHeHne padoT 1Mo Kelcy mapTHEPOB  |TPOTOKOJIBI BRIYUCITUTEIBHBIX CETEH. 3 16
TeXHOTOTMHU BEIYMCITUTEIBHBIX CETEH :
yueoHnoe nmocoodwue / C. . babaes, b. B.
Koctpos, M. b. Hukudopos. — Ps3ansb :
PI'PTY, 2024 — Yacte 1 — 2024. — 164 c.
— ISBN 978-5-907352-53-7. — Tekcr :
PIEKTPOHHBIN // JIaHb : AIIEKTPOHHO-
oubnuoreunas cucrema. — URL:
https://e.lanbook.com/book/439760
1. Opnuk, K. C. Apxurekrypa ceTeBon
UHPPACTPYKTYPHI COBPEMEHHBIX IIEHTPOB
M3yueHne coBpeMeHHbIX myonukanuii mo  |00padotku nanubix / K. C. Opauk // 3 16
TeMe ""KOMIIbIOTEpHBbIE ceTh" CoBpeMeHHbIE TEHJECHIIMN PA3BUTHSI HAYKU U
oOpa3zoBanus: Teopus u npakruka : 11
MesxTyHapoiHasl HAyYHO-TIPAKTUYeCKast




koH(pepenius, Mocksa, 13 utons 2018 roxa
/ MOCKOBCKHIA MTOMTUTEXHUYECKUN
yausepcuteT; [lox pex. I.C. XKykoBoii. —
MockBa: YupexJIeHne BbICIIETO
oOpa3zoBanust "MHCTUTYT CUCTEMHBIX
texHonoruii", 2018. — C. 229-233. — EDN
YSSIDR. 2. Sutanto, Yu. Cybersecurity
Challenges and Al-Powered Mitigation
Strategies in CCTV Surveillance Systems /
'Yu. Sutanto // International Journal of
Information System and Innovative
Technology. — 2024. — Vol. 3, No. 2. — P. 17-
24.—-DOI 10.63322/fsk65573. — EDN
TKETPX. 3. Energy-Efficient Routing
Protocols in Wireless Sensor Networks a
Comprehensive Survey and Future
Directions / S. Kumar V, D. P. B S, S.
Valaboju [et al.] // ITM Web of Conferences.
—2025. — Vol. 76. — P. 03007. — DOI
10.1051/itmcont/20257603007. — EDN
MQBJLW. 4. Maglaras, Leandros & Ferrag,
Mohamed Amine & Janicke, Helge &
Buchanan, William & Tassiulas, Leandros.
(2023). Bridging the Gap between
Cybersecurity and Reliability for Critical
National Infrastructures.
10.13140/RG.2.2.20088.32003/1. 5. Rukon,
Md & Karim, Md & Shawon, Md & Rafi,
Md & Sayem, Hossain. (2024). Enhancing
Network Security: A Framework for
Proactive Cyber Defense Using Artificial
Intelligence and Big Data. European Journal
of Theoretical and Applied Sciences. 2. 196-
209. 10.59324/ejtas.2024.2(6).15.

IloaroTroBka K 3a4CTy

Cetn 9BM u cpencTBa KOMMYHUKAIUY :
yaeOHoe nmocobue / cocrasurenu B. .
bpexHes, E. B. benseBa. — YnbpsHOBCK :
YU TA, 2019. — 170 ¢c. — Texcr :
PIIEKTPOHHBIN // JIaHb : 2JIEKTPOHHO-
OuOIMOTeYHas CUCTEMA.

https://e.lanbook.com/book/162527
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6. @oH/1 OLIEHOYHBIX CPEICTB /ISl IPOBeIeHHsI TEKYLero KOHTPOJIsl YCIIeBAeMOCTH,
MPOMEKYTOYHOI aTTecTaluu

KonTponb kauecTBa 0CBOECHUS 00pa30BaTEIbLHOM MPOrpaMMbl OCYIIECTBIISETCS B

cootBercTBHH ¢ [Tonokenrnem o 6aNTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTATOB
y4eOHOM JESITEIIbHOCTH 00yJarOIIIXCS.

6.1. KouTpoabusie meponpusitusa (KM)

No
KM

Ce-
MECTP

Bun
KOHTPOJISI

HazBaunue
KOHTPOJILHOTO
MEPOIPUATHS

Makc.
a1

Bec [Topsimok HauucneHus 6aI0B

Yuu-
THIBA

CTCA




B [1A

Texymmii
KOHTPOJIb

JlaGopaTopHbIii 010K
Nel: «OcHoBbl ceteii| 2
U KOMMYTaIlm»

10

OneHnBaHMe 3a/1aHUs] TPOU3BOAUTCS TIO
[T KPUTCPHUSIM.

1. KoppeKTHOCTb BHITIOTHEHHUSI OCHOBHBIX
ATAIOB 3a/IaHUS:

- BBITIOJTHEHO C CYIIECTBEHHBIMU
ommrOKaMu WK dTarl mporyiieH — 0
0alIoB,

- 9Tal YaCTUYHO peanu3oBaH — 1 6a,
- Bce TpeboBaHUs dTarna CoOMIOIEHBI
MpaBWJIbHO — 2 Oasia.

2. [IpaBubHOCTH KOH(MUTYpAIIH:

- KoH(urypamwus He padoraetr — 0
0aIlIoB,

- €CTh OT/ICJIbHBIC ONTUOKH HITH HEJIOYESTHI
B KOH(urypauu — 1 6am,

- KoH(urypamus BepHas — 2 Oasia.

3. KoppeKTHOCTb TOMOJIOTHH CETH:

- TOTIOJIOTHSI CETH HEBEPHASI HITH
orcyTcTByeT — 0 6asos,

- B TOTIOJIOTHH CE€TH €CTh HeJTOUeThl — |
Oa,

- TOTIOJIOTHSI CETH BBHITIOJTHEHA BEpHO — 2
Oamna.

4. OG0CHOBaHHOCTbH U MOJTHOTA OTBETOB
Ha TEOPETHUUYECKHIE BOMPOCHI:

- OTBETHI OTCYTCTBYIOT HJIH COZICpIKAT
rpyObie ommoOku — 0 6anos,

- OTBETHI YaCTUIHO BEPHBI WIH HE
pacKpbIBaloT CyTh — | Gai,

- IaHBI TIOJTHBIC, aPTYMEHTHPOBAHHBIC
OTBETHI — 2 Oana.

5. IIpaBUIIBHOCTE COXpaHEHUS U

0 OpMIICHHUSI UTOTOBOTO OTYETA!

- oT4eT He 0()OPMJICH HJIU BBITTOJTHEH HE
o TpeboBanusiM — () Gaos,

- oT4eT 0pOpPMIIEH YaCTUYHO IO
TpeboBanusM — 1 Gai,

- OTYET TOJTHOCTHIO OTBEUALT
MPEIbABISIEMBIM TPeOOBaHUSIM — 2
Oasna.

3a4CT

Texymmii
KOHTPOJIb

JlaGopaTopHsIii 010K

Ne2: «PacmmpenHbie

texHosornu L2 u L3
KOMMYTaIus»

10

OneHuBaHMe 3a/1aHUsl TPOU3BOAUTCS IO
[SATH KPUTEPHUSIM.

1. KOppeKTHOCTB BBINIOTHEHUS] OCHOBHBIX
ATANoB 3alaHUs:

- BBIIIOJTHEHO C CYIIECTBEHHBIMU
OLIMOKaMU HJIH 3Tan npomnyuied — 0
0aJuIoB,

- 9Tal YaCTUYHO peayn3oBaH — 1 Oa,

- Bce TpeOOoBaHuUs dTara CoOII0ICHBI
NpaBUIbHO — 2 Gaia.

2. [IpaBuiibHOCTH KOH(UTYpAIUH:

- KoH(urypauus He padoraer — 0
0aJuIoB,

- €CTh OT/IeJIbHbIE OIMOKH WM HEI0YEThI

B KOH(urypanuu — 1 6ami,

3a4CT




- KoOH(uUrypauus BepHas — 2 Oana.

3. KoppeKTHOCTb TOTIOJIOTUU CETH:

- TOTIOJIOTHSI CETH HEBEPHASI UITU
otcyTcTByeT — () Gasuios,

- B TOTIOJIOTHH CETH €CTh HeIoueThl — |
Oa,

- TOTIOJIOTHSI CETH BBITIOJTHEHA BEPHO — 2
Oanna.

4. O0G0CHOBAaHHOCTbH U MOJTHOTA OTBETOB
Ha TEOPETUYECKHE BOIIPOCHI:

- OTBETHI OTCYTCTBYIOT HIIU COZIEpXKAT
rpyobie ommoOku — () 6asioB,

- OTBETHI YaCTUYHO BEPHBI WIIN HE
PacKphIBAIOT CyTh — 1 Ga,

- IaHBI TIOJTHBIC, APTYMEHTUPOBAHHBIC
OTBETHI — 2 Oasia.

5. IIpaBUIIBHOCTB COXpaHEHUS U
0(OpMIIEHHSI UTOTOBOTO OTYETA!

- OT4eT He 0(hOPMJICH UJIU BBITIOJHEH HE
mo TpedoBaHusIM — () 6aILIOB,

- OTYeT OPOPMIICH YACTUYHO T10
TpebdoBaHusIM — 1 Gas,

- OTYET MOJTHOCTHIO OTBEUAET
MPEeIbABISIEMbIM TPeOOBaHUIM — 2
Oaa.

Texymui
KOHTPOJIb

Pa3zpaboTtka
IPOTOTUIA
KOMITBIOTEPHOU CETH
0 KeWCy MapTHEPOB

10

OneHuBaHue 3a1aHusl IPOU3BOANUTCS I10
[T KPUTCPHUSIM.

1) [TonroTa onucanus otxaenos JIBC:

- OTJIEJIbl HE BBIJCJICHBI MU OIMCAHBI
¢dbparmenTapso - 0 6asos,

- OCHOBHBIE OTJI€JIbI Ha3BaHbl KPaTKo, HO
HESICHBI ceTeBble TOTpeOHOCTH - 1 Gan,
- BCE OTJIEJIbI ONKCAHBI C POJISIMH,
cepBHCaMU M TPeOOBAHUSAMH JIOCTYTIA - 2
Oanna.

2. JlJornuHOCTB cXeMBbl, OTCyTCcTBHE L2-
OTKAa30B:

- TONOJIOTHSI HESICHA C SIBHBIMU
€IMHCTBEHHBIMU TOYKaMH OTKa3a - 0
0alIoB,

- CXeMa JIOTHYHA, HO C YaCTUYHBIM
pesepBupoBaHueM - 1 Ga,
-TONOJIOT S MpopaboTaHa, OTKA3bI
MUHUMU3UPOBAHBI LI 00OCHOBAHHI - 2
Oanna.

3. Koppekranocts VLSM-anpecanuu:

- OIIMOKHU: MepeceueHus, HeBepHbIe
Mmacku/azipeca - 0 6amios,

- B LI€JIOM BE€PHO, HO C HETOYHOCTSIMH U
HedPEeKTUBHOCTHIO - 1 Oan,

- TIOICETH TOYHBI, 0€3 TIepecedeHu, C
3amacoMm aJipecoB - 2 Gaia.

4. DMZ: BplieneHue U apryMeHTalus:

- DMZ otcyterByet unu popmansha - 0
0ajoB,

- DMZ o6o3HaueHa ¢ o01umm

3a4CT




00BsICHEHHEM - 1 Oa,

- DMZ TOmoiornyecku BeIAEICHA C
CepBUCAMU U POJIBIO 3alTUTHI - 2 Oasa.
5. KauectBo oopmieHus oruera:

- HeOpeXXHO: 03 CTPYKTYpHI, OLITHOKH,
HeunTaeMmo - 0 0aJIOB,

- 6a30Bas CTPYKTypa C OTJEIbHBIMU
HemoyeTaMH - 1 6a,

- CTPYKTYPHUPOBAHO: pa3/eiibl, OANUCH,
YETKUH CTUJIb - 2 Oaa.

Texymmii
KOHTPOJIb

PyGexHbIil KOHTPOIIb
1 (Tect no pasnenam
1u?2)

30

Tect u3 20 Bormpocos: 10 Bonpocos ¢
BbI0OpOM oTBeTa (1 Gast 3a mpaBUILHBIN
oTBeT), 10 BOMPOCOB CO MHOKECTBEHHBIM
BBIOOPOM OTBETOB WJIM CO CBOOOIHOM
dhopmoii oTBeTOB (2 6asa 3a MpaBUILHBII
oTBeT, 1 0as 3a YaCTUYHO MPABUIIbHBIN
OTBET)

3a4CT

Texymmii
KOHTPOJIIb

JlaGoparopHblii 010K
Ne3:
«MapupyTuzanus 1
TPAHCIISIHS
a/IpecoB»

10

OreHBaHME 33aJaHHUS TPOU3BOIUTCS IO
[SATH KPUTEPHUSIM.

1. KOppeKTHOCTB BBINIOTHEHUS] OCHOBHBIX
HTAIOB 3a/1aHUs:

- BBITIOJIHEHO C CYIIECTBEHHBIMH
OLIMOKAaMU WJIU 3Tan npomnyuied — 0
0aJIoB,

- 9Tal YaCTUYHO peayn3oBaH — 1 Oa,
- Bce TpeOOBaHuUs dTara CoOTI0ICHBI
NpaBUIbHO — 2 Gaia.

2. [IpaBuiibHOCTH KOH(UTYpAIUH:

- KoH(urypauus He padboraer — 0
0aJuIoB,

- €CTh OT/IeJIbHbIE OIMOKH WM HEI0YEThI
B KOH(urypanuu — 1 6ann,

- KOH(uUrypanus BepHas — 2 Gaia.

3. KoppeKTHOCTh TOMIOJIOTHH CETH:

- TOTIOJIOTHSI CETH HEBEPHAs WIIH
otcyTcTByeT — () Gasuios,

- B TOIIOJIOTMH CETH €CTh HeJJoueThl — 1
OaJw,

- TOTIOJIOTHSI CETH BBIIIOJHEHA BEPHO — 2
Oama.

4. O60CHOBAaHHOCTH U MOJTHOTA OTBETOB
Ha TEOPETUYECKHE BOIIPOCHI:

- OTBETHI OTCYTCTBYIOT HJIM COZIEpIKaT
rpyobie ommoOku — (O 6asuioB,

- OTBETHI YACTUYHO BEPHBI HIIU HE
pacKphIBAIOT CyTh — 1 Ga,

- JJaHbI MOJIHBIE, APTYMEHTUPOBAHHBIE
OTBETHI — 2 Oasia.

5. IIpaBUIIBHOCTB COXpaHEHUs U

0 OopMIIEHHS UTOTOBOTO OTYETA!

- OTYeT He 0()OPMIIEH HJIU BBHIIIOJIHEH HE
o TpedoBanusM — 0 6anos,

- OTYeT OPOPMIIEH YACTUYHO T10
TpeboBaHusIM — 1 Gai,

- OTYET MOJHOCTHIO OTBEUAET

peIbsBIsIEMbIM TPeOOBaHUIM — 2

3a4CT




oaJuia.

Texymmii
KOHTPOJIb

JlaGopaTopHbIii 010K
Ne4: «be3omnacHoCTb
Y TPaOJIIITy TUHTY»

10

OneHnBaHMe 3a/1aHUs] TPOU3BOAUTCS TIO
[T KPUTCPHUSIM.

1. KoppeKTHOCTb BHITIOTHEHHUSI OCHOBHBIX
ATAIOB 3a/IaHUS:

- BBITIOJTHEHO C CYIIECTBEHHBIMU
ommrOKaMu WK dTarl mporyiieH — 0
0alIoB,

- 9Tal YaCTUYHO peanu3oBaH — 1 6a,
- Bce TpeboBaHUs dTarna CoOMIOIEHBI
MpaBWJIbHO — 2 Oasia.

2. [IpaBubHOCTH KOH(MUTYpAIIH:

- KoH(urypamwus He padoraetr — 0
0aIlIoB,

- €CTh OT/ICJIbHBIC ONTUOKH HITH HEJIOYESTHI
B KOH(urypauu — 1 6am,

- KoH(urypamus BepHas — 2 Oasia.

3. KoppeKTHOCTb TOMOJIOTHH CETH:

- TOTIOJIOTHSI CETH HEBEPHASI HITH
orcyTcTByeT — 0 6asos,

- B TOTIOJIOTHH CE€TH €CTh HeJTOUeThl — |
Oa,

- TOTIOJIOTHSI CETH BBHITIOJTHEHA BEpHO — 2
Oamna.

4. OG0CHOBaHHOCTbH U MOJTHOTA OTBETOB
Ha TEOPETHUUYECKHIE BOMPOCHI:

- OTBETHI OTCYTCTBYIOT HJIH COZICpIKAT
rpyObie ommoOku — 0 6anos,

- OTBETHI YaCTUIHO BEPHBI WIH HE
pacKpbIBaloT CyTh — | Gai,

- IaHBI TIOJTHBIC, aPTYMEHTHPOBAHHBIC
OTBETHI — 2 Oana.

5. IIpaBUIIBHOCTE COXpaHEHUS U

0 OpMIICHHUSI UTOTOBOTO OTYETA!

- oT4eT He 0()OPMJICH HJIU BBITTOJTHEH HE
o TpeboBanusiM — () Gaos,

- oT4eT 0pOpPMIIEH YaCTUYHO IO
TpeboBanusM — 1 Gai,

- OTYET TOJTHOCTHIO OTBEUALT
MPEIbABISIEMBIM TPeOOBaHUSIM — 2
Oasna.

3a4CT

Texymmii
KOHTPOJIb

HToroserit mpoeKT:
KOH(QUTypUpOBaHUE
KOMIIBIOTEPHOU CETH

0 KeHCy OT
apTHEPOB

10

OneHuBaHMe 3a/1aHUsl TPOU3BOAUTCS IO
[SATH KPUTEPHUSIM.

1. DHCP u cBsa3nHocts VLAN:

- XOCTHI He noiy4arot IP; ping BHyTpH
'VLAN He paboraer - 0 0asios,

- IP BBIaroTes, HO ping cOOUT y
OTIEJILHBIX XOCTOB - 1 Oan,

- Bce XocThl nomyyatot [P, ping ycnemen
BHYyTpU VLAN - 2 Gama.

2. Mapupytuzanus mexay VLAN:

- HET MapIIPyTH3AINHN; XOCTHI Pa3HBIX
VLAN He BuzsAT apyr apyra - 0 6aios,

- MapuIpyTU3alKs YacTUYHA: paboTaeT He
st Beex map VLAN - 1 Gam,

- ping npoxoaut Mexay BceMu VLAN 0e3

3a4CT




OIMOOK COTIIACHO TIOTUTUKH
0e301macHOCTH - 2 Oaa.

3. Hactpoiika STP u EtherChannel:

- EtherChannel/STP ne HactpoeHs! uiun
paboTaroT HEKOppeKTHO - O GaoB,

- HaCTpPOEHbI 0230BO, HO HET ONTUMHU3AIINH
0] IMEFOIIYIOCS TOTIOJIOTHIO CETH - 1
Oa,

- EtherChannel cTtabuien, umeercs
ONTUMMU3AIIMS 1101 TOTIOJIOTHIO CETH - 2
Oamna.

4. NAT m1st BbIXO/1a B UHTEPHET:

- NAT He paboTaeT; XOCTHI HE BBIXOJIAT B
WHTEpHET - 0 6aIIOoB,

- NAT gyactuuHO (pyHKIIMOHHPYET C
omuOKkaMu - 1 0am,

- monHbid NAT Overload: Bce XocThI
MMEIOLIUE IOCTYI B UHTEPHET BBIXOST
KOPPEKTHO - 2 Oaa.

5. Koppektaocts ACL (monuTuka
nocTymna):

- ACL oTcyTCcTBYIOT WM OJOKHUPYIOT
HYXHbII Tpaduk - 0 6ayios,

- ACL 4acTM4HO BEPHBI: €CTh HEBEPHO
HACTPOCHHBIE MOJUTHUKY - | Oa,

- ACL noJHOCTBIO COOTBETCTBYIOT
noJuTHKe 0e3 yTeuek - 2 Oasia.

PyGexxHbIi KOHTPOJIb

Tect n3 20 Bonpocos: 10 Bompocos ¢
BbIOOpOM OoTBeTa (1 6an 3a mpaBUILHBIN
oTBeT), 10 BOMPOCOB CO MHOKECTBEHHBIM

8 3 Eg}gugg 2 (Tect mo paznenam 30 [BEIOOPOM OTBETOB WJIM CO CBOOOHOM 3a4eT
P 3ud) ¢dopmoit oTBeTOB (2 Gaa 3a MpaBUILHBIN
oTBeT, 1 0aT 3a YaCTHYHO NMPaBUITHHBIH
OTBET)
Ha tect otBoauTCA 90 MUHYT.
Bonpocel noapazaensiores Ha 3 Tumna:
ITpome- - BEpHO/HE BepHO (2 Oamn);
9 3 KyTOYHAs TectupoBanue 100 |- MHOXecTBeHHBIN BbIOOp ¢ 1 oTBeTOM (3  [3aueT,
aTTecTalus Oama);

- MHOKECTBEHHBII BBI60p C HECKOJIBbKUMHU

oTrBeTaMu (5 6amoB).

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEHUBAHUS

Bun
IIPOMEKYTOYHOMU IIpouenypa nposeaeHus Kpurepui
P Y p ypafip OLIEHUBaHUS
arTecTalyun
Ha 3aueTe npoucxoaut orieHnBaHne Y4eOHOU AeSTETHHOCTH
00yJaronuxcs Mo AUCIUILTUHE Ha OCHOBE MOJyYEeHHBIX OIICHOK 32
KOHTPOJILHO-PERTHHIOBBIE MEPOIIPUATHS TEKYIIIETO KOHTPOJIS.
KOI:IT onLHpoe MEPOII H;{Tnepn (I:MC)K TO‘{H}(])fI aTTeCTaIfI/II/I B cootseTcTBHM C
aaet I OBOJP;HTC;{ BO B I;Ms[psaqua BpBI/I)Ie };THOFO ompoca, eciu . 2.5, 2.6
p p y poca, Tlonmosxennsa
CTYJIEHTY HE XBaTWJIO OAJIOB IS BHICTABIICHHUS 3a4€Ta IO
TEKyIlIeMy KOHTPOJIIO. B 3TOM cityuae, mpu yCIOBUH BHITIOTHEHUS
BCEX KOHTPOJIbHO-PEUTHUHTOBBIX MEPONPUITHH, CTYJIEHTY 3a0al0TCs




5 BOIPOCOB U3 pPa3HbIX TEM Kypca, O3BOJISAIOIINX OLEHUTh
c(hOopMHUPOBaHHOCTH KOMIETEHIIMA. Bpems Ha MOATrOTOBKY OTBETOB
HE NpeaycMoTpeHo. Vcronp30BaHNE BCIIOMOTaTeIbHbIX
MaTEpHAJIOB MIPU OATOTOBKE OTBETA HE IOy CKAETCH.
[TpaBUIIBHBIN OTBET HAa BOIPOC COOTBETCTBYET 1 Oasmy.
HenpaBunbHbIii 0TBET Ha Borpoc cooTBeTcTBYeT 0 6ayuioB. Eciaun
CTY/ICHT COIVIACEH C OLICHKOM, IIOJIy4eHHOH 110 pe3yJIbTaraM
TEKYLIEro KOHTPOJISL, TO OH MOXKET B JIEHb, IPEAIIECTBYOIINN
IIPOMEXKYTOYHON aTTECTALMU JaTh CBOE COIVIACHE B JTMYHOM
kabuHeTe. B ciayuae sIBKU CTy/IeHTa Ha MPOMEKYTOUHYIO
aTTeCTallNIo, JaBIIETO CBOE COIVIACHE HA aBTOMAT B JIMYHOM
KaOMHEeTe, CTY/IEHT UMEET MPaBo MPOUTU MEPONPUATHUS TEKYIIETO
KOHTPOJIS 10 AUCIMILIIMHE HAa IPOMEXKYTOYHON aTTeCTAlMU JJIs
YIIy4ILIEHHs CBOETO PEUTUHTA B JIEHb €€ NpoBeaeHusl. CHUKeHne
OLIEHKH B 3TOM Clly4ae 3ampelieHo. Eciau cTyaeHT He gain coracus
B JIMYHOM KaOWHETE, TO OH MOXKET COTTIACUTHCS C OL[EHKOM JINYHO
Ha IMPOMEKYTOYHOM aTTECTAllUU B JIEHb €€ NMpoBecHUs. Eciun
CTYIEHT HE COITIaCEeH C OLIEHKOM, TO OH UMEET PaBo MPOUTH
KOHTPOJIbHO-PEUTUHIOBBIE MEPONPUATHUS HA IPOMEKYTOUHOU
aTTeCTalNHU JUIsl YIIYUIIEHHs] CBOETO PEUTHHTA B JIEHb €€
npoBeneHus. PuKcanus pe3yabTaToB y4eOHO! AeATEIbHOCTH 1O
JUCHHUIIIIMHE TPOBOAMUTCS B A€Hb IPOMEXKYTOUHON aTTECTALlUU Ha
OCHOBE COIIacusl CTY/IEHTA, IaHHOTO UM B JIMUHOM KabuHeTe. [Ipu
OTCYTCTBHUH COINIACHSA B KypHaJe TUCIUILTNHBI (PUKcalus
pE3yABTAaTOB IPOUCXOIUT MPHU JIMYHOM IPUCYTCTBUM CTYACHTA.
Ecnu cTyneHT He naji cornacue B IMYHOM KaOWHETE U HE SIBUJICS Ha
IIPOMEKYTOUHYIO aTTECTALINIO — EMY BBICTABIISIETCS «HESIBKAY.

6.3. ITacnopt ¢oHaa OLIEHOYHBIX CPEACTB

Ne KM
Komnerennun Pesynprarel 00yueHus
3(4|516(7
OITK-3 3HaeT: NPUHLUIIBI HOCTPOEHUS U (PYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX Apgnt
ceTel, METO/Ibl U TEXHOJIOTUHU CETEBON OE€3011aCHOCTH
OIK-3 'YMeeT: MPOeKTUPOBATh U HACTPAaUBaTh KOMIBIOTEPHBIE CETH, 00eCIIeunBaTh An
0€301acCHOCTb U 3allUTy ceTei
OIIK-5 3HAeT: MPUHLMIIBI paOOTHI C CETEBBIM 000PY/I0BAaHHEM HH
OITK-5 'YMeeT: HaCTpauBarh ceTeBoe 000pyIOBaHUE JUIsl OPTaHU3ALUN An
KOMITBIOTEPHBIX CETEN
OITK-5 MeeT NpakTUYEeCKUN OTIBIT: KOH(bHr}v/pI/IpOBaHI/I;I CETEeBOI0 000PYyAOBaHUS An
U OpraHU3alMK KOMIIBIOTEPHBIX CETEeH
OIK-15 3HaeT: NpuHIMIBI KoMMmyTanuu B LAN ceTsax, NpuHIUIBI MapLUIpyTH3aLUu1 AN
B LAN 1 WAN ceTtsax
MMeeT npakTUYeCKUi OMBIT: HACTPOUKHU U KoHpurypuposauuss VLAN u
STP, HacTpoiiku 1 KOHPUIYPHUPOBAHUS CTATUUECKONW M TUHAMUYECKON
OIIK-15 MapLIpyTU3alUK, IPUMEHEHUS Pa3JIMYHBIX [IPOTOKOJIOB JUIS ITOMCKA ullu
HEUCIPAaBHOCTEN B KOMIIBIOTEPHBIX CETAX, HACTPOMKH MexaHn3Ma NAT,
HacTpoiiku ACL criickoB
3HaeT: 00IIMe XapaKTEPUCTUKN KOMMYHHUKAI[MIOHHOTO 000PY10BaHUS
OIIK-16 (KOHIIEHTPATOPBI, KOMMYTATOPBI, MAPIIPYTH3ATOPHI ), TPUHITUTIBI HHH
OpraHu3aluy, INIAHUPOBAHUS U JOKYMEHTHPOBAHUSI KOMIIBIOTEPHBIX CETEH
'YMeeT: IUIaHuPOBaTh KOMIIBIOTEPHYIO CETh HA OCHOBE TpeOOBaHUH,
OIIK-16 MPEABSBISIEMBIX K CETH, U TEXHHUECKOW JOKYMEHTAIIUU 000pyI0BaHUS, + |
MIaHUPOBATh MOAM(DUKAINIO (paclIMpeHNe) KOMIBIOTEPHOH CeTH Ha




OCHOBE pacTyIIUX TpeOOBaHUH K CeTH

MNMmeet HpaKTI/I‘-ICCKI/Iﬁ OIIBIT: IIJIAHUPOBAHHUA U OpTraHHU3allnu, MO,Z[I/I(I)I/IKEU_[I/II/I

OIIK-16 .
Y JOKYMEHTHPOBAHUS KOMIIBIOTEPHOU CETH MAJIOTO IPEIITPUATHUS

3HAET: OCHOBHbIE IPUHLUIIBI TIOCTPOEHUS U PYHKIIMOHUPOBAHUS
KOMITBIOTEPHBIX CETEH, CETEBYIO MOJIENb B3aUMOJECHCTBHS OTKPBITBIX
cuctem OSI, cereByro Mozens creka nporokonoB TCP/IP, mportokon
Oe3onacHoil nepenayn JaHHbIX https

OIIK-17

Ymeer: - [1-4, BY ] opranuzoBarh ceTeBbI€ B3aUMOICHCTBHS U TIepeaady
TAaHHBIX B paMKaX CO3/JaHUsI CUCTEM UCKYCCTBEHHOTO MHTEIIJIEKTA

[1K-1

MmeeT npakTudeckuii onbIT: - [H-4, BY ] paboThl ¢ OCHOBHBIMH
CpelICTBaMU M METOJIaMU, UCTIONIb3yeMbIMU B uHAycTpuu UT ans
MOJICPKAHMSI CETEBON HHPPACTPYKTYPhI MPOMBIIIJICHHBIX CHCTEM
MCKYyCCTBEHHOT'O MHTEJUIEKTa

[1K-1

TumnoBbie KOHTPOJIBHBIC 3aIdHUS 110 KAKAOMY MCPOIIPHUATHIO HAXOAATCS B
ITPHUIIOKCHUAX.

7. YueOHO-MeTOoAMYECKOEe M MH(OPMAIIMOHHOE 00ecniedeHue TUCIUIIIMHBI

IeuaTHas y4yeOHO-MeTOAUYECKAS] JOKYMEHTALUS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

0) OononHumenvbHas 1umepamypa:
He nipenycmorpena

8) omeuecmeenHvle U 3apyOedtCHble HCYPHANLL NO OUCYUNTUHE, UMelowuecs: 8 bubiuomexe:
He npenycmoTtpenbt

2) MemoouuecKue ykazarus 0is CIMyO0eHmos8 no 0C80EHUI OUCYUNIUHDL!
1. PexoMeHanuu mo opraHu3aliy CaMOCTOSTENIbHONW PadOThI CTYJEHTOB

U3 HUX: yuebHO-Memooudeckoe obecnedenue camoCmoamenbHol pabomul cnyoenma:
1. PexoMeHJauuu 1o OpraHu3alyy CaMOCTOSITEIbHON PabOThI CTYACHTOB

DJIeKTPOHHAS Y4eOHO-MeTOoANYeCKAsl IOKYMEeHTAI U

HaumenoBanue
Ne Bun peeypeas | bubmorpadudeckoe onrcanue
JTUTEPaTyphl ANEKTPOHHON
bopme
ObC Cetu DBM u cpencTBa KOMMYHHKAIHN : yaeOHOE TTocooue /
OcHoBHas
1 Tenarvha n3aTeIbLCTBA cocrasurenu B. I. bpexues, E. B. benseBa. — YnbsHoBck : YU
patyp Jlanb I'A, 2019. — 170 c. https://e.lanbook.com/book/162527
SEC Pakutun, P. 0. Komnbrorepasie cetu : yaebHoe nmocobue / P. 1O.
b OcHoBHas I Pakutun, E. B. Mockanenko. — bapuayn : Antl'11Y, 2019. —
TUTEpaTypa H;I[{B 340 c. — ISBN 978-5-.88210-942-3.
https://e.lanbook.com/book/139182
[Tnarynosa, C. M. Ethernet switches L2&L3. TIpoektupoBanue,
9bC HACTpOWKa, TMAarHOCTHKA CeTeH nepeaayn JaHHBIX. Y4yeOHoe
JlomonHuTEebHAS
3 M3aTeNbCTBA rnocoOue 1Mo AUCUUIUTMHAM: Teopusi MPOeKTUPOBAHUS
TUTEpaTypa
Jlanb BBIUHCIUTENHHBIX CUCTeM, KOMITbIOTEpHBIE CETH U
TEJIEKOMMYHHUKALIUK, APXUTEKTypa U anmnapaTHble Cpe/ICTBa




BBIYUCIIUTENBHBIX ceTeil : yueOHoe nocodue / C. M. [lnaryHoga,
. B. Enmucees, E. 0. ABkcentheBa. — Cankrt-IleTepOypr :
HUY UTMO, 2018. — 87 c. https://e.lanbook.com/book/136432

O —— 3bC Cetu OBM u cpencTBa KOMMYHHKAIIH : yueOHOE mocodue /
4 TeDATVDA M3/1aTeNbCTBA cocrasurenu B. I. bpexnes, E. B. bensieBa. — Yinbsaaosck : YU
patyp Jlanb ['A, 2019. — 170 c. https://e.lanbook.com/book/162527

IlepeueHb UCTIONIB3YEMOTO IPOIPAMMHOTO 00ECTIEUEHHUS:

1. -Oracle VirtualBox(6eccpouno)

[Tepedenp ucnonb3yeMbIx MpohecCHOHANBHBIX 0a3 TaHHBIX U HH()OPMAITMOHHBIX

CIIPABOYHBIX CUCTCM:

Her

8. MarepuajibHO-TeXHHYECKOe o0ecreyeHne 1 CIUITHHbI

OcHoBHOE 000pyIOBaHKE, CTEHBI, MAKETHI, KOMITBIOTEPHAS TEXHUKA,

(36)

. Ne
Bun 3anaruit Ay IpeayCTaHOBJIEHHOE IPOrpaMMHOE 0OecIieueHHe, UCTIONIb3yeMOe JIIs
YA Pa3IMYHBIX BUIOB 3aHATHA
Jlabopatopusie |334
KoMmmbroTep, cuctemMa BUPTYyaIu3aluy CETH.
3aHATHUS (36)
336 .
Jlexunn Komnerorep, npoekrop, PowerPoint.




