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1. llesu u 3212494 AU CIUILIHHBI

Henbto uzyyenus nucuuiuinibl «bezonacHocTs cereid DBM»y sBisieTcs TeopeTudyeckas u
OpaKTUYECKas MOAr0TOBKA CIIEHUAIMCTOB B 00acTH ocTpoeHus cereit OBM u
obecrnieueHus: 0€30MaCHOCTH MPH AKCIUTyaranuu ceteit DBM. 3agauu: - usyueHue
OCHOBHBIX 3JIEMEHTOB TEOPUH IMOCTPOCHHUS CETEN; - N3YUYEHHE OCHOBHBIX ITPUHIIMIIOB
(YHKIIMOHUPOBAHHUS CETEBBIX MPOTOKOJIOB; - IPUBUTUE HABBIKOB KOMILIEKCHOTO
IPOEKTUPOBAHUS, TOCTPOCHHUSI, OOCITY)KMBAaHUS U aHAIN3a 3aIUIIEHHBIX
BBIYMCIIUTENBHBIX CETEN; - U3yYEHUE OCHOBHBIX yIrpo3 B ceTsix OBM u metonos
IIPOTUBOJICUCTBUS UM; - OBJIaJICHHE MEXaHU3MAMHU IMOCTPOEHUS CUCTEM O€30MacHOCTH
cereid OBM.

Kparkoe conepxxanne JTuCHMILTHHBI

2. Komnerenuun odyuyamwmerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS
AUCHUIIMHBI

[1nanupyemsble pe3yabTaThl OCBOCHUS [Inanupyemsble pe3yabTaThl

OIT BO (xomneTeHuun) 00y4eHUs 10 TUCIUILINHE
3HaeT: METObl IPOEKTUPOBAHUSA U
aJIMHUHUCTPUPOBAHUS BBIUNCIUTEIbHBIX CETEH
'YMeeT: IpOeKTUPOBaTh U aIMUHUCTPUPOBATh

OIIK-15 (4.2) CnocobeH amMUHUCTPUPOBATh  [BBIYMCIIMTEIIbHBIC CETH; PEATN30BbIBAThH TOJUTUKY
OIIEpALIMOHHBIE CUCTEMBI, CUCTEMBI yIIpaBJIeHUs] [0€3011aCHOCTH BBIYMCIUTEIBHON CETH
0a3aMu J1aHHBIX, BBIYUCIUTEIbHBIE CETH MmeeT npakTUYeCKUi OMbIT: 3KCILTyaTaluu 1

AQIMUHUCTPUPOBAHUS JIOKATHHBIX BHIYMCIUTEIBHBIX
ceTel ¢ yueToM TpeOOBaHUM 1O 00ECIICYCHHTIO
UH(POPMAITMOHHON 6€30aCHOCTH

3. Mecro nucuuninnbl B ctpykrype OII BO

[Tepeuens npenIecTBYOMUX AUCIHUILINH, [Tepeuenp nocCIeAYOMUX AUCIUILINH,
BUJIOB pabOT y4eOHOro Iiana BUJIOB paboT

1.0.36 be3onacHOCTh ONEPAlIMOHHBIX CUCTEM,

Her
1.0.37 Be3omacHOCTh CUCTEM 0a3 TaHHBIX

TpeboBaHMs K «BXOIHBIM» 3HAHUSIM, YMEHUSAM, HABbIKAM CTYIE€HTA, HEOOXOIUMbIM
IPY OCBOCHHUH JAHHOM NMCLMIUIUHBI U IPUOOPETEHHBIM B PE3YJIbTATE OCBOCHUS
IPEALIECTBYOIUX JUCHUTIINH:

Her

4. O0béM 1 BUABI YUeOHOIT padoThI

OO6mas TpyaA0€eMKOCTh JUCHUILUIMHBI cOCTaBseT S 3.€., 180 4., 92,5 4. KOHTaKTHOM
paboThl

B Pacnpenenenue no cemecrpam
o cero
Bun yue6HO# paboThI B yacax

4acoB
Homep cemectpa




4
OO6mmas Tpya0EMKOCTh AUCIIUTIITMHBI 180 180
Ayoumopnvie 3aHAmus: 80 80
Jlexumu (JI) 32 32
[IpakTueckue 3aHATUS, CEMUHAPHI U (WIJIN) IPYTHE BUIBI
ayuTOpHbIX 3aHsaTHi (I13) 32 32
JlaGoparopHble paboTsI (JIP) 16 16
Camocmosmenvuas paboma (CPC) 87,5 87,5
[TonroToBka K MpakTUYECKUM 3aHATUSAM, OpopmIIeHUE 13 18
[pE3yNbTaToB
IToaroroBka k 1abopaTopHbIM paboTam, opopmIIeHHE 18 13
pE3yabTaTOB
N3yuenue marepuanos no miany CPC 51,5 51.5
KoHcynbTanum u mpoMeXyTouHask arTeCcTaluus 12,5 12,5
Bu koHTpOIIs (3a4eT, nud.3a4eT, SK3aMeH ) - 9K3aMEH

5. CoaeprkaHue TUCHMILIMHBI

OOBeM ayIUTOPHBIX 3aHITHIA TTO BHJIaM B
pajigena HaumenoBaHue pa3aeiioB TUCHUIIIMHBI qacax
Bcero JI I13 JIP
OCHOBBI OpraHu3alui U QYHKIMOHUPOBAHHS CETeH
1 6 6 0 0
O5BM
2 |Ceru TCP/IP 20 8 8 4
3 |Texnonoruu ri00adbHBIX CETEH 6 2 4 0
4  |CeteBble CEPBUCHI U CITYKOBI 16 4 8 4
5 CpeIiCTBa Y CIIOCOOBI TOCTPOCHHS OTKAa30yCTOUYUBBIX ] 4 4 0
ceTeit
6 |CereBas 6e30MacHOCTh 24 8 8 8
5.1. Jlekuuu
Ne Ne Koa-
HaunmenoBanue uin KpaTkoe coAep:KaHue JEKIIMOHHOTO 3aHITHS BO
NeKIuujpasaena 4ACOB
Llenu n 3agaun kypca. Conepkanue TMCUUIUIMHBL. Pekomenayemas nureparypa.
1 1 o 2
[Toustue cetu 9BM. Dransl pa3sutus ceteii 9BM
2 1  |[Kpurepuu knaccudukanuu cereir IBM. Xapakrepuctuku cereit DBM 2
CpenctBa noctpoenus cereit OBM. Jlornueckas u pusnueckasi CTpyKTypH3aLus
3 1 |cereit ODBM. Mogens ISO OSI. Texnonoruu obecneueHust 6€30MacHOCTH B CETAX 2
OBM
4 5 [TpaxTrueckue omnuuus peanusanuu creka TCP/IP ot atanonnoit mopenu ISO )
OSI.
MeTonbl KoOMMyTalii. MeTopl oCTyNa K pas3enseMon cpeae. Yrposbl
5 2 |6e3onacHOCTH HHpOpPMAIMH, IIepegaBaeMoil B ceTsix OBM, Ha pusnueckom u 2
KaHaJbHOM YPOBHSIX.
6 ) CeTeBoil ypoBeHb TocTpoeHHs ceTeit OBM. dynkiun u naTepdEiich ceTeBoro )
ypoBHs. CereBoit ypoBeHb Internet. [Ipotokonel IPv4, IPv6, anpecanus B [P-ceTsix
[Iporokonsl pazpemenus agpecoB ARP, RARP. Anroputmel MapuipyTu3amum, ux
7 2 [xapakrepucTtuka. [IpoTOKOIIBI M aITOPUTMBI BHYTPEHHEW U MEKIOMEHHOU 2

mapupytusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP)




8 3 [TpancnopTHbIE yCIYTH U TEXHOJIOTUU I00anbHbIX cetell. TexHonorus MPLS 2
9 4  |CereBble CITy>KObI M CPECTBA YIIPABICHUS 2
10 4 CpencTBa KOHTPOJISI BHEITHETO nepuMeTpa ceTh. CpecTBa KOHTPOIIS 10CTyna K )
ceTeBbIM ciyk0am. Cpeznctsa akTuBHOrO aynura cereit OBM. Ilpotokon SNMP
1 5 Texnonoruss VLAN. Yrpo3sl 6e30macHOCTH HHPOPMAIIUU, TIEpEIaBacMOil B )
nokaJbHBIX ceTsix DBM. MeTobl ux HeHTpanu3anuu
12 5 [Tporoxonsr VRRP/HSRP. OcHoBbI KJIACTEPHBIX pemenuii. DM VPN (Cisco VPN) 5
KaK IpUMep TUHAMUYECKH OPraHU3yIOIEICs CeTn
13 6 |Knaccudukanuu yrpo3 6€30MacHOCTH TeIEKOMMYHHUKAIMOHHBIX CeTel 2
14 6 Knaccudukanus MeTonoB 3anuThl. OCHOBHBIE TEXHOJIOTHH 00€CTIeYeHHs )
0€301acCHOCTH B CETU
15 6 MeskceTeBbIe SKpaHbI B CpeicTBAa OOHAPYKEeHHUs BTOp )keHN. CerMeHTUPOBaHMUE. )
AyTeHTUUKALUS, aBTOPU3ALIHS, ayIUT.
16 6 Kpunrorpaduueckue cpenctpa 3amuTsl HHGopMaruu B ceTsax IBM. )
BuptyanbHble yacTHble ceTu. [Iporokon SSL
5.2. lIlpakTyeckue 3aHATHS, CEMHUHAPbI
Ne Ne Koz-
sansuspasena HanmenoBanue win KpaTkoe cofep>KaHue MPaKTUUECKOTO 3aHSTHs, CEMUHApa BO
4acoB
1 2 |Co3maHue 3JIEMEHTOB CTPYKTYPUPOBAHHON KaOEIbHOW CHCTEMBI 4
) ) HOCTpOUeHI/Ie CeTell C MOMOIIbI0 KOMMYTaTOPOB, OpraHU3aIus MOACETEMH, 4
HaCTpoiika MapupyTh3aTopa
3 3 |Hacrtpoiika mpoTOKOJIOB BHYTPEHHEN U MEXIOMEHHON MapIIpyTU3aIlluu 4
4 4 PaSBépl;LIBaHI/Ie L[OMeHHOIEI CTPYKTYpbI (ua 6a3ze Windows Server), DNS, 4
HACTpOiTKa MoJIb30BaTeNel, HaCTPOMKa TOMEHHBIX MOJIMTUK
5 4 |Hactpoiika cepepa WEB, VPN, no4ToBbIX Ci1yk0, JOMOJTHUTEIBHBIX CEPBUCOB 4
[Toctpoenue cetu, cermeHTUpoBaHHOM Ha VLAN, B3aumMoeicTBre MEX Ty
6 5  |pa3nuyHBIMU CErMEHTaMH, ayTeHTU(ukanus B ueiaeBoid VLAN (mporoxon 2
802.1X)
7 5 Hacrtpoiika kitactepa MapLIpyTU3aTOPOB C IOMOIIBIO ITpoToKoaa VRRP mnn 2
HSRP
] 6 HangoﬁKa MEKCETEBOT0 PKpaHa, Cpe/ICTBa OOHAPYKEHHS BTOPKEHH (Snort win 4
suricata). AyauT *ypHaiIoB
[TocTpoenue Moenu ceTH opraHu3aluu (OpraHu3alus CerMeHTOB CEeTH,
9 6  [B3ammoselicTByromux uepe3 VPN, ayTeHTHHUKAIHS TOJIB30BaTENeH 10 4
npotokoy 802.1X)
5.3. JIaboparopHbie padoThI
Ne Ne y Koa-
sansTslpasenal HaumeHoBaHue WM KpaTKoe coJepKaHue 1adopaTopHOil paboThI BO
4acoB
M3yueHnne mpOMBIIIIEHHBIX KOMMYTaTOPOB M MAapIIPYTHU3aTOPOB. YIIpaBiIeHUE
1 2 |koHpurypanusmu yctpoiict. [locTpoenue npocrteiiiieii cetu Ha 6aze 4
maboparopuu
) 4 Opranu3anus J10BepUTEIbHBIX OTHOIIEHUH Mex Ty omeHamu Active Directory, 4
yIpaBJeHHe MOJIHOMOYUSIMH TOJIb30BaTeNel, n3yueHue nporokona Kerberos
3 6 Opranusanus CETMEHTa CETH ¢ IpUMeHeHneM potokoioB rpynmns! IEEE 802.11, 4
M3yYeHUE aTaK Ha OECIPOBOIHBIC CETU
4 6  |Opranu3zaius 3a0UIIEHHON CETH C TTOMOIIBI0 CePTH(HUIIMPOBAHHBIX CPEJICTB 4




KpUNTOrpapuyecKoi 3aIUThl, B3AUMOICHCTBIE MEXKILY Y3JIaMU CETeH pa3HbIX
OpraHU3aIMK, HIOAHCHI CEPTU(HOUITMPOBAHHBIX PEIICHHUI

5.4. CamocrosiTesqibHasi padoTa CTyIeHTa

Brimonaenne CPC

Crnncoxk nureparypsl (¢ yKa3aHUEM Kou-
ITonsun CPC pasnenoB, raB, cTpaHuil) / cceika Ha  [CeMecTp| BO
pecypc 4acoB
[ToaroroBKa K MPaKTUYECKUM 3aHSATUSM, 4 18
odopMIIeHHE PE3YIBTATOB
[TonroroBka K J1abOpaTopHBIM paboTam, 4 18
odopmileHrE pe3yIbTaToB
M3ydenue marepuainos no miany CPC Hlactit 1-3 sneKTporHoro pecypea 2 4 51,5
(Omnupep)

6. q)OHIl OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECT0 KOHTPOJA YCIIEBA€EMOCTH,

IIpOMe)KyTO‘IHOﬁ arTeCcralmmn

KonTtponb kauecTBa 0cBOE€HUS 00pa30BaTEeIbHON MPOrpaMMbl OCYIIECTBIISETCS B
cootBeTcTBUH ¢ [Tonokennem o 6aNTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTaTOB
y4eOHOM JESITEIIbHOCTH 00yJarOIIIXCS.

6.1. Kontpoabubie meponpusitus (KM)

HazBanwue
KOHTPOJILHOTO
MEPOIPUATHUS

Ne
KM

Ce-
MeCTp

Bun
KOHTPOJISI

Bec

Makc.
oaut

[Tops ok HaumcieHus 6aIoB

V-
THIBA-
eTCS B

ITA

Texymmi

[IpakTnueckas 1
KOHTPOJIb

3ammTa MpakTHIeCKOM padoThI
OCYIIECTBISIETCS UHANBUAYAIBHO.
CTyaeHT NpeCTaBIseT pe3yabTrar
BBITOJTHEHHS TPAKTUYECKOTO 3aJaHus 3
13 METOAMYECKUX yKa3aHUN U OTBEYaeT
Ha BOIPOC MPEToaBaTesl.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOECBPEMEHHOCTbH BBITIOJIHEHUS pabOThHI
1 OTBETHI Ha BOMPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM PE3yIIbTaTOB
MEPOIPUITHS UCTIONB3YeTCs 0aNIbHO-
pEeUTHHIOBask CCTEMa OLCHUBAHUS
pe3yIbTaTOB YUeOHOM JesITeIbHOCTH
oOyuaromuxcs (yTBepkKaeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6ast Mpy OLIEHKE ONpPEeseTCs
Ha OCHOBE CJIETYIOIINX MOKa3aTeiei: -
MpPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIM €CTh HEeAOUETHI, TO U3 OLEHKU
BbIUUTaETCs | 6ast; - CBOEBPEMEHHOCTD
caa4u paboOThI U OTBETA HA BOIIPOC, 3a
Ka)KIyI0 HEAEIIO MPOCPOUKH OTUETa U3
OLICHKH BhlYMTaeTcs 1 6a.
MaxkcuMaabHOE KOJTMYECTBO OaJIIOB 32
onHy paboty — 6. B TeueHune cemectpa

OK3aMCH




[IPETyCMOTPEHO 4 PEUTUHIOBBIX
MpaKTUYeCKuX padoTel. BecoBoit
K09((HUITEHT KAk 101 paboThl — 1.
OO0111e€e KOJIMYECTBO 33 IPAKTUYECKHUE
pabotel — 24.

Texkymumii
KOHTPOJIb

[IpakTnueckas 2

3anuTa npakTu4eckoil paboThl
OCYULIECTBIISIETCS] UHIUBUAYAIbHO.
CTyaeHT peCTaBIseT pe3yabTar
BBITIOJTHEHUS TPAKTUUECKOTO 3aaHUs 5
13 METOJIMYECKHUX YKa3aHUI U OTBEYAET
Ha BOIIPOC MpernojaBaress.
OrneHnBaeTCs Ka4eCTBO 0(OpPMIICHUS,
CBOEBPEMEHHOCTD BBITIOJIHEHUSI PA0OThI
U OTBETHI Ha BOIPOCHI (3amaéres 1
Bonpoc). [Ipu oneHuBaHNM pe3yabTaTOB
MEpPONPUATHS UCTIONb3yeTCs OallIbHO-
pEHTHHIOBasE CUCTEMA OLIEHUBAHUS
pPE3yJIbTaTOB yUeOHOH NesTeTbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pexTopa ot 24.05.2019 . Ne 179).
OO6muit 6aT mpu OIEHKE OIIPEIeIIAeTCS
Ha OCHOBE CJIEAYIOIINX IT0Ka3aTee: -
[PABUJIHOCTh BBITIOJIHEHUS paboOThI,
€CJIM €CTh HEA0UETHI, TO U3 OLIEHKU
BBEIYUTACTCs | 6as; - CBOEBPEMEHHOCTh
c1aun paboThl M OTBETA Ha BOMPOC, 32
Ka)XIyI0 HEEII0 IPOCPOUYKU OTUETA U3
OLIEHKHU BhIYMTaeTCs 1 Gasm.
MaxkcumanbHOE KOJIMYeCTBO OaIIOB 3a
0IHy paboTy — 6. B Teuenue cemectpa
[IPETYCMOTPEHO 4 pEUTHHIOBBIX
MpakTH4YeCcKuX paboTsl. BecoBoi

k03 puIMEeHT Kax a0l paboTsl — 1.
OO111e€e KOTMUECTBO 33 MPAKTUYECKHUE
paboTsl — 24.

OK3aMCH

Texymui
KOHTPOJIb

[IpakTnueckas 3

3amuTa NpakTUYeCcKo paboThl
OCYIIECTBISIETCS UHAUBUIAYAIBHO.
CTyZeHT MpeCTaBIseT Pe3ysbTaT
BBITOJIHEHHSI TPAKTUYECKOTO 3aJaHus 6
13 METOIMYECKIX YKa3aHUH U OTBEYAET
Ha BOIIPOC MPeroiaBaTesl.
OrneHnBaeTCs Ka4eCTBO 0(OPMIICHUS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BONpPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM PE3yNIbTaTOB
MEPOTIPUATHS UCTIONB3YeTCs OaJTHHO-
pelTHHrOBask cUcTeMa OLCHUBAaHUS
PE3yJIbTaTOB yUeOHOH NesTeTbHOCTH
oOyyaromuxcs (yTBepkKIeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6a1 MpH OLIEHKE ONpeeseTCs
Ha OCHOBE CJICAYIOUIHNX TTOKa3aTelNei: -
MPaBUIBHOCTH BBITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIUMTaeTCs | 6ast; - CBOEBPEMEHHOCTh

craur paboThI M OTBETA HA BOIPOC, 3a

OK3aMCH|




Ka)KIyI0 HEIEIIO IPOCPOUKH OTUEeTa U3
OILICHKH BhIYMTaeTcs 1 6am.
MaxkcuMaabHOE KOJTMYeCTBO 0aIJIOB 32
onHy paboty — 6. B TeueHue cemectpa
[PELyCMOTPEHO 4 PEUTUHIOBBIX
MpaKTU4YeCKuX padoTel. BecoBoit
K03((PUITEHT KAk 101 paboThl — 1.
O06111ee KOJTMYECTBO 32 MPAKTHYECKHE
paboTel — 24.

Texkymumii
KOHTPOJIb

[IpakTnueckas 4

3anura npakTU4eckoil paboThl
OCYULIECTBIISIETCSI UHIUBUAYAIbHO.
CTyaeHT IpeICTaBIsET pe3yabTar
BBITIOJTHEHUSI TPAKTUYECKOT0 3adaHus 8
13 METOJIMYECKHX YKa3aHUI U OTBEYAET
Ha BOIIPOC MpenogaBaress.
OrneHnBaeTCs Ka4eCcTBO 0(OPMIICHUS,
CBOEBPEMEHHOCTD BBITOJIHEHUSI PA0OThI
U OTBETHI Ha BOIPOCHI (3amaéres 1
Bonpoc). [Ipu oneHuBaHNM pe3yabTaTOB
MEpPONPUATHS UCTIONb3yeTCs OallIbHO-
pEITHHIOBasE CUCTEMA OLIEHUBAHUS
PE3yJIbTaTOB yUeOHOH NesITeTbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pexTopa ot 24.05.2019 . Ne 179).
OO0t 6a1 P OLIEHKE OTIPeNEseTCs
Ha OCHOBE CJIEAYIOIINX ITOKa3aTee: -
[PABUJIHOCTH BBITIOJIHEHUS paboOThI,
€CJIM €CTh HEAOUETHI, TO U3 OLIEHKU
BBEIYUTACTCS | 6as; - CBOEBPEMEHHOCTh
c1aun paboThl M OTBETA Ha BOMPOC, 32
Ka)XIyI0 HEAEII0 IPOCPOUYKU OTUETA U3
OLIEHKHU BhIYMTaeTCs 1 Oasm.
MaxkcumanbHOE KOJIMYeCTBO OaIOB 3a
0IHy paboTy — 6. B Teuenue cemectpa
[IPELYCMOTPEHO 4 pEUTHHIOBBIX
MpakTH4YecKuX paboTsl. BecoBoi

k03 pUIMEeHT Kax a0l paboTsl — 1.
OO111e€e KOTMUECTBO 33 MPAKTUYECKHUE
paboTsl — 24.

OK3aMCH

Texymui
KOHTPOJIb

Jlaboparophas 1

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] UHIUBUAYATBHO.
CTyAeHT NIPEJICTABISCT PE3yIbTaT
BBHITIOJTHEHUS Ta00paTopHOM paboThI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEeroiaBaTes U MPEACTaBIsIeT OTUET.
OreHUBaETCS Ka4eCTBO O(hOPMIICHWSI,
CBOEBPEMEHHOCTH BBITMOJIHEHUS PaOOTHI.
[Tpu oneHUBaHWH PE3YIBTATOB
MEPOTPHUITHS UCTIONB3YeTCs OaIbHO-
PEHUTHHTOBAas CHCTEMA OICHUBAHUS
PE3yIbTaTOB YUEOHOM JeSTEIbHOCTH
oOydaromuxcs (yTBepKaeHa IPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO6muit 6aI mpu OIEHKE OTPeIeTIsAeTCs
Ha OCHOBE CJICTYIOIINX MOKa3aTene: -

MMPABUJIbHOCTD BBITTIOJIHCHUSA pa6OTI)I,

OK3aMCH|




€CJIH €CTh HEeJOUETHI, TO U3 OLICHKH
BbIUUTaeTCs 1 0as; - CBOEBPEMEHHOCTD
CIa4¥ U Ka4eCTBO BBITIOJTHEHUS OTUETA,
3a KOKIYIO HEJEI0 MPOCPOUKU MITH
HEJIOUET B OTUETE U3 OLECHKHU
BbIunTaeTcs 10ami. MakcumanbHoe
KOJTMYECTBO OAJIIOB 3a OJIHY padoTy — 6.
B Tedenue cemecTtpa npeaycMoTpeHo 4
PEUTHHTOBBIX Ta0OPATOPHBIX PaOOTHI.
Becoroit koahpuImeHT Kaxaoro
MEPOIPUATHS (32 KaXKAYIO
nmabopaTopHyto padoty) — 1. Ob6miee
KOJIMYECTBO 32 JIAOOpaTOpHBIE paboThI —
24.

Texymmii
KOHTPOJIb

JlaGoparopHas 2

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] HHIUBUAYATHHO.
CTyaeHT IpeICTaBIIsACT PE3yabTaT
BBLITIOJTHEHHS Ta00paTopHOM paboThI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEToIaBaTeNs U MPEICTABISIET OTUET.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTH BBITIOJIHEHUS PAOOTEHI.
[Tpu onleHUBaHWH PE3yIBTATOB
MEPOTPHUSITHS UCTIONB3YeTCs OAIbHO-
PEHUTHHIOBas CHCTEMa OICHUBAHUS
PE3yIBTaTOB YUEOHOM NeSTEIbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO6muit 6aI mpu OIEHKE OMPEIEIAETCS
Ha OCHOBE CJIEIYIOIMX MOKa3aTenei: -
MPABHJIEHOCTH BBIITOJIHEHUS PaOOTHI,
€CJIM €CTh HEeAOYETHI, TO U3 OIEHKU
BBEIYUTACTCS | 6aI; - CBOEBPEMEHHOCTh
CIa4 U Ka4eCTBO BBITIOJTHEHUS OTUETA,
3a K&KIYIO HEEI0 MPOCPOUYKU MU
HEJOUET B OTUETE U3 OLEHKHU
BBIYMTAaETCs 16amn. MakcumaabHOE
KOJTMYECTBO OAIIOB 3a OJIHY padoTy — 6.
B TedeHue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX TaOOPATOPHBIX PaOOTHI.
BecoBoil koahUIIMEHT Kak10ro
MEPOTIPHUATHS (32 KOKIYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJTUYECTBO 3a J1abopaTopHbIe PabOTHI —
24,

OK3aMCH|

Texymmii
KOHTPOJIIb

JlaGoparopHas 3

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] UHIUBUAYATBHO.
CTyAeHT NPEJICTABISCT Pe3yIbTaT
BBHITIOJTHEHUS Ta00paTopHOM paboThI U3
METOIMYECKUX YKa3aHUH 10 BBIOOPY
MPEToiaBaTes U MPEACTaBISIeT OTUET.
OreHUBaeTCS Ka4eCTBO 0(hOPMIICHWS,
CBOEBPEMEHHOCTH BBITMOJIHEHUS PaOOTHI.
[Ipu oLleHMBaHUU PE3YNIBTATOB
MEPOTPHUITHS UCTIONB3YeTCs OaIbHO-
peﬁTHHFOBaﬂ CUCTEMA OILICHUBAHUA

OK3aMCH|




pE3yIBTaTOB YUEOHOM e TEIIEHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO0muit 6aT IpH OIIEHKE OTPEIeIIAeTC s
Ha OCHOBE CJICTYIOIINX IMOKa3aTee: -
MPAaBUJIbHOCTH BBITIOJIHEHUS pabOThI,
€CJIH €CTh HEJOUETHI, TO U3 OLICHKH
BbIUUTaeTCs 1 0as; - CBOEBPEMEHHOCTD
CIa4¥ U Ka4eCTBO BBITIOJTHEHUS OTUETA,
3a K&KIYIO HEJEI0 MPOCPOUKU MU
HEJIOUET B OTUETE U3 OLICHKHU
BbIunTaeTcs 10ami. MakcumanbHoe
KOJTMYECTBO OAJIIOB 32 OJIHY padoTy — 6.
B Tedyenue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX Ta0OPATOPHBIX PaOOTHI.
Becoroii koahpuImeHT Kaxaoro
MEPOIPUATHS (32 KaXKAYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJIMYECTBO 32 JIAOOpaTOpHBIE paboThI —
24.

Texymmii
KOHTPOJIb

JlaGoparopnas 4

3ammTa 1a00paTopHO PabOTHI
OCYIIECTBISIETCS] UHIUBUAYATBHO.
CTyaeHT IpeICTaBIIsAET PE3yabTaT
BBLITIOJTHEHUS Ta00paTopHOM paboThI U3
METOAMYECKUX YKa3aHUH 110 BEIOOPY
MPEToIaBaTeNs U MPEICTaBISIET OTUET.
OneHuBaeTcs KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTH BBITIOJIHEHUS PAOOTEHI.
[Tpu onleHUBaHWH PE3yIBTATOB
MEPOTPHUSITHS UCTIONB3YeTCsI OaIbHO-
PEHUTHHIOBAas CHCTEMa OICHUBAHUS
PE3yIBTaTOB YUEOHOM NeSTEIbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO6muit 6asI mpu OIEHKE OMPEIEIETCS
Ha OCHOBE CJIEIYIOLMX MOKa3aTenei: -
MPABHJIEHOCTH BBIITOJIHEHUS PaOOTHI,
€CJIM €CTh HEJOYETHI, TO U3 OLEHKU
BBEIYUTAETCs | 6as; - CBOEBPEMEHHOCTh
CIa4¥ U Ka4eCTBO BBITIOTHEHUS OTUETA,
3a K&KIYIO HEEI0 MPOCPOUYKU MU
HEJOUET B OTUETE U3 OLECHKHU
BBIYMTAaETCs 16amn. MakcumaabHOE
KOJTMYECTBO OAIIOB 3a OJIHY padoTy — 6.
B TedeHue cemecTpa npeaycMoTpeHo 4
PEUTHHTOBBIX Ta0OPATOPHBIX PaOOTHI.
BecoBoil koahdUIIMEHT Kak10ro
MEPOTIPHUATHS (32 KOKIYIO
nmabopaTopHyto padoty) — 1. O6miee
KOJTUYECTBO 3a J1abopaTopHbIe PabOTHI —
24,

OK3aMCH|

Texymui
KOHTPOJIb

Joxnan

Jlokiiaz ocymiecTBiIsSeTCs B TEUEHNE
ceMecTpa Mo TeMe U3 CIHcKa (BO3MOXKHO
MPEJIOKUTH CBOIO TI0 COTIACOBAHMIO C
npenonasarenem). [logroroBka u
BBICTYTJICHUE TPOUCXOJUT

OK3aMCH|




HMHIWBUAYAJIbHO WJIN B TPYNIIC, B
3aBUCUMOCTH OT TeMbl. CTyneHT(bI)
[MPCACTABIIACT PEIYJIbTAT NOATOTOBKU B
BU/JIC MPE3CHTALIUY U I0KJIa/1a, OTBEYaeT
(-10T) Ha BOMIPOC MpernoaaBaress u
npyrux cryaeHToB. O1ieHuBaeTcs
KaQ4CCTBO BLICTYIIJICHHUA U OTBCTHI HA
Bonpockl. [Ipu onieHMBaHUM Pe3yIbTaTOB
MEPOTIPHUSITHS UCTIONB3YeTCs 0AIBHO-
pPEUTHHIOBas CUCTEMA OLICHUBAHUS
pE3yIBTaTOB YUEOHOM e TEIIEHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pekTopa oT 24.05.2019 . Ne 179).
OO6muit 6aT IpH OIEHKE OTPEIeIIAeTC s
Ha OCHOBE CJICTYIOIINX IMOKa3aTee: -
OTBETHI Ha BOIPOC, 32 KaXbIi HE
OTBEUCHHBIN BOIIPOC M3 OLICHKHU
BBEIYMTAETCs 106amn. MakcumaabHOE
KOJTMYECTBO OAIIIOB 3a paboTy — 5.
Becoroii ko purmeHT MeponpusTus —
1.

10

Texymmii
KOHTPOJIb

3aaHue Ha 10y CK

15

3amuTa u BHIIOJIHEHUE 3TON
MPaKTUIECKON PabOThI OCYIIECTBISETCS
UHMBUAYyaIbHO. CTYIEHT MPEeCTaBIsIeT
PE3yIIETaT BHITOTHEHUST OJHOTO
BapHaHTa NMPAKTUYECKOTO 3a/1aHus U3
YKa3aHHOTO CITMCKA M OTBEYAET Ha
BoOIpoc npernojasarens. OueHnBaeTcs
KauecTBO opopmiIeHuS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BOMpPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM Pe3y/IbTaTOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
pelTHHrOBask cUCTeMa OLCHUBAHUS
PE3yJIBTAaTOB YUCOHOU NeATETLHOCTH
oOyuJaromuxcs (yTBepkKIeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6at Mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJICAYIONIHNX TTOKa3aTelNei: -
MPaBUIBHOCTH BBITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIuuTaeTcs 1 6amt. MakcumanbHoe
KOJIMYECTBO 0OAJIOB 3a 3Ty pabdoty — 15.
BecoBoit koA GUIIMEHT MEPOTTPUATHUS —
1.

OK3aMCH|

11

bonyc

bonycel 3a
MIPaKTHYECKYIO 1

CTyAeHT BBINOIHSIET MPaKTUYECKYIO
pa0oTy B BUPTYyaJbHBIX MalllMHAX Ha
6aze OC Linux. [Ipu onenuBanuu
PE3YIBTaTOB MEPONIPUATHUS
UCIIOJIb3yeTCs OAJIBHO-PEUTHHIOBAS
CHUCTEMA OLICHUBAHMsI PE3YIbTATOB
y4eOHOM e TeIbHOCTH 00y4aroIIuXCsl
(yTBepx/ieHa MPHKa30M peKTopa OT
24.05.2019 1. Ne 179).

OK3aMCH|

12

bonyc

bonyc 3a
MPAKTUYECKYIO 2

CTyaeHT BBITIOJHSET MPAKTUYECKYIO
paboTy B BUPTYaAJIbHBIX MallIMHAX HA

OK3aMCH|




6aze OC Linux. IIpu onennBanuu
PE3YIBTATOB MEPOTIPHATHS
MCTIONIb3yeTCs OaJUIbHO-PEUTHHTOBAS
CHCTEMa OLICHUBAHHMS PE3yIbTaTOB
Y4eOHOI eTEeTbHOCTH 00yUatoMIuXCcs
(YyTBeprKaeHa MPUKa30M PEKTOpa OT
24.05.2019 1. Ne 179).

13

bonyc

bonyc 3a
MPaKTUYECKYIO 3

CTyZIeHT BBIMOJIHSACT NPAKTHYECKYTO
paboTy B BUPTyaJbHBIX MAllIMHAX Ha
6aze OC Linux. IIpu onennBanuu
PE3YIIETaTOB MEPOTPUSITHSI
MCTIOJIb3yeTCs OaJIbHO-PEUTHHTOBAS
CHCTEeMa OICHUBAHUS PE3yIbTaTOB
y4eOHOI e TeTbHOCTH 00yYalomuXcs
(YTBepIKIeHA IPUKA30M PEKTOpa OT
24.05.2019 1. Ne 179).

OK3aMCH|

14

bonyc

Bonycublie 6asmibl 3a
y4acTue B
MEPOTPHUITUSIX TIO
uH()OPMAITMOHHON
0e30MacHOCTH

15

CTyAeHT peICTaBIseT KOMHH
TOKYMEHTOB, TIOATBEPKIAIOIINE TTO0STy
WIH y9acTHe B IPEIMETHBIX
OJTUMTTHA/IaX, KOHPEPEHIIUSAX WITH UHBIX
MEPOTPHUATHUSIX TIO TEMaM JUCIUTUTHHBI
[1pu oLleHMBaHUY Pe3yIBTATOB
MEPOTPHUITHS UCTIONB3YeTCs OaIbHO-
pPEUTHHTOBasI CICTEMa OI[CHUBAHUS
pE3yIbTaTOB YU€OHOM JeSTEIbHOCTH
oOydaromuxcs (yTBepKaeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
MaxkcuMaabHO BO3MOYKHAS BETTMUMHA
OoHyc-peiiTuHra +15

OK3aMCH|

15

ITpome-
KYTOUHAS
arTecTanus

OK3aMeH

20

Ha sKx3aMeHe mpouCXOAUT OIICHUBAaHUE
y4eOHOM JeSTENIbHOCTH 00y4aroIIuXCsl
MO TUCIUIUIMHE HA OCHOBE MOJYYEHHBIX
OIICHOK 332 KOHTPOJIbHO-PEUTUHTOBBIC
MEPOIPUITHS TEKYIIETO KOHTPOJIS U
[MPOMEKYTOUHOM arTectanuu. [Ipu
OIICHUBAHUU PE3YJIBTATOB yueOHON
esSTENIbHOCTH 00yYaroIerocs 1no
TUCITUIIMHE HCTIONb3YeTCsl OaIbHO-
PEUTUHTOBAs CUCTEMA OlEHUBAHMS
pE3yIbTaTOB YUeOHOM JeSTENIbHOCTH
oOydaromuxcs (yTBepKJeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179)
OtnnyHo: Bennunna peiftunra
00yyaronierocs mo AUCHUILINHE
85...100 % Xopomo: Bennunna
peifTrHra o0y4aromierocs mo
nmucrinmnae 75...84 %
YnosneTBoputenpHo: Benmnunna
peiiTuHra 00y4Jaronierocs mno
nmucpmnae 60...74 %
HeynosnersopurenbHo: Bennunna
peifTrHra o0y4aromierocs mo
mucuutuinge 0...59 % Ecnu peldtunr
00y4aronierocs Mo AUCIUILITUHE HUXKE
60%, To OH cHAaeT K3aMeH C LEIbI0

BO3MOXXHOTI'O ITOBBIINICHU peﬁTHHFa. ITo

OK3aMCH|




pe3yibTaTaM C1a4uM SK3aMeHa
BBICTABIIIECTCS OIIEHKA, KOTOPast
VUIUTHIBACTCS TPU OIIPEICICHIH
perituHra. opmar 3K3aMeHa -- OTBEThI
Ha BOIPOCHI U3 OuseToB. Kaxabiit
Bompoc no6asmsieT 10 B oOuuii peTHHT

6.2. Ilpouenypa nposeaeHusi, KpUTEPUH OLEHUBAHUSA

He npenycmorpenst

6.3. ITaciopt oHIa OLIEHOYHBIX CPEACTB

KommereHnmn

Pe3ynbrarer 00yueHus

OIIK-15

3HaeT: MCTOABI ITPOCKTUPOBAHUA U AAMUHUCTPHUPOBAHUA
BBIUMCIINTEILHBIX CETCH

_|_

OIIK-15

'YMeeT: NPOEKTUPOBATh U AIMUHUCTPUPOBATH
BBIUUCIIUTEIILHBIC CETH; PEaTM30BhIBATh TOJIUTUKY HHHH = -
0€30IMaCHOCTH BBIUUCIATENBHON CETU

OIIK-15

MeeT NpakTUYECKUI OIIBIT: IKCILTyaTalluy U
aZIMMHHACTPUPOBAHMS JIOKAJIbHBIX BBIYMCIUTEIIBHBIX CETEH
c ydeToM TpeOoBaHMii 1o obecneueHno HH(OPMAIIMOHHOM
0e30MacHOCTH

TumnoBbie KOHTPOJIBHBIC 3aIdHUS 110 KAXKAOMY MCPOIIPHUATHIO HAXOAATCS B
ITPHUIIOKCHUAX.

7. YueOHO-MeToAMYEeCKOEe 1 MH(OPMAIIMOHHOE O0ecnedeHue TUCIUIIIMHBI

IleuaTnasi yqe6H0-MeTozmqec1<aﬂ AOKYMECHTaAIlUsA

a) ocHosHas

aumepamypa:
1.  Omnudep, B. I. KomnbrorepHbie C€TH : IPUHLUIIBI, TEXHOJIOTHUH,

npoTtokosbl TekeT yueO. st By30B 1o HanpasieHuto 552800 "Uudpopmaruka u
BBIYHMCII. TexHuKa" 1 o cnenuaiabHoCcTIM 220100 "Borunci. MaliMHbl, KOMILJIEKCHI,
cuctembl 1 cetu", 220200 "ABTOMaTU3HUp. CUCTEMBI 00pabOTKH HHMOPM. U yrp.",
220400 "IIporpam. obecriedeHre BHIYUCI. TEXHUKU U aBToMaTu3up. cucrem" B. T.
Omudep, H. A. Onudep. - 3-e uzn. - CII6. u np.: [Tutep, 2007. - 957 c. un.

2. Omudep, B. I Komnsrorepusie cetu: [IpuHIUIIBI, TEXHOIOTHUH,

npotokoibl [Tekcr] Yueb. mocobue o Hanpasnenuto "Mudopmarruka 1 BBIYUCI.
TexHuka" u crenuanbHOoCTAM... B. I. Omadep, H. A. Omudep. - CII6. u ap.: [Turep,

2001.

- 668 c. ui.
3. Ommudep, B. I KomnbroTepHbI€ CETH : TPUHIUIIBL, TEXHOJIOTHUH,

npotokoibl [Teker| yue. nis By30B no HanpasieHuto 552800 "Mudopmartuka u
BBIYHMCII. TexHUKa" 1 o cnenuaiabHoCTIM 220100 "Boruuci. MamiMHbl, KOMILJIEKCHI,
cuctembl U cetu", 220200 "ABTOMaTU3Up. CUCTEMBI 00pabOTKH UHMOPM. U ynp.",
220400 "IIporpam. obOecriedeHrE BBIUKCI. TEXHUKH U aBTOMaTu3up. cucreM" B. I
Omudep, H. A. Onudep. - 3-e uza. - CII6. u ap.: [Tutep, 2008. - 957 c. ui.

0) OononHumMenbHAsL IUMmepamypa:

1.  Omnudep, B. I Komnsrorepnsie cetu. [IpuHITUIIBI, TEXHOIOTHH,

npotokoibl [Teker] yueb. mocobue s By30B 1o HanpasieHuto "Mudopmaruka u




BBIUMCII. TEXHUKA" ¥ 110 CTIIENMATBLHOCTH ""BBIUKCII. MaIlIMHBI, KOMIUIEKCHI, CHCTEMBI
u cetn" u ap. B. I. Onudep, H. A. Onudep. - 5-e uza. - CII6. u ap.: [Turep, 2018. -

991 c. ni.
2.

Tanenbaym, O. Komnbiorepusie cetu [Tekcr] mep. ¢ anri. 3.
Tanenbaym, J1. Yazepomn. - 5-e uzn. - CII6. u ap.: ITurep, 2015. - 955 ¢. un.

8) omeuecmeenHble U 3apyoediCHble HCYPHANbL N0 OUCYUNTUHE, UMelowjuecs 6 bubnuomexe.
He npenycmorpenst

2) MemoouuecKue yKazaHus 0 Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
Cxkypnaes C.B. be3onacHocts cereir 9BM: meTonnueckue
PEKOMEHIAIUU K MPAKTHYCCKUM 3aHSITHSIM.

I.

U3 HUX: y4eOHO-Memoouyeckoe obecneyerue camocmosmenvpHotl pabomsl CmyoeHma:

JJIeKTPOHHAsAA Y4e0OHO-MeTOANYeCKAasl JOKYMEeHTAIus

HaumenoBanue
No Bux peeypea s | bubnuorpaduueckoe onrcanue
JUTEPaTyphI AIIEKTPOHHOH
dbopme
ICKTPOHHO- [[Tanprun, B.®. 3amura nHGOpManIud B KOMIBIOTEPHBIX
OubIMoTeUHAs .
JloToTHUTETbHAS CUCTEMaX U CeTsX. [ DNEeKTPOHHBIN pecypc] : yued. mocodrne —
1 cucreMa
nuTeparypa AIATEILCTE OnekTpoH. nad. — M. : JIMK IIpecc, 2012. — 592 c. — Pexum
.HaII[-IL nmoctyna: http://e.lanbook.com/book/3032 — 3ar. ¢ 3kpaHa.
NEKTPOHHO- Omudep, B. I'. OcHOBBI ceTeil nepenaun JaHHBIX : yaeOHOe
SUGIOTeUHAS nocobue / B. I. Omudep, H. A. Onmudep. — 2-e u3n. — Mocksa
OcHoBHas : MIHTYUT, 2016. — 219 ¢. — Texkcr : anekTpoHHsbIi // JIanb :
2 cucrema
uTeparypa A ATeNLCTE DIIEKTPOHHO-OnOMMoTeynas cucrema. — URL:
8 https://e.lanbook.com/book/100346 (nara obpateHus:
Jlanb 3
18.09.2021). — Pexwum nocTymna: ajis aBTOPU3. MOJIb30BATEIEH.

HCpC‘IGHB HCIIOJIB3YCMOT'O IIPOIrpaMMHOIO oOecreueHM:

1. -Oracle VirtualBox(6eccpouno)

[Tepedenp ncmonb3yeMbIx MpoheCCHOHABHBIX 0a3 TaHHBIX U WH(DOPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOE o0ecreyeHne 1 CIUTITHHbI

Bun 3apaTuit

Ne
ayjl.

OcHoBHOE 000py/IOBaHKE, CTEHIBI, MAKETHI, KOMITBIOTEPHAsI TEXHUKA,
MpelyCTaHOBICHHOE IPOrpaMMHOE 00eCTIedeHIE, UCTIONb3yeMOe s

Pa3IMYHBIX BUOOB 3aHATHI

IIpakTnueckue
3aHATHUA U
CEMHHAPBI

904
(36)

KoMmbroTepsl, BKITFOYasi CHCTEMHBIH OJIOK, MOHUTOD, KJIaBHATYPY, MBIIIb,
MPOBOJHbIE U OecIpoBOHbIE ceTeBbIe ajanTepsl. [lkad ¢ ceTeBbIM
obopynosanueM Cisco. Kommyrtaropsr Cisco Catalyst 2950. MapuipyTuzaropsl
Cisco Router 2600. becnipoBoubie MapuipyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables




(mporpammusiii, B coctaBe OC). CucteMbl 00HapykeHus Brop:kenuit Cisco IPS
4255, Snort u Surricata (mporpammusie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
Tpaduka (caugdepsr) tepdump u Wireshark (mporpammusie, B coctae OC).
AHanmM3aTropsl ceTn nmap/zenmap (mporpaMmMubii, B coctaBe OC). Cpenctsa
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynsTop cereBbix yctpoicTB Cisco Packet Tracer, Gpay3zep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

JlaGopartopHbie
3aHSITHS

904
(36)

KoMmbroTepHI, BKITFOYasi CHCTEMHBIH OJIOK, MOHUTOD, KJIaBHATYPY, MBIIIb,
MPOBOJHbIE U OecIpoBOHbIE ceTeBbIe ajanTepsl. [lIkad ¢ ceTeBbIM
obopynosanueM Cisco. Kommyrtaropsr Cisco Catalyst 2950. MapuipyTuzaropsl
Cisco Router 2600. becnipoBoubie MapiipyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusblii, B coctaBe OC). Cucremsl o0HapyxeHus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpammusbie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
Tpaduka (cauddepst) tepdump u Wireshark (nmporpammusie, B cocrase OC).
AHanu3aTopbl ceTH nmap/zenmap (rporpamMmMHsiii, B coctaBe OC). Cpencta
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynsatop cereBbix yctpoiicTB Cisco Packet Tracer, Gpayzep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

Jlekun

912
(36)

Kommekt komnbrotepHoro odopynosanusi, LCD I[IpoexTop, Dxpan
MPOEKIIMOHHBINA, HACTEHHBIE CTEH/IBI 10 3aIuTe HHPopMmarmu (5 mrT. ),
nporpammuoe obecnieuenue: OC Windows XP , MS Oftice 2007, Matlab,
WinRar, Mozila Firefox, Koncynsrant+.

DK3aMeH

904
(36)

KoMIibroTepsl, BKITIOUasi CHCTEMHBIN OJTI0OK, MOHUTOP, KJIIaBUATYPY, MBIIIb,
MPOBOAHBIE U OeCIIPOBOHbIE ceTeBbIe aganTepsl. Llkad ¢ ceTeBbIM
ob6opynoBanueM Cisco. Kommyrartopsr Cisco Catalyst 2950. MapuipyTusaropsl
Cisco Router 2600. BectipoBomubie MapmpyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusbiii, B cocraBe OC). Cucremsl oOHapyxenus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpammHsle, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
tpaduka (cauddepsr) tepdump u Wireshark (nmporpammusie, B cocrase OC).
AHanmM3aTopsl ceTr nmap/zenmap (mporpaMmmMmusii, B coctaBe OC). Cpenctpa
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynsaTop cereBbix yctpoicTB Cisco Packet Tracer, Gpay3ep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox




